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Abstract

This book covers the use of the Admin Tools site security component, module and plugin bundle for sites powered
by Joomlal ™ 4. Both the free Admin Tools Core and the subscription-based Admin Tools Professional editions are
completely covered.

Permission is granted to copy, distribute and/or modify this document under the terms of the GNU Free Documentation License, Version 1.3 or any
later version published by the Free Software Foundation; with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts. A copy of
thelicense isincluded in the appendix entitled "The GNU Free Documentation License".
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Chapter 1. Getting Started
1. What is Admin Tools?

Admin Toolsisasecurity component, i.e. a software solution which will help you tighten the security of your Joomlal
site. Moreover, it has several features which will help you enhance the performance of your site and make your life
administering the site a bit easier.

Admin Toolsiswritten with Joomlal best practicesin mind, using Joomla's extension devel opment framework (“core
MVC"). It uses a native Joomlal plugin to apply its security and performance enhancing feature. It does not touch
Joomla's corefiles ("core hacks").

Admin Tools comes in two editions, the free of charge Core edition and the subscription-only Professional edition.
The Core edition only has basic site management features, without any focus on security. The security features can
only be found in the Professional edition.

A summary of the features of Admin Tools and how they relate to each edition can be found on our site [https./
www.akeeba.com/products/admin-tools.html].

1.1. Disclaimer

Security extensions —like Admin Tools— are designed to help you enhance your site's security, not make it
invulnerable against all hacking attempts. Whereas it will make it harder for a potential attacker to obtain information
pertaining your site and will give them a hard time attacking your site, there is nothing that can stop a determined
attacker with plenty of resources from hacking a site with known security issues. For instance, if you have an outdated
Joomlainstallation or a vulnerable component installed on your site there is very little which can be done to stall and
rarely stop a determined attacker. Therefore a security extension should be viewed as one of the many tools in the
arsenal of the defender, not as the only tool.

We are aware that some developers may market their products as a "complete protection” for your site, which is
technically impossible, plain and simple. If such a magic solution existed would they be selling it for a few dozen
dollars a year to everyone instead of asking for millions of dollars per year to protect very high profile targets (large
corporations and government agencies)? Exactly.

There'safavorite analogy here. Security softwareislike abulletproof vest. Soldiers don't wear it for total invincibility
against all possible attacks in a battlefield. A lucky shot in an area not covered by the vest; a high power, penetrating
round; or an explosion could still kill them. They are wearing it because what is most likely to get them is what the
vest can stop.

In the end of the day you are ultimately responsible for the security of your site, employing a comprehensive approach
to security including sane personal security practices. Installing and configuring Admin Tools is meant to be part of
your security regimen. At the very least you are expected to take frequent backups, stored in safe locations outside of
your server; apply security-conscious password management; maintain a secure working environment (asin: if your
computer isfull of malware your site is as good as hacked no matter if you use Admin Tools or not); and keep an eye
for any abnormal behaviour on your site.

Finally, we are legally obliged to draw your attention to the warranty and liability waiver Sections 15 through 17 of
the software's license, copied here for your convenience;

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE
LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER
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PARTIES PROVIDE THE PROGRAM “ASIS’ WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
ORIMPLIED, INCLUDING, BUT NOT LIMITED TO, THEIMPLIED WARRANTIESOF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF THE PROGRAM ISWITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU
ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE PROGRAM
AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL,
INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE
THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM
TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be given local legal effect according to
their terms, reviewing courtsshall apply local law that most closely approximates an absolutewaiver of al civil liability
in connection with the Program, unless a warranty or assumption of liability accompanies a copy of the Program in
return for afee.

1.2. The philosophy

Admin Tools is atool which helps you tighten the security of your site. Admin Tools, like every security software,
is not something that you install and immediately become invulnerable to hackers. If this point is unclear you are
welcome to read the previous section.

Admin Toolsisavery capable security solution which can protect you against many different types of common attacks.
However, there are some limits to what it can do. Y ou cannot install an old version of Admin Tools on an obsolete
version of Joomla we have stopped supporting and expect that site to be impregnable by hackers. Old versions of
Joomlaand itsthird party extensionsmost likely have security issueswhich, from the point of view of aweb application
firewall, look like legitimate requests. These attacks cannot be addressed unless the vulnerable Joomla core or third
party extension codeitself isupdated. That iswhy wewill only officially provide support to the latest and the previous
Joomla version family. There's no point trying to secure an out of date site.

Finally, please keep in mind that your site evolves over time. As aresult, you may have to adjust your Admin Tools
settings over time. Sometimes updating a third party extension will break something because its author is doing
something ill-advised that Admin Tool s protects you agai nst (yes, some devel opers even manage to maketheir software
behave in the same way malware does, mainly because they are unaware of those malicious patterns). Sometimes
you may install something new which needs afew adjustments in the protection to make it work. Thisis all normal.
Security is a process, not something you install once and forget about it.

2. Server environment requirements

The system requirements with regards to PHP and Joomla versions are listed on our site.

We support and test with fairly recent versions of the Apache, NginX and Microsoft Internet Information Services
(11S) web servers.

We support and test with the MySQL versions supported by Joomla. Very limited support for PostgreSQL is provided
but we do not routinely test with it because of its minuscule share among server technologies across Joomla sites.
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With regards to browsers, we strongly advise you to use the latest published version of a major browser such as and
in no specific order: Mozilla Firefox, Microsoft Edge, Google Chrome, Safari, Brave, or Opera. Other browsers may
work but we cannot test with them. We no longer support Internet Explorer at all.

3. Installing Admin Tools

Installing Admin Tools is no different than installing any other Joomlal™ extension on your site. You can read
the complete instructions for installing Joomlal™ extensions on the official help page [https://docs.joomla.org/
Installing_an_extension]. Throughout this chapter we assume that you are familiar with these instructions and we will
try not to duplicate them.

3.1. Installing or manually updating the extension

Please note that installing and updating Admin Tools (and amost al Joomla!l extensions) is actually the samething. If
you want to update Admin Tools please remember that you MUST NOT uninstall it beforeinstalling the new version!
When you uninstall Admin Tools you will lose all your settings. Instead, simply install the new version on top of the
old one. Joomla! will figure out that you are doing an update and will treat it as such, automatically.

A manual installation is fairly straightforward. Go to our site's Download page and download the software. Then go
to System, Install, Extensions, Install from Folder and use the Browse button to locate the ZIP file you downloaded.

Warning

Safari automatically extracts the ZIP files you download. If you see a bunch of ZIP files being downloaded
instead of a single file with a name similar to pkg_admintools-1.2.3-pro.zip go to Safari's Preferences page,
General tab and uncheck the Open “safe” files after downloading checkbox.

Tip
If you find that after installing or updating Admin Tools it is missing some features or doesn't work, please
try installing the same version a second time, without uninstalling the component. The reason is that very

few times the Joomlal extensionsinstaller infrastructure gets confused and fails to copy some files or entire
folders. By repeating the installation you force it to copy the missing files and folders, solving the problem.

3.1.1. Troubleshooting the installation

Please note that extensions installation is performed by Joomlaitself, not code that we have written ourselves. If you
have a problem installing a Joomla extension of ours the root cause is in Joomlal and the way some of its functions
work.

We cannot provide support for Joomla itself. If you run into an installation issue please consult the official Joomla
Forum and the official Joomla documentation.

Below you can find some solutions for common issues. This information is provided as-is and we do not make any
claim with regards to accuracy or completeness.

"Install path does not exist"

Joomla! requiresthe PHP Gzip and ZIP extensionsto beinstalled. If either isnot installed or if it'sblocked then Joomlal
will be unableto install extensions. Unfortunately, a cascade of unhandled errorsinside Joomla! itself will causeit to
come up with the unhelpful and disorienting "Install path does not exist" error message.

Solution: ask your host to enabled the GZip and ZI P extensions in PHP. Furthermore, ask them to make sure that they
are not blocking the functionality of these extensionse.g. by usingdi sabl e_functi ons ordi sabl e_cl asses
intheir php. i ni file
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Please note that we routinely see hosts disabling functions zi p_open, gzunconpr ess, gzdefl ate and
gzdecode for ostensible "security reasons’. First of all Joomlal WILL NOT work properly when any of these
functions is unavailable. Moreover and despite what your host tells you, disabling this functions does not increase
your site's security in any conceivable way. If your host denies to unblock these functions please take your site to a
different host that understands how server security really works.

"Unable to write entry” or "Unable to create destination” error

This error message comes from Joomlal and it means that thereis afile or directory permissionsissue. Unfortunately
thismessageisvery non-specific and providesno useful information for troubleshooting. Thisissomething wereported
to Joomlain September 2017 and was ostensibly fixed but internal issues in the way the extensions installer work still
prevent the correct path from being shown.

In the meantime, all you can do isask your host to make sure that all folders and files on your site are writeable by the
user under which your site runs. Thisis not something you or us can do. Please do ask your host.

If this doesn't help it might mean that you have reached the file system capacity of your server. Please note that your
account on the server might have severa limits:

* Maximum total size of files and database data. This is the most common limit, e.g. your host telling you that you
can use 10G of space in total. Please remember that this includes your database data. Moreover, keep in mind that
"unlimited" is amarketing term, not reality. Usually you get up to acertain size limit and you have to ask for more,
explaining why.

* Maximum number of files. Thisis usually NOT advertised. Many hosts will only allow you up to a maximum
number of files, e.g. 100,000. If you try to exceed that count the fileis not created / replaced, as if the permissions
were not adequate to write to it. Please note that most times the host engineers will call it "inode count” because
that's technically what they are limiting on your hosting user account. A file can consume one or more inodes, each
inode essentially being the smallest chunk of contiguous disk space that can be alocated to afile (that's not very
accurate but it's awell enough description to understand what an inode is).

e The physical disk size. All the aforementioned limits are great, but you cannot create files beyond the physical
capacity of the disks on your server. Most modern hosts use virtualized, network attached storage to provide ever-
expanding capacity on demand. However, some cheaper hosts and dedicated servers still have regular disks attached
with finite storage limits.

» Also remember that your hosting control panel does not report the limit information in real time. You may have
aready exceeded your limits but your control panel not having been updated with this information.

If you are not sure about these limits please ask your host.

Upgrading from Core to Professional

In some cases we have seen that Joomla failed to copy all of the necessary files when upgrading from a Core to a
Professional release or when installing amajor update that spans major versions (e.g. 1.x to 2.y). If you believethishas
happened to you please install our software twicein arow, without uninstalling it before or in between the subsequent
installations.

Check your Joomla! and PHP version

We publish the compatibility of our software with Joomlal and PHP versions in the Compatibility page on our site.
Y ou can find alink on this page at the bottom of every page of our site.

Please remember that the PHP version your site is using may be different than the PHP version your host reports
in their hosting control panel. If unsure, please refer to Joomlas System Information page. If you need to upgrade
your PHP version please consult your host. The exact method to do that varies by host.
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Checking your temporary directory

First, we will have to make sure that you are using a valid temporary directory. Many sites are configured to use the
system-wide (/tmp) directory or an invalid directory, causing installation problems.

You can change your temporary directory from your site's Global Configuration page. You need to enter the full
filesystem path to Joomlast np folder. Thisistypically something like/ hore/ nysi t e/ public_htm /t np. If
unsure please ask your host. This information is not visible from within your site's administrator using any Joomla-
provided feature and thereis no way for us to know it.

4. Upgrading from Core to Professional

Upgrading from Admin Tools Core to Admin Tools Professiona is by no means different than installing the
component. You do not have to uninstall the previous version; in fact, you MUST NOT do that. Simply follow the
installation instructions to install Admin Tools Professional over the existing Admin Tools Core installation. That's
all! All your settings are preserved.

I mportant

When upgrading from Core to Professional you sometimes have to install the Professional package twice,
without uninstalling anything in between. Sometimes Joomlal does not copy some of the files and folders the
first timeyou install it. However, if you install the package again (without uninstalling your existing copy of
Admin Tools) Joomla! copies all of the necessary files and performs the upgrade correctly.

5. Automatic updates

Admin Tools can be updated just like any other Joomlal extension, using the Joomlal extensions update feature. Please
note that Joomla! is fully responsible for discovering available updates and installing them on your site. Akeeba Ltd
does not have any control of the update process.

Note

This Joomla!l feature requires that your server supports fopen() URL wrappers (al | ow_url _fopen is
set to 1 in your server's php.ini file) or has the PHP cURL extension enabled. Moreover, if your
server has a firewall, it has to alow TCP connections over ports 80 and 443 to ww. akeeba. comand
cdn. akeeba. com If you don't see any updates or if they fail to download please ask your host to check
that these conditions are met. If they are met but you still do not see the updates please file abug report in the
official Joomlal forum [http://forum.joomla.org/]. In the meantime you can use the manual update methods
discussed further below this page.

Admin Tools Professional needs you to set up the Download ID before you can install the updates. Go to System,
Update, Update Sitesin your Joomlabackend. Find the “ Admin Tools Professional for Joomla’ item. It will be marked
with a‘'Download Key missing’ label. Click on theitem'stitle. Y ou can now enter your Download ID in the Download
Key field. You can find your Download ID and/or create additional Download IDs on our site's Add-on Download
| Ds page after logging in. Kindly note that having a Download ID is hecessary but not the only requirement; you need
to have an active subscription to a product which includes Admin Tools Professional for Joomla on our site. If either
of these two conditionsis not met you will receive an error 403 when trying to install the update.

Y ou can access the extensions update feature in two different ways:

e From the icon your Joomlal administrator control panel page. By default you will find the icon in the right-hand
modulesarea, under the Update Checks header. When there are updates found for any of your extensionsyou will see
the Updates are available message. Clicking on it will get you to the Update page of Joomlal Extensions Manager.
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» From the sidebar of your Joomlal administrator click on System. On the new page find the Update area towards the
bottom of the middle column and click the Extensionslink. Thistakes you to the Update page of Joomla!l Extensions
Manager.

If you do not see the updates try clicking on the Find Updates button in the toolbar. If you do not see the updates till
you may want to wait up to 24 hours before retrying. This has to do with the way the update CDN works and how
Joomlal caches the update information.

If there is an update available for Admin Tools tick the box to the left of its row and then click on the Update button
in the toolbar. Joomlal will now download and install the update.

If Joomlal cannot download the package, please use one of the manual update methods described below. If,
however you get an error about copying files, folder not found or a cryptic "-1" error please follow our installation
troubleshooting instructions [ https://www.akeeba.com/documentati on/troubl eshooter/abinstall ation.html] .

If you get awhite page whileinstalling the update please try either the Built-in method (described above) or the manual
update method (described below).

Updating manually

As noted in the installation section, installing and updating Admin Tools is actually the same thing. If the automatic
update using Joomlal's extensions update feature does not work, please install the update manually following the
instructions in the installation section of this documentation.

| mportant

When installing an update manually you MUST NOT uninstall your existing version of Admin Tools.
Uninstalling Admin Tools will always remove all your settings. Y ou do not want that to happen!

Sometimes Joomlal may forget to copy some files when updating extensions. If you find Admin Tools suddenly not
working or if you get awarning that your installation is corrupt you need to download the latest version's ZIP file and
install it twice on your site, without uninstalling it before or in-between these installations. This will most certainly
fix thisissue.

If the error occurs again after a while, without you updating our software, please contact your host. Some hosts will
delete or rename files automatically and without any confirmation as part of a (broken and unfit for purpose) "maware
scanner / antivirus'. Unfortunately, these scanners return alot of false positives -innocent files mistakenly marked as
malicious- but rename / delete them nonethel ess, breaking software installed on the server. If you are on such a host
we very strongly recommend that you move to a decent host, run by people who actually know what they are doing.
It will be far less headache for you and would actually improve your site's security.

5.1. Troubleshooting the update

Like most Joomlaextensions, our software relies on Joomla's built-in extensions updater. In simpleterms, code written
by the Joomla project, shipped with Joomla itself and running on your site is responsible for retrieving information
about the latest available versions, determining whether an update is available, downloading the update package and
installing it on your site. Akeeba Ltd has no control over that code.

Despite this not being our code, we do understand that our clients do come across problems with updates and need our
help. The way the Joomla built-in extensions updater is written makes it prone to some easily preventable, common
errors. Itserror reporting ranges from unhel pful to non-existent. In an effort to help you, we've compiled and condensed
all the troubleshooting we've done for years on our sites and our clients' sites.

We do understand that the instructions in this section are convoluted and complicated. We are afraid that thisis the
simplest form they can be reduced to. We'd like to assure you that they do not reflect on the quality of software we can
produce. These instructions are necessitated by and reflect the way Joomlaitself works.
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If you were using our software between 2009 and 2016 you might remember that we were using our own code, Akeeba
Live Update, to find, download and install updates to our software. It was a much better solution and much easier to
troubleshoot; it would tell you exactly what to fix and ask you to click a button to let it verify the fix. Unfortunately,
the Joomla Extensions Directory (JED) made it impossible to use ouw own updater code, even as an aternative to
the Joomla built-in extensions updater, in 2016. Doing otherwise is a violation of JED's terms of service and would
result in all of our extensions being unlisted. That's why we are now using the Joomla built-in extensions updater even
though we know it's nowhere near as good as what we used to have. Sorry, folks.

5.1.1. Addressing server issues

In some casesyou will seethat Joomlacannot retrievethelatest version information or update packagefor our software,
reporting it cannot connect to cdn.akeeba.com (extensions released after August 2020) or cdn.akeebabackup.com
(extensions released before August 2020). Related to that, Joomla may report that it's unable to download the
Professional edition's update package, saying it's unable to connect to our site www.akeeba.com (extensions released
after August 2020) or www.akeebabackup.com (extensions released before August 2020). This can mean a few
different things which al have to do with how your host is set up.

Our CDN and our site are accessible over HTTPS and use avalid, signed TLS certificate. At the time of this writing
the TL S certificates are issued by Let's Encrypt and Amazon Web Services. The TL S certificates used for HTTPS on
our CDN and site use the recommended SHA-256 hashing algorithm and the servers only support modern versions
of the TLS protocol (at the time of this writing it's TLS 1.2 and later). If your host has an out of date Certification
Authority cache or compiled PHP against an old TL S library which does not support modern versions of TLS your
site will be unable to connect to our servers.

If this is not the case, please be aware that some hosts run a proxy server or a firewall which can either prevent or
cache outgoing connections in front of their servers. Depending on how this isimplemented it can cause two distinct
types of problems.

Thefirst problem is that your site might be unable to connect to our CDN and our server to retrieve the latest version
information and the update package itsalf respectively. If this happens you need to ask your host to allow connections
to TCP/IP port 443 (HTTPS) for www.akeeba.com and cdn.akeeba.com. If they ask you for an IP address please ask
them to resolve these domain names from their server. The latter isa Content Delivery network (CDN) with hundreds
of servers, powered by Amazon CloudFront, meaning that its I P address depends on where you are accessing it from.

The second problem is that when Joomla tries to retrieve the latest version information or an update file from our
serversyour host's proxy getsin the way and returns information it has cached. We explicitly ask for that information
not to be cached, using standard HT TP headers, but some hosts choose to ignore web standards and do their own thing.
Also worth noting isthat your host should not interfering with HTTPS (encrypted) traffic, so all the more reason to be
worried about their implementation in this case. Unfortunately, we have caught afew hosts doing that over the years.

None of theseissues can be addressed by you or us. Y ou will need to contact your host about them. Before you assume
any of theseissues are in play and if you are using the Professional edition of our software please do check that your
Download ID isvalid first.

5.1.2. Check the validity of your Download ID
Note

Theinformation in this section only appliesto the Professional edition. If you are using the Core edition you
can skip over it.

If you are using the Professional version of our softwarewe need to verify that you have an active subscription that gives
you accessto downloads of the software you aretrying to update. We do that by means of aDownload ID which hasthe
format 0123456789abcdef0123456789abcdef (Main Download 1D) or 12345:0123456789abcdef 0123456789abcdef
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(Add-on Download ID). In and by itself the Download ID does not carry any information about your subscription
status. It isan identifier linked to your account on our site.

First, you need to check that you are using avalid Download ID. Do not assume that your Download 1D is entered
at al, or that it isvalid. Thiskind of false assumption accounts for half of the update issues we are asked to help our
clientswith. Always check on our site. Log into our site and go to Add-on Download | Ds from the top menu. Copy the
Download ID. Go to your site's System, Update, Update Sites page and find the Admin Tools Professional for Joomla
item. Click on it. Remove any existing content from the Download Key field. Then paste your Download ID into the
Download Key field. Finally, click on the Save button in the toolbar.

Afterwards you need to go to System, Update, Extensions and click on the Find Updates button. Thisis necessary even
if Joomla already reports an update being available for Admin Tools. Y ou will then be able to select the Admin Tools
update, if oneisfound, and install it with the Update button.

5.1.2.1. Check your subscription status

As noted above, the Download 1D itself does not carry any information about whether you are allowed to download an
update. This check is done on our server when it receives the Download ID aong with Joomla's request to download
an update. The check performed is simple: do you have an active subscription which gives you access to the software
you are trying to download?

Do not assume that your subscription is active. It is possible that you missed an email warning you about the
subscription expiring and a manual action to renew it being required on your part. This may even happen when you
have a recurring subscription if our reseller, Paddle, cannot automatically charge your credit card / PayPal account
for any reason. Or you may have simply let your manually renewing subscription lapsed or canceled your recurring
subscription.

Always log into our site and go to the My Subscriptions page to check your subscription status. If your subscription
has expired you can renew it. Once the payment is compl ete and accepted by our reseller you will be able to download
the updates within the next 20" or less (typically: within seconds).

5.1.3. Updates are showing after installing the latest version

Sometimesyou might see that Joomlareportsthat the version you haveinstalled or even apreviousversionisavailable
as an update. This can mean three things:

» Joomlas update cache is stuck. Click the Find Updates button.
* You have a server issue connecting to our CDN. See the information on addressing server issues.

* You have found a bug in Joomlas built-in extensions updater. You need to contact the Joomlal forum [https://
forum.joomla.org]. Unfortunately there is nothing we can do about Joomla core bugs.

5.1.4. Updates not showing despite having an older version

Sometimes you may see that Joomla refuses to report the availability of anew version of our software. This can mean
three things:

» Theupdate site for our softwareis disabled. See the information on checking the update site.
» Joomlas update cache is stuck. Click the Find Updates button.
* You have aserver issue connecting to our CDN. See the information on addressing server issues.

* You have found a bug in Joomlds built-in extensions updater. You need to contact the Joomlal forum [https.//
forum.joomla.org]. Unfortunately there is nothing we can do about Joomla core bugs.
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5.1.4.1. Check the update site

First we are going to check if the Update Siteis disabled. Go to the backend of your site. Go to the System menu item,
find the Update area and click on the Update Sites link.

On that page you will see alist of the update sites for the extensions you have installed on your site. If you see our
software in that list — you may have to search for it — make sure it's published, i.e. there's a green checkmark in the
Status column. If it's not already published publish it now. If you had to publish the Update Site you a so heed to follow
the instructions under Refresh the update cache for your updates to work.

If our software does not appear on that list you will need to click on Rebuild. Please note that in some cases using
Rebuild may remove the Download K eys from some extensions' update sites. Do check all update sites of commercial
software. If any of them reports that the Download Key is missing you will to re-enter its Download Key. Therefore
it may be agood ideato print out al pages of the Update Sites (which do show the Download Keys) prior to clicking
on Rebuild.

5.1.4.2. Refresh the update cache

Joomla does not download the latest version information every time you visit the Updates page. This would be too
dow and bog down the servers of the third party developers providing this update information. Instead, it caches the
updates for 1 to 24 hours (configurable), with the default being 6 hours. In very rare cases this updates cache may get
“stuck” beyond this time limit and needs to be manually refreshed.

First try the normal way to get the update cache refreshed. Please follow all of the steps below in the exact order
presented from a single browser tab without having any other tabs or windows to your site open. Please follow all of
the steps even if you think that something is redundant; it's not and there is areason wetell you to do it.

1. Go to the backend of your site.
2. Go to the System menu item, find the Update area, click the Extensions link.
3. Click on the Find Update button.

This will tell Joomlato get the up-to-date information about available versions for al extensions installed on your
computer. If you do not see anything changing to the better you have hit a rare issue which involves another Joomla
cache that isinvisible even to the Super Users: the Joomla database query cache. Please follow al of the steps below
in the exact order presented from a single browser tab without having any other tabs or windows to your site open.
Please follow all of the steps even if you think that something is redundant or repetitive; it's not and there is a reason
wetell youto doit.

1. Go to the backend of your site.

2. Go to the System menu item, find the Update area, click the Extensions link.

3. Click on the Find Updates button in the toolbar.

4. Go to the System menu item, find the Maintenance area, click the Clear Cache link.
5. Click on the Delete All button even if the list is empty.

6. Go to the System menu item, find the Update area, click the Extensions link.

7. Click on the Find Updates button in the toolbar.

If you still cannot retrieve updates for our software you need to check if you have a server issue. If that's not the case
you need to check the update site since it might have been automatically unpublished by Joomla.
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5.1.5. Miscellaneous troubleshooting and information

5.1.5.1. The update fails to download

If you are trying to update a Professiona edition please check your Download ID and that you have an active
subscription. Typically you will get an error message telling you that an error 403 or 500 was received when trying
to download the update package. Whether you see that message or a generic download failure message depends on
the version of Joomlayou have installed on your site.

If this doesn't help you need to check if you have a server issue.

5.1.5.2. Updating with a third party service fails

Typically, third party site management servicesask Joomlato providethe updateinformation and install update on your
behalf. Therefore the troubleshooting information in this section would solve both in-site and remote (via a service)
extension updates.

If you can install an update by logging into your site's backend but NOT through a service you need to contact the

third party site management service and report this issue. Unfortunately we cannot help with it. Third party services
DO NOT ask usfor permissions to implement an updater for our software and we have no control over it.

5.1.5.3. Manual update

As noted earlier in the documentation, a manual update is the same as installing the extension. Download the latest
version from our site and install it on your site without uninstalling our extension.

5.1.5.4. Update installation problems
If your update does download but fails to install try the manual update method (installing the new version on top of

the old one). If that fails, too, you should follow the instructions on the installation troubleshooting section you can
read earlier in this documentation.

6. Entering your Download ID

Note

If you are using Admin Tools Core, the free of charge edition of Admin Tools, you do not need to and must not
enter aDownload ID. The Download ID isonly required for the for-a-fee Admin Tools Professional edition.

Admin Tools Professional isthe for-a-fee edition of Admin Toolswith additional features. Downloading it, either for
installation from scratch or as an update to an already installed but older version on your site, requires confirming that
you have an active subscription which gives you access to Admin Tools Professional downloads. When you download
theinstallation ZIP file from our site this means that you need to log in to our site first. However, when downloading
updates through Joomlayou really don't want to and usually cannot be asked to log in to our site.

Using your Download IDs on your clients' sites

Our software license allows you to use your Download | Ds on the sites of your clients. However, you must tell your
clients that:

» Downloads and support for the software covered by the Download 1D is provided by you, not Akeeba Ltd.
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« If they want to receive support and / or downloads directly from Akeeba Ltd they need to purchase a qualifying
subscription on our site. In this case they do not qualify for the renewal discount.

e They arenot alowed to use the Download ID on any other site or use the Download I D to download the software for
any reason other than updating or reinstalling the covered software on the same site the Download 1D was entered
in. In other words, they cannot use the Download ID to install or update our software on any other site.

If you are no longer administering a site where you have entered a Download 1D you must revoke or regenerate
that Download ID. Y ou need to do the same if you believe that your Download ID is being used by third parties
in an unauthorized manner. Please note that unauthorized use of Download IDs could have conseguences on your
subscription with us.

Finding your Download ID

Download IDs comein two flavors, your main Download ID and Add-on Download IDs.

Y ou can find your main Download ID in the My Subscriptions [ https.//www.akeeba.com/my-subscriptions.html] page
of our site. We recommend using this Download ID only on your own site(s). This Download ID cannot be revoked,
it can only be regenerated. If it's regenerated you will need to enter the new Download ID on all of your sites which
can be asignificant hassle.

Y ou can generate an unlimited number of Add-on Download | Ds without additional charge in the Add-on Download
IDs [https:/www.akeeba.com/download/add-on-dlid.html] page. Unlike the main Download ID you can revoke
(disable) any Add-on Download ID at any time. Aslong as you only use one Add-on Download ID per site revoking
or regenerating it will not affect the other sites' ability to download and install updates.

Entering your Download ID on a newly installed copy of
Admin Tools

If you just installed Admin Tools on your site go to Components, Admin Tools. Y ou will be shown a message at the
top of the page that you need to enter your Download ID. The message includes a link to a page on our site where
you can find and copy your main Download ID. It also displays instructions for entering it in Joomla's Update Sites
page so Joomlacan find and use it.

If Joomlal was aready showing you that an update for Admin Toolsis available prior to entering your Download |1D
please remember to click on the Find Updates button in Joomla's Update page BEFORE trying to install the update
to Admin Tools.

Enter or view your Download ID

Joomla! 4 provides a centralised download key management interface for all compatible extensions.
From the main administrator page of your site click on System on the sidebar.

Click on the Update Sites link towards the bottom of the middle column on the System page.

Find the Admin Tools Professional for Joomla entry on the list and click on it to open the edit page.

Enter your main or Add-on Download 1D in the Download Key area. Click on the Save & Close button on the toolbar
to apply the Download ID.

If Joomlal was already showing you that an update for Admin Toolsis available prior to entering your Download |ID
please remember to click on the Find Updates button in Joomla's Update page BEFORE trying to install the update
to Admin Tools.
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Further steps if a download was available before
entering a new Download ID

Joomla applies the Download ID when it is looking for updates, not when it tries to download updates. This is a
weird implementation detail that dates back to design decisions made before Joomla 1.6 was released, back in 2009.
Unfortunately, this means that entering a new Download 1D after Joomla shows that updates are available does NOT
apply the new Download ID immediately and causes updatesto fail.

The solution is simple. Go to System, Update, Extensions and click the Find Updates button in the toolbar BEFORE
trying to install the update to Admin Tools.

If this doesn't work, go to System, Maintenance, Clear Cache and click on the Delete All button in the toolbar. Then
go back to System, Update, Extensions and click the Find Updates button. This should allow you to install the update
to Admin Toolsjust fine.

Troubleshooting updates to the Professional release

If youstill cannot install our software please check that the Download I D isentered correctly. If it'snot entered correctly
enter the correct Download ID and follow all of these instructions again.

If the Download ID isentered correctly but it's not active in the Add-on Download | Ds page you will need to enableit.
After enabling it you will be able to download and install the update without having to follow these instructions again.

If the Download ID is correct please make sure that you have an active qualifying subscription on our site. If your
subscription has expired you need to purchase a renewal on our site. Once the renewal is active you will be able to
download and install the update without having to follow these instructions again, as long as you have not changed
your Download ID.

If you still cannot download updates despite having the correct Download ID and an active subscription try waiting
for 24 to 48 hours. In very rare cases Joomla's update cache gets stuck despite following the instructions above and
you just need to wait until Joomla decidesit hasto reload it.

If the updates are still not downloading please make sure that you are using a version of Joomla and PHP that is
supported by the new version of our software. If you are not sure please consult our Compatibility page [https.//
www.akeeba.com/compatibility.htmi].

If you've followed al these troubleshooting steps and the update is not downloading at al you need to contact your
host and ask them to allow traffic to www.akeeba.com and cdn.akeeba.com over port TCP 443 (HTTPS), make sure
that the PHP cURL module is installed and activated on the version of PHP your site is using and that finally the
libcurl and libssl system libraries the cURL module is compiled against are up-to-date versions. If your host cannot
help you with any of these requests (despite thisbeing literally what you are paying them to do) you can install updates
manually. Kindly note that Akeeba Ltd is not responsible for your hosting environment and that the requirements
for downloading updates from our site are met by server software released roughly 5 years ago. If your host cannot
provide 5 year old software and open portsin their firewall you should probably be migrating your site to a more up-
to-date, competent host.

7. Requesting support and reporting bugs

Support can be provided only to subscribers and only through our site's Support section. If you aready have an active
subscription which gives you access to the support for Admin Tools you can request support for it through our site.
You will need to log in to our site and go to Support, Admin Tools and click on the New Ticket button. If you can't
see the button please make sure you have an active subscription that gives you access to Admin Tools support. If
you do and still don't see the button please use the Contact Us page to let us know of the ticket system problem and
remember to tell us your username.
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If you want to report a bug, please use the Contact Us page of our site. Y ou don't need to be a subscriber to report a
bug. Please note that unsolicited support requests sent through the Contact Us page will not be addressed. An issue
isnot abug unlessit can be reliably reproduced on multiple sites. Please make sure you include clear instructions on
reproducing the issue. If the issue cannot be reproduced it's not a bug report, it's a support request.

I mportant

Support cannot be provided over Twitter, Facebook, email, Skype, telephone, mail, fax, carrier pigeon, the
official Joomlal forum, the Joomla StackOverflow page, our Contact Us page or any other method except
the Support section on our site. We also cannot take bug reports over any other medium except the Contact
Us page and the Support section on our site. Support is not provided to non-subscribers; if you are using the
Core version you can request support from other users in the official Joomlal forum or any other Joomlal-
related forum in your country/region. We have to impose those restrictions in support to ensure a high level
of service and quality. Thank you for your understanding.

8. Uninstalling Admin Tools

Admin Tools can be uninstalled just like any other Joomla extension.

Warning

Uninstalling Admin Tools will delete your settings and any logged blocked requests. This process is
IRREVERSIBLE. If you lose your settings by uninstalling Admin Tools we cannot help you retrieve them,
they are gone forever.

Uninstalling Admin Toolswill NOT remove any .htaccess, web.config or nginx.conf you have created with
the respective .htaccess Maker, web.config Maker or Nginx Conf Maker feature. It will also not remote
any .htaccess and .htpasswd files created with the Password Protect Administrator Directory feature. It will
not change the permissions of files and folders you have applied or undo any changes you madeto your Temp
and Logs folders using Admin Tools. These are things that can be modified externally to Admin Tools after
any changes you've applied using Admin Toolsitself. Therefore we are not rolling back these changes out of
an abundance of caution and to prevent your sites becoming broken.

First, go the extensions manager page. From the sidebar of your Joomlal administrator click on System. On the new
page find the Manage area towards the top of the middle column and click the Extensions link.

In the Search box type Admin Tools package. It will show you a single item called "Admin Tools package" whose
Typeis Package.

I mportant

Only ever try to uninstall the Package type extension. DO NOT try to uninstall the component, its plugins or
module individually. It will leave stuff behind. If you accidentally do that you need to reinstall Admin Tools
and then try to uninstall it again.

Select the item's checkbox and click on the Uninstall button in the toolbar. The package and all itsincluded extensions
will be automatically uninstalled.

9. Quick Setup

I mportant

This section applies only to Admin Tools Professional and refers only to its security features
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Y ou can quickly apply all of thefollowing settings by using the Quick Setup Wizard page of Admin Tools. A prominent
link to that page will appear at the top of your site's administrator section (as a standard Joomlal error message) until
you run the wizard or manually configure Admin Tools through the Configure WAF and .htaccess Maker / NginX
Conf Maker / web.config Maker pages or import a configuration from the Import Settings page.

If you have aready configured Admin Tools you will NOT see the Quick Setup Wizard button any more.

While the Quick Setup documentation section and the Quick Setup Wizard feature will help you to get started with
basic protection for your siteit is very strongly advisable that you read the documentation in its entirety. It will help
you understand the different ways Admin Tools protects your site and the impact each option may have to your site's
operation.

Warning

If you have aready configured Admin Tools and wish to change its configuration you are NOT supposed to
use the Quick Setup Wizard. In fact, this is not supported and will provide no support if you choose to do
that. Instead go to Admin Tools, Web Application Firewall, Configure WAF to configure the Joomlal system
plugin protection settings or Admin Tools and .htaccess Maker (or Nginx Conf Maker; or web.config Maker
depending on your web server) to configure the server-level protection settings.

The fundamental functionality of Admin Tools Professional is to allow you to secure your site. However, setting up
your site's security does require some tweaking, as each site is has different structure and needs than the next. When
you first install Admin Tools Professional you may feel abit overwhelmed by the abundance of security options. Well,
the good news is that setting it up is not even half as hard as it looks! In this tutorial we will go through the basic
security configuration and point you to what you want to do next.

Go to the back-end of your site and click on Components, Admin Tools, Web Application Firewall, Configure WAF
and set the following optional settings:

1. Administrator secret URL parameter If you enter "foobar" (without the quotes) in here, then you must access your
siteshackend asht t p: / / www. exanpl e. com’ admi ni st rat or ?f oobar i.e. append a questionmark and
the secret word. If you skip the ?foobar part, you can't even see the login page. If you do not want to enable this
feature please delete its contents and leave this field blank.

Important notes: This field will contain either your existing Administrator secret URL parameter (if you have
already configured one) or a new, random one if there is no Administrator secret URL parameter already set up on
your site. Do keep in mind that if you have disabled the Administrator secret URL parameter and you run the Quick
Setup Wizard again (NOT RECOMMENDED AND NOT SUPPORTED!) a NEW, COMPLETELY RANDOM
value will be shown in thisfield.

2. Enter your email addressin Email this address on successful back-end login and Email this address on failed back-
end login. Admin Tools will be sending you an email whenever anyone triesto log in to your site's back-end as a
Super Administrator. The minute you receive an email which wasn't triggered by a trusted person, you know you
have to get your site off-line a.s.a.p. Do note that thisis avery useful feature! It will send you an email even in the
unlikely case that someone, for example, hacks your Wi-Fi, steals your login cookie and then uses your own Wi-
Fi connection and login cookie to log in to your site.

3. Set Hide/customise generator metatag to Yes and enter something obscurein the Generator tag. | usually jokingly
set "Drumlapress’ in there, mudding the waters as to which CMS I'm really using. Be creative! Thisis a low-
priority thing to do, but stops "dork scanning” attacks. What | mean is that normally Joomla! spits out its namein
the (hidden) generator meta tag on every HTML page on your site. An attacker looks for "dorks" (sites to exploit)
by searching for "Joomlal 1.5" on Google. This feature removes that generator tag and you're not susceptible to
thiskind of attack.

4. Optional but highly recommended, go to http://www.projecthoneypot.org/httpbl _configure.php and open yourself a
Project Honeypot account. After your registration, visit that URL again and you'll see something called "HTTP:BL
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key". Copy it and paste it into Admin Tools Project Honeypot HTTP:BL Key field. Also set Enable HTTP:BL
filtering to Yes. Why? Project Honeypot analyses data from a vast number of sites and positively identifies IPs
currently used by hackers and spammers. This Admin Tools feature integrates with Project Honeypot, examining
your visitors' 1P addresses. If they are in the black list (known hacker or spammer) they will be blocked from
accessing Joomlal.

5. Optional, but highly recommended, enable the IP blocking of repeat offenders. This feature blocks I1Ps getting
repeatedly their requests blocked, i.e. we have strong reasons to suspect they are hackers. Please note that you may
not want to enable this feature until you are sure everything is working smoothly, so that you don't accidentally
block yourself out of your site. If that does happen, please take alook at https.//www.akeeba.com/documentation/
troubleshooter/atwafissues.html

If you are using the Apache web server another thing to do is to go to Components, Admin Tools, .htaccess Maker
and click on Save and Create .htaccess. If you get ablank page or 500 Interna Server Error on your site, use your FTP
client to delete the . ht access file (if it's not visible, just upload an empty text file named . ht access), go back
to .htaccess Maker, try disabling some option and repeat the whole process until your site loads correctly. For more
information, take alook at https://www.akeeba.com/documentati on/troubl eshooter/athtaccess500.html

If you are using the NginX web server you should go to to Components, Admin Tools, NginX Configuration Maker
and follow the instructions on the page to create a security and performance optimised site configuration file.

If you are using the Microsoft 11S web server you should go to to Components, Admin Tools, web.config Maker and
follow the instructions on the page to create a security and performance optimised site configuration (web.config) file.

After applying all of the above protections, it isvery likely that some of your site's functionality is no longer working.
Thisisnormal. The default settings are very restrictive by design. On each page with a problem, first try applying the
step by step process outlined in https://www.akeeba.com/documentati on/troubl eshooter/athtaccessexceptions.html

If you get stuck somewhere, feel free to file a support ticket (if you are a subscriber). We are here to help!

15


https://www.akeeba.com/documentation/troubleshooter/atwafissues.html
https://www.akeeba.com/documentation/troubleshooter/atwafissues.html
https://www.akeeba.com/documentation/troubleshooter/athtaccess500.html
https://www.akeeba.com/documentation/troubleshooter/athtaccessexceptions.html

Chapter 2. Using Admin Tools
1. The Control Panel

The main page of the component which gives you accessto all of itsfunctionsis called the Control Panel.

The Control Panel page

@ Admin Tools Professional 7.0.0.1 ¥ 4.0.0-rc2 [£  The Boot 4 © UserMenu v

& Options

(0} a of

4.0

35

Emergency Off- Main Password Password-
Line protect 3.0
Administrator 25
2.0
1.0
.htaccess Maker Web Application PHP File Change 05
Firewall Scanner 0

X o ®H S N O b A S N B 6 A 0 XN D
SR RS ELLERNR N R g F
F & FFFTeeee e & &
555355&5\)5\)5\)5\55\)5\)

8 @ @ @

H

PHP File Change
Scanner Blocked requests per type

Scheduling

Tools

Permissions Fix Permissions Temporary Super

In the left hand areayou have iconswhich launch theindividual tools out of which Admin Toolsis made when clicked.
Each of those toolsis described in a section of its own in the rest of this documentation.

Clicking on the Scheduling (via plugin) button will launch the System - Admin Tools plugin configuration page in
a pop-up dialog box. In there, you can configure the scheduling options for Admin Tools' utilities. Do note that this
featureis only available in the Professional edition.

The graphs on the right hand side display the number of blocked requests logged (potential attacks Admin Tools
Professional has protected you against), their distributions by type and a few statistics about them, e.g. how many
requests were blocked in the last year, month, week, day and so on. Please note that the number of requests blocked IS
NOT MEANT TO BE USED ASA MEASURE OF HOW WELL ADMIN TOOLSPROTECTSYOUR SITE.
The number of requests blocked depends on EXTERNAL FACTORS, namely how many attacks were launched
against your sitein aperiod of time. Most siteswill experience agreat variance of thismetric over time. It is perfectly
normal and very common to see just a handful or no attacks for days or months at atime, then a short but sudden burst
of hundreds to thousands of blocked requests over the span of afew hoursto afew days. Theideabehind the graphsis
to make you aware of these spikes which indicate that amalicious showed an interest on attacking your site. The graph
showing the types of attacksis agood indication of what they tried to use when probing or attacking your site. That's
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all thereisto it. These are not Key Performance Indicators (KPIs), they are just a quick glance at the information you
could extract by poring over the blocked requests log yourself.

The lower panes display the Admin Tools version information. Y ou can see the version of the software and display
the changelog. Finally, there's a reminder that security extensions are not a panacea, they are just one of the many
tools in the defender's arsenal.

2. The component Options

You can access the component-wide options of Admin Tools through the Options button in its Control Panel page.
Alternatively, you can go to your site's System, Global Configuration menu item and click on Admin Tools on the
left hand sidebar.

Please note that this page is rendered and managed by Joomlal itself. We have very minimal control over it, namely
on the names and types of the fields. The way that page displays and behaves is entirely controlled by Joomlal and
your backend template. If you have observed a display or behavior issue the chances are we cannot help you since we
will not (and must not!) modify core Joomlal code. Such bugs should be reported to Joomla! instead.

The page has several tabs, documented below.

Backend

Options which define how the backend of the component works.

Show graphsand Display graphs and statistics about blocked requests (Professional release only). This is useful

statistics visualisation to see the rate at which your site is being probed or attacked. If you feel that your
clients may not fully understand that these are not meant to be Key Performance Indicators of the
site protection we urge you to disable them using this option.

Automatically The System - Admin Tools plugin needs to be ordered as the first published plugin to work
reorder the plugin  correctly. When you visit Admin Toolsin the backend the plugin is automatically reordered to be
the first one. In some rare cases other plugins need to be published first, for example integrations
with third party email servicesfor sending email from your site. In this case set this option to No.

If you set this option to No it's up to you to reorder the plugin. If avulnerable plugin is published
before the System - Admin Tools plugin your site can be hacked. Admin Tools will be unable to
protect you in this case since it will not be running before the vulnerable code, therefore unable
to detect the attack. Do not set this option to No unless you are absolutely sure you understand

therisks.
Warn about When thisis enabled Admin Toolswill check whether afile generated by .htaccess Maker, Nginx
manual edits Conf Maker or web.config Maker has been modified outside of Admin Tools whenever you visit
on server Admin Tools main page in the backend of your site. This is done by comparing the checksum
configuration of the file with the one stored in your site's database when the file was generated. If the two
files checksums are different you will be asked whether you want to regenerate the file or ignore

any such changes. The latter option changes this setting, "Warn about manual edits on server
configuration files", to No.

We strongly recommend NOT changing generated files by hand. Instead, put any custom code
in the provided areas for putting custom directives at the top or bottom of the file. In any other
cases your manual changeswill be overwritten every time you use Admin Tools .htaccess Maker,
Nginx Conf Maker or web.config Maker on your site.

Enable Help us improve our software by anonymously and automatically reporting your PHP, MySQL
anonymous PHP, and Joomla! versions. This information will help us decide which versions of Joomlal, PHP and
MySQL to support in future versions.

17



Using Admin Tools

MySQL and
Joomlal version

reporting

Note: we do NOT collect your site name, |P address or any other directly or indirectly unique
identifying information. Each site is assigned arandomly generated identifier. At the 7th of each
month we generate aggregate information for the previous month and remove the individual data
points collected over the last month.

Email sending

Options which control how Admin Tools sends emails for blocked requests. These options only apply in the

Professional edition.

Timezone for
emails

Blocked request
email throttling

Blocked request
email throttling

Maximum
number of
blocked requests
to send emails for

Period for email
throttling

Time unit of
measurement

All dates and timesin the emails sent by Admin Toolsto warn you about potential security issues
will be expressed in the selected timezone. use the option Server Timezone to let Admin Tools
use the Server Timezone setting in your site's System, Global Configuration page.

Default: GMT

When enabled, Admin Tools will only send up to a certain number of emails over a specific
of time. This protects your email from getting flooded when your site is under attack. You
need to have blocked request logging enabled for all blocking reasons you are sending emails
for. Furthermore, the maximum number of log entries you keep — per the system plugin's
configuration —must be equal to or higher then the maximum number of emails configured below.
In any other case your security exception emails will NOT be throttled.

When enabled, Admin Tools will only send up to a certain number of emails over a specific
of time. This protects your email from getting flooded when your site is under attack. You
need to have blocked request logging enabled for al blocking reasons you are sending emails
for. Furthermore, the maximum number of log entries you keep — per the system plugin's
configuration —must be equal to or higher then the maximum number of emails configured below.
In any other case your security exception emails will NOT be throttled.

The maximum number of blocked requests for which emails may be sent within the period of
time defined below. Keep in mind that during a sustained attack more emails than this may be
sent depending on how slow your web, database and mail servers respond when your siteisunder
very heavy load. Furthermore, keep in mind that this only affects the blocked requests logged in
the database and which with a block reason which is NOT in the configured reasons for which
to never send emails.

Email throttling works by checking how many blocked requests have been logged in this many
seconds, minutes, hours or days. Y ou select the time unit of measurement below.

The period above is expressed in the time unit of measurement selected here. Please note that
for the purpose of these calculations one minute is 60 seconds, 1 hour is 3600 seconds, 1 day
is 86400 seconds. This many be different than wall clock minutes, hours and days on years
with leap seconds and on the cusp between Daylight Savings and Standard Time (or vice versa).
Timekeeping is arather convoluted subject.

File Scanner

Configure how the PHP File Change Scanner works. This option only makes sense in the Professional edition which
has the PHP File Change Scanner feature.

Enable frontend
scheduling

When enabled it allows you to the PHP File Change Scanner without logging in to the backend.
This optionis NOT required for using the CL1 script.
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Secret Word

Send results to
this email

Email only on
actionable items

Log Level

Minimum
Request Time

Maximum Work
Time

Required to authorize a remote PHP File Change Scanner execution. Also protects that feature
against Denial of Service attacks by requiring you to pass this secret word in the front-end PHP
File Change Scanner URL.

Please notethat if you use any character other than a-z, A-Z and 0-9 you MUST NOT usethe secret
word verbatim in the front-end URL. Instead, you have to URL-encode it. The PHP File Change
Scanner Scheduling page does that automatically for you. Just go to Components, Admin Tools,
click PHP File Change Scanner Scheduling, scroll all the way down and use one of the tabsto get
the URL or command line you need to use with the secret word properly encoded in the URL.

For security reasons, you must use a complex enough secret word. Admin Tools enforces that
by disabling the front-end scanner feature if you are using a Secret Word with alow complexity.
We strongly recommend using a "secret word" consisting of at least 16 random, mixed case
aphanumeric characters. It should not be a dictionary word or based off a dictionary word.
One good resource for truly random secret words is Random.org's password generator [https./
www.random.org/passwords/ ?num=1& |en=24& format=html & rnd=new].

Note

Why is this field not a password field? The Secret word is transmitted in the clear
when you load the page and is also visible when you view the source of the page or right
click on the field and choose Inspect Element. In other words, as long as someone has
access to the component configuration page they can trivialy find out the secret word.
Not to mention that the secret work isalso plainly visiblein the PHP File Change Scanner
Scheduling page. Always use HTTPS with acommercially signed SSL certificate when
configuring or scanning your site.

When you make a scan from the site's frontend or through the CL1 script the scan results will be
automatically sent to this email address. If you leave it blank no email will be sent in this case.

When enabled (default) the PHP File Change Scanner will send you an email with the scan results
summary only when actionabl e items (added, modified or suspiciousfiles) are detected. If nothing
has changed you will get no email. Please remember that being sent an email requires setting up
the Send results to this email option above.

The detail of the log file kept while scanning your site. Set to Warnings on production sites,
Debug when you need to file a support request. The log file is saved in your site's logs folder, as
configured in Joomla's Global Configuration.

The minimum amount of time each request to the PHP File Change Scanner will take. Increase
thisif your server throws an error because requests are coming in too frequent or you otherwise
hit CPU / resource limits.

Theminimum request timeismostly useful inthe case of steps (burstsof PHP File Change Scanner
activity) cut short. This can happen, for example, before scanning very big .php files and while
listing the contents of directories with more than a hundred files. In these cases the work on the
step may be cut off less than 0.1 seconds into the step in some cases. The difference between the
time elapse and the minimum request time will be used as idle time, reducing the rate in which
reguests to the PHP File Change Scanner hit your server. Thisisuseful in preventing AJAX Error
messages on servers which apply request limiting (most shared hosting environments).

Recommended values are 2.0 to 7.0. Some high-end servers may be able to use a value of 0.0
which makes scanning faster.

The maximum amount of time consumed scanning your site in each request to the PHP File
Change Scanner. The difference between the maximum work time and the minimum request time
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Work Time Bias

Max. number of
Folders per batch

Max. number of
Files per batch

Excluded folders

isidletime. Therefore setting this value lower than the minimum request time will create an idle
period where the PHP File Change Scanner does nothing, therefore reducing CPU / resource usage
and spacing out the requests to the server.

Recommended values are 3.0 to 7.0.

A value between 50 and 100 which affects how aggressively the PHP File Change Scanner will
predict if it's about to hit the Maximum Work Time limit. 50 is most aggressive and will result
in scanning taking about half of Maximum Work Time in most requests to the PHP File Change
Scanner. 100 isthe least aggressive but in this case the PHP File Change Scanner might overshoot
the Maximum Work Time.

Recommended value: 75

Y ou can use the combination of the minimum / maximum / bias values to work around AJAX
Error messages. Here are some useful combinations;

Min 0.0/ Max 10.0/ Bias 80. Very fast scanning on beefy servers without resource limitations.
Scanning is mostly split in 8 to 10 second steps (bursts of activity). There is no waiting time
between successive steps. Recommended for dedicated servers.

Min 2.0 / Max 5.0 / Bias 75. The default settings, medium scanning speed. Scanning is split
in roughly 3 to 5 seconds steps. Successive steps will be spaced at least 2 seconds apart.
Recommended for most users.

Min 7.0 / Max 5.0 / Bias 50. Slow scanning speed. Scanning is split in 2.5 to 5 second steps
followed by 2 to 4.5 seconds idle time to reduce CPU and resource usage per steps. Successive
steps will be spaced at least 7 seconds apart. Recommended if you get AJAX Error messages
every time you try to scan your site.

Min 7.0 / Max 2.0 / Bias 50. Glacial scanning speed. Scanning is split in 1 to 2 second steps
followed by 5 to 6 seconds idle time to reduce CPU and resource usage per steps. Successive
steps will be spaced at least 7 seconds apart. Only recommended if the 7/5/50 settings still result
in AJAX Error messages.

The maximum number of folders to list in a directory at once. If the PHP File Change Scanner
detects more than this number of folders it will immediately stop the work, regardiess of the
Maximum Work Time, and enter into idle mode until the Minimum Request Timeisreached. This
prevents PHP timing out when listing the contents of massive folders, with hundreds of folders
contained directly inside them.

Please note that the timeto list the contents of afolder is exponentially proportional to the number
of filesand folders contained in them -- in computer speak, it'sO(N”2). In simpleterms, listing the
contents of afolder with 1000 contained folders and files will take 100 times longer than doing so
for afolder with 100 contained folders and files. Thisisalimitation of how Operating Sytemsand
their filesystem driverswork. It's nothing us, Joomlaor PHP itself can do about. Y ou are strongly
advised to exclude massive folders and take steps to prevent having folders with thousands of
directly contained files and folders. It's best to nest your folders deeply.

Similar to the previous setting, but applies to contained files instead of folders.

Folders to exclude from the scan. One item per line. Wildcard characters (like ? and *) are NOT
allowed.
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Excluded files

Extensions to
scan

Largefile
threshold

Calculate diffs
when scanning

Do not report
fileswith azero
Threat Score

Oversizefile
threshold

Give the folder names relative to your site's root folder. For example, enter administrator/
components/com_example. Do not enter something like /var/lwww/mysite/administrator/
components/com_example.

PHPfilesto exclude from the scan. Oneitem per line. Wildcard characters (like ?and *) are NOT
alowed.

Give the file names relative to your site's root folder. For example, enter administrator/
components/com_example/foo.php. Do not enter something like /var/www/mysite/administrator/
components/com_exampl e/foo.php.

Comma-separated list of file extensionsto scan. Do not include the leading dot. Please only enter
extensions of text files containing PHP code; any other file types will most likely result in false
positives.

Default setting: php, phps, phtml, php3, inc

The PHP File Change Scanner will immediately stop work right before scanning file which are
at least this many bytes big. This prevents an accidental PHP timeout when scanning really big
files at the tail end of the allotted Maximum Work Time.

Recommended value: 525288 (that's 512K B expressed in bytes)

When this option is enabled, Admin Tools will calculate a "diff" for each modified file detected
by the PHP File Scanner feature. The "diff" isacompact summary of the differences between the
origina and the current file. In order for this to be possible, Admin Tools has to keep a copy of
each and every .php file on your site inside the database. Be advised that this consumes a lot of
database space, about 20M for arelatively low to medium complexity site.

This option is generally discouraged unless you are trying to figure out why a particular set of
files keeps changing all the time.

STRONGLY NOT RECOMMENDED. When this option is enabled any new or modified file
with a zero threat score will not be reported.

We do not recommend turning on this option. It does not make the scan faster, it does not reduce
the database storage significantly but it does have an impact on the security threats which will be
reported. It isconceivablethat amaliciousfile may have azero threat scoreif its payload iswritten
in avery sneaky way which makesit look like alegitimate, if abit messy and naively coded, file.
Thiskind of underhanded hackswill not be reported when this option is enabled. When this option
isdisabled they WILL be reported. A human operator may quickly spot afile that shouldn't have
changed / be created at all and get rightfully alarmed. Therefore we recommend that you never
enable this option. Its only reason of existence is debugging and troubleshooting conducted by
the developers of Admin Tools.

Files over this size in bytes will not have their Threat Score evaluated. The will still be reported
as New or Changed if applicable, but their threat score will be zero.

Theideaisthat legitimate .php files containing executable code are rarely if ever bigger than one
or two Megabytes. Files bigger than that are typically log files with a .php extension and a die
statement on top to make them inaccessible over the web. Scanning this kind of non-executable
files can result in scan failures or false positives. It's best to report them with a zero threat score
instead. Better yet, try to excludelog fileswith .php extension in the Excluded Files setting above.

Recommended value: 5242880 (that 5SMB in bytes).
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Permissions

Thisisthe standard Joomlal ACL permissions setup tab. Admin Tools fully supports supports Joomlal ACLSs.

3. Fixing the permissions of files and
directories

File and directory permissions, together with their ownership, control which system process can read and write to
them. Having too open permissions such as 0777 is especially problematic on shared hosting as it may result in a
compromised third party site being able to write to your site's files, therefore compromising your site aswell. Ideally,
files should have 0644 permissions whereas folders should have 0755. Files and folders with too open permissions
need to be rectified.

In other occasions, we have al run across a misconfigured server which gives newly created files and directories
impractical permissions, like 0600. Thishastheimmediate effect that newly uploaded or created filesare not accessible
from the web. Fixing those permissions is a tedious process, hunting down the files with FTP and changing their
permissions manually. Ever so often this becomes so tedious that we are tempted to just give 0777 permissions to
everything and get done with it. That's a big mistake.

The solution to those permissions problems is the Fix permissions tool of Admin Tools. It lets you apply the same
permissions to al files and folders (by default and recommended: 0644 for files, 0755 for directories). If you have
some specid files and folders which need different permissions you can set their special permissionsindividually.

Obvioudly, this only has effect on Linux, macOS and UNIX-based Operating Systems, i.e. everything except servers
running on Windows. The files need to be owned by the same user or group your web server is running under. Please
note that file ownership cannot be modified and permissions of files and folders with the wrong ownership can also

not be modified since Joomla 4.0 and later no longer include an option to set up and use the FTP layer. You need to
have decent hosting, set up by competent people, to use Joomla 4 and later.

Note

Y ou can customize the permissions per folder and file using the Permissions Configuration page.

Warning

Itispossible that —if you select the wrong kind of permissionsin the Permissions Configuration page— you
will be locked out of your site and will not be able to accessit over FTP or your hosting pandl's file manager.
If this happens, please contact your host and ask them to fix the permissions of your site.

When you click on the Fix Permissions tool you are going to see the "Fixing Permissions..." pop-up window with a
progress bar filling up as Admin Toolsis changing the permissions of all your directories and files.

When it's over the progress bar will fill up and the title of the page changes to "Finished fixing permissions":
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Finishing fixing permissions

X

Finished fixing permissions

© This window will close automatically in 3 seconds.

X

Just click on the Back button to return the the Control Panel page.

No permissions have been changed on my site. Why?

It's a matter of ownership. You are on a host where your files and directories are owned by a different user than the
one the web server is running under. In the past, this could be overcome by using Joomla's FTP layer. Joomla 4.0 and
later no longer include the FTP layer feature for security reasons.

You will need to ask your host to set up their server to use PHP under FastCGlI or FastCGI Process Manager (PHP-
FPM), with PHP running as the same user asyour site'sowner user. Thisisa standard way to configure PHP and is, in
fact, the recommended way to run PHP since 2010 sinceit's also the most secure way to run PHP. If you find yourself
using a host which declinesto do that it's a good idealooking for a better host.

3.1. Configuring the permissions of files and directories

By default, Admin Toolsis configured to apply 0755 permissionsto all of your directories and 0644 permissionsto all
of your files. However, thisisn't always desirable. Sometimes you want to make configuration files read-only (0400 or
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similar permissions) or give adirectory wide-open (0777) permissions as atemporary workaround for some extensions
if you're using a misconfigured host. For example, Akeeba Backup needs to append to its log and backup archives.
If your host is misconfigured you may have to use 0777 permissions to Akeeba Backup's output directory. Since that
directory is not web accessible — it's either outside the site's root or has a .htaccess file to prevent direct accessto its
contents — thisis one of the few cases where 0777 permissions may be used, more or less safely.

You can configure the default permissions and per-directory and per-file permissions using the Permissions
Configuration button in the component's control panel.

Configuring the permissions

& permissions Configuration re2 [/ TheBootd € UserMenu v

< Control Panel

Default permissions

Directaries  Files Apply to dot (hidden) files
B Save default permissions
755 w 644 W No

Path: < Root >

B Save custom permissions & Save and Apply custom permissions

Folders Files
Folder Owner Permissions File Owner Permissions
administrator nicholas:staff 755 v CODE_OF_CONDUCT.md nicholas:staff 644 v
api nicholas:staff 755 “ Gemfile nicholas:staff 644 “
cache nicholas:staff 755 - Gemfile.lock nicholas:staff 644 -
cli nicholas:staff 755 i LICENSE.txt nicholas:staff 644 i
components nicholas:staff 755 README.md nicholas:staff 644

When you launch this feature you see a page split in three sections.

The top section, titled Default permissions, allows you to configure the permissions which will be applied if nothing
different is configured. Use the drop-down lists to select the default permissions for directories and files (the default
setting is 755 and 644 respectively), then use the Save default permissions button to apply the setting.

The option Apply to dot (hidden) files controls whether the default permissionswill be applied to files and directories
whose name starts with adot a so known as“dot-files’. On Linux and other UNIX-compatible Operating Systems dot-
filesare hidden from directory listings by default. Hosts use such files and fol dersto store hosting-specific information,
e.g. which FTP users have access to the site. Typically, these files and folders should NOT have their permissions
altered, therefore it's generally recommended to leave this option turned off.

The middle section (*“breadcrumbs’) shows the path to the currently selected directory and allows you to quickly
navigate through the folders by clicking on their names.

The bottom section is split in two panes, Folders and Files. Each pane lists the folders and files inside the current
directory. Clicking on the name of afolder will navigate inside that folder. There are three columns next to each folder.
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Thefirst displays the current owner (user:group format). The second displays the current permissions of that directory
in the file system. The final column contains is a drop down list. The default setting, represented by dashes, means
that there is no specific preference for this folder/file and the default permissions will be applied to it. If you select a
customized permissions setting remember to click the Save custom permissions button before navigating to another
folder or returning to the control page, otherwise your settings will be lost.

I mportant

None of these customized permission settings are applied immediately. You will need to launch the Fix
Permissionsfeaturefor them to be applied. Click on the Back button to return to the Control Panel pagewhere
you can find this button.

Alternatively, you can click on the Save and Apply Permissions button to immediately save and apply all custom
permissions you see on this page. If you don't see the permission changing, please take alook at the previous section
for more information on why this might have happened and what you need to do.

4. Emergency Off-Line Mode

I mportant

This feature uses .htaccess files which are only compatible with Apache, Litespeed and avery few other web
servers. Some servers (such as NginX and 11S) are incompatible with .htaccess files. If we detect aknown to
beincompatible server typethisfeaturewill not be shown at all in Admin Tools' interface. It should be noted
that even if you do see it in the interface it doesn't necessarily means that it will work on your server. This
depends on your server's capabilities. If you are unsure or believe it doesn't work please consult your host.

Joomla!'s of f-line feature, the one you can enablein your site's Global Configuration, hasamajor deficiency. It doesn't
actually put the site off-line. All it does is to replace the HTML output with the "off-line" page... after running all
plugins, modules and the component which would display on the page. This can have serious security implications,
especialy when you need to take your site off-lineto deal with asecurity issue (e.g. an extension known to bevulnerable
or ahacked site) or to update a key component of your site.

The Emergency Off-Line Mode of Admin Tools enables you to really and securely take your site off-line. More
specificaly, the Emergency Off-Line Mode does the following actions:

* Itcreates—if it doesn't already exist— astatic HTML page named offline.html in your site'sroot. This page contains
the offline message to show to visitors. Feel free to modify it to your liking.

* |t creates a backup copy of your site's. ht access file, if there was one, under the name . ht access. eom

» Finally, it createsa. ht access file which will temporarily redirect all access attemptsto theof f1 i ne. ht m
page. It will alow only your current | P address to have access to the site.

To put your site in Emergency Off-Line Mode, ssimply click on the Emergency Off-Line button in Admin Tools
Control Panel page. Thiswill get you to the following page:
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The Emergency Off-Line M ode page

& Emergency Off-Line 2 [/ TheBoot4 € UserMenu v

< Control Panel

Clicking the button below will set your site to the Emergency Off-Line mode. In this mode nobody will be able to access your site except visitors coming from your current IP
address. Should your Internet connection drop or your IP change for any reason, the only way to access your site will be removing the . htaccess file from your site's root using
FTP. Please read this very carefully and print this page for reference.

() Set Offline

In case this automated tools fails to create the . htaccess file on your site's root, please remove your current . htaccess (if any) and create a new . htaccess file with the following
contents:

RewriteEngine On
RewriteBase /

RewriteCond %{REMOTE_ADDR} 127 8. en. 1

RewriteCond %{REQUEST_URI} toffline\.html

RewriteCond %{REQUEST_URI} t{\.png|\.jpa|\.gif|\.jpeg |\ bmp | \.swf|\.cs5|\.]5)5
RewriteRule (.) offline.html [R=307,L]

Clicking the Set Offline button will attempt to perform the steps outlined above. Should any of those steps fail, for
example due to insufficient file permissions, you can still put your site in Emergency Off-Line Mode by taking out
the following procedure:

1. Keep acopy of your site's. ht access file, e.g. renamingitto ht access. bak.

2. Create anew .htaccessfilein your site'sroot with its contents being what displayed in the last part of the Emergency
Off-Line Mode page.

If your Internet | P address changes before you disable the Emergency Off-Line Mode —i.e. your connection drops or
you switch to another computer which connectsto the Internet through a different Internet router— you will be unable
tolog in to your site. In this case, follow these steps:

1. Using an FTP application of your liking remove the .htaccess file, or upload a blank .htaccess file overwriting the
old one.

2. Gotoyour site'sadministrator back-end and relaunch Admin Tools' Emergency Off-Line mode. Clicking on the Set
Offline button will create anew . ht access file with your current |P address. Y our backup . ht access. eom
filewill not be overwritten.

If you want to set your site back on-line, just visit the Emergency Off-Line page and click on the Set Online button.
This will replace the off-line. ht access file with the contents of the . ht access. eombackup file and remove
the backup file. If this doesn't work, follow this manual procedure:

1. Using an FTP application of your liking remove the .htaccess file, or upload a blank .htaccess file overwriting the
old one.

2. Renamethe. ht access. eombackup fileback to. ht access

Will I be able to use FTP or my host's control panel file
management when | enable this feature?

Of course! This feature only prevents web (HTTP/HTTPS) access to your Joomla site from |P addresses other than
yours. It can't and won't touch FTP access or your hosting control panel's file management.
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But | can still access my site after using this?

That's the point. Y ou can access the site but people coming from other | P addresses cannot.

If you need to test this use a different device with a mobile Internet connection, e.g. your phone disconnected from
WiFi and connected to mobile data. Thiswill have a different | P address than your current device.

Other people can still access the site or | cannot access
the site right after enabling this feature

Thismeansthat your siteisbehind aproxy such asa CDN, third party Web Application Firewall service, |load balancer
or caching proxy. In these cases the visitor's address appear to be the same for all traffic coming to your site. In this
case you cannot use this feature. It's a server limitation.

Note

Intheory, we could changethe .htaccessfile we generate to usethe HT TP X-Forwarded-For header. However,
you'd need to know if you are hosted on a server under the configuration described above and tell usin
advance. In most cases this happenswhen you are using athird party CDN (such as CloudFlare) or third party
Web Application Firewall service (such as Sucuri). It's easier to go into the control panel of these third party
services and block traffic from all 1Ps except yours than remembering to configure the Emergency Off-Line
Mode every time you need to use it.

Should | always use the emergency off-line mode
instead of Joomla!'s off-line feature?

No. There are many cases where using Joomlal's off-line feature is more convenient, i.e. when you want to simply
make your site's content unavailable to random web visitors and search engines while building a new site. The only
cases when you should use the Emergency Off-Line Mode are:

« If you believe that your site has been compromised (hacked). The Emergency Off-Line will make it impossible for
the hacker to access your site while you are working to restoreit.

» When updating key components of your site and don't want to risk a user following a direct link which might
interfere with the process. This use caseis largely irrelevant nowadays since databases will automatically lock the
tables they are making structural changes to when an extension update isin progress, making it very unlikely if not
impossible that you'll ever see a problem like that.

In al other cases it's more convenient and sufficient to go to your site's Global Configuration and enable the off-line
feature of Joomla! itself.

The offline.html page Admin Tools creates is horrid. Can
| change it?
WEell, you're not wrong. It'sabland, unbranded, boring page. Of courseyou can changeit. Simply upload an offline.html

of your liking to your site's root. You can link to JPG, GIF, PNG, BMP, SWF, CSS and JS files—on the same or a
different server— from inside the HTML of thisfile. Do not try to link to other file types, it will not work.
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Won't the redirection to offline.html mess with my SEQO?

No. Theredirectionto of f | i ne. ht M ismade using the 307 HT TP status code which tells search engines that this
redirection is temporary, they should not index the page now, but come back later when the problem will have been
restored.

Help! | have been locked out of my site! Fix it!

Delete the .htaccess file from your site's root. Rename the file .htaccess.eom back to .htaccess and that's about it.

Help! As soon as | clicked on "Put Offline" | got a white
page or Internal Server Error 500 page.

Don't panic! You have an old version of Apache —1.3 or 2.0— which doesn't support one feature used in the
. ht access file generated by Admin Tools. Y ou can easily work around thisissue by editing the . ht access file
in your site's root, using an FTP application. Replace [ R=307, L] inthelast linewith [ R, L] (that is, remove the
=307 part) and save back thefile. That's all.

My Internet connection drops all of the time. Will | get
continuously locked out of my site if | use this feature?

It depends. If you have a static | P address, no, you will never get locked out. If you have adynamic IP address, | don't
know. When | used to have a dynamic IP address | observed that my IP address wouldn't change if my connection
dropped for less than 1-2 minutes. It all depends on how your ISP assigns | P addresses to its clients. The only way
to find out is the hard way: trial and error.

5. Protect your administrator back-end with a
password

I mportant

This feature uses .htaccess files which are only compatible with Apache, Litespeed and avery few other web
servers. Some servers (such as NginX and 11S) are incompatible with .htaccess files. If we detect aknown to
be incompatible server type thisfeature will not be shown at all in Admin Tools' interface. It should be noted
that even if you do see it in the interface it doesn't necessarily means that it will work on your server. This
depends on your server's capabilities. If you are unsure or believe it doesn't work please consult your host.

The Password-protect Administrator tool of Admin Toolsis designed to add an extralevel of protection to your site's
administrator back-end, asking for ausername and password before accessing the administrator login page or any other
fileinsidethe admi ni st r at or directory of your site. It does so by using Apache .htaccess and .htpasswd files, so
it won't work on hosting which uses 11S or NginX.

I mportant

Some prepackaged server bundles and some live hosts do not allow using .htaccess files to password-protect
adirectory. If itisalocal server, edit your ht t pd. conf fileand modify every AllowOverride lineto read:

Al l owOverride All
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If you areon alive host, please consult your host about the possibility of them allowing you to use thisfeature
on your site.

Passwor d-protect Administrator

& Password-protect Administrator X 4.0.0-rc2 (£ TheBaoot4 ©  UserMenu v

< Control Panel

How does this work?

When apply the password protection your browser will prompt you for a username and password every time the URL of a protected resource in the administrator folder is
reguested. You will need to enter the username and password you have entered on this page. This username and password is commen for everyone managing your site and must
be different to your Joomla login. This works at the server level, using a .htaccess file in your site's administrator folder. Your server must support directory password protection
with .htaccess files for this feature to have any effect. If you're not sure this is the case please ask your host.

A Please note that this protection applies even if you disable or uninstall Admin Tools. If your administrator area becomes inaccessible, or need to remove the password
protection without having access to this page, you will need to delete the .htaccess and . htpasswd files from the administrator directory of your site using FTP, SFTP or your
hosting control panel's File Manager feature.

Set up the Administrator Password Protection

Administrator resources to protect Everything v

Choose what will be protected with a password. “Joomla" only protects Joomla's index.php (the administrator application entry point). Everything
else can be accessed freely, including .php files from third party applications. "All PHP files" protects all PHP files in the administrator folder and its
subdirectories. "Everything" works the same as old versions of Admin Tools, disallowing access to any file in the administratoer folder and its
subdirectories, regardless of its extension

Reset custom error pages - Yes
Resets Apache custom error pages for HTTP 401 and 403 to the default settings. This prevents a 404 Article Not Found error when trying to access
the administrator login page after enabling the Administrator Password Protection feature. You are strongly advised to keep this option enabled
unless it causes and HTTP 500 Internal Server Error problem

Username

You will need to enter this username before seeing the administrator login page.

Password

You will need to enter this password before seeing the administrator login page.

Retype password

Please type the password again to verify it.

=6 Apply password protection

Warning

There are several password hashing schemes supported by different versions of Safari. It's possiblethat if you
password protect your administrator directory on one server and then transfer your site on a different server
you will receive ablank page or an Internal Server 500 error page when accessing your site's administrator
backend. Thisisnormal and expected. All you havetodoistoremovethe. ht access and. ht passwd files
from your administrator directory after restoring the site. Then you can re-apply the administrator protection
from within Admin Tools.

To apply the password protection, enter a desired username and password and click on the Password-protect button.
After afew seconds your browser will ask you to supply the username and password you just specified. Thiswill also
happen each and every time anybody tries to access the administrator back-end of your site. In other words, you have
to share the username and password with all back-end users of your site.
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If you wish to remove the password protection you can either remove both the . ht access and . ht passwd files
from your administrator directory, or click on the Remove Password Protection button.

There are two more options on this page you should be aware of .

Administrator resources to protect. In the past, the administrator password protection was an all-or-nothing feature.
This is no longer the case. This option lets you choose which resources under the administrator directory will be
protected with a password. “Joomla’ only protects Joomla's index.php (the administrator application entry point).
Everything else can be accessed freely, including .php files from third party applications. “All PHP files’ protects all
PHP files in the administrator folder and its subdirectories. “Everything” works the same as old versions of Admin
Tools, disallowing access to any file in the administrator folder and its subdirectories, regardless of its extension.

We recommend using “Everything”. That's the default option and equivalent to how things worked in the past.

If you see the password prompt come up in the front-end of your siteit meansthat an extension you are using istrying
to load static media such as CSS and JavaScript from a folder located under your site's administrator folder. Thisis
a bug in the extension which should be fixed. In the meantime, you can select the “All PHP files’ option, thereby
allowing access to the static media resources. Thisis abit less secure, in the sense that it makesit easier for attackers
to identify which version of Joomla and its extensions you are using by directly accessing their static media files and
trangdation files. While not enough to compromise your site directly, it gives the attacker some insight into your site
they could exploit for a future attack. We strongly recommend using our .htaccess Maker and its Backend Protection
feature to mitigate this security concern.

In very rare cases, typicaly third party payment plugins for e-commerce applications, you may need to allow access
to arbitrarily named .php files hosted in adirectory under your site's administrator folder. ThisisNOT recommended;
using Joomla's com_gjax is the best way for developers to do that. If, however, you do bump into this case you can
select the “Joomla’ option. Thisisthe least secure option and you may also need to add an exception in the .htaccess
Maker page if you are using that feature as well.

Reset custom error pages. This will resets Apache custom error pages for HTTP 401 and 403 to the most minimal
built-in error page in Apache. This prevents a 404 Article Not Found error when trying to access the administrator
login page after enabling the Administrator Password Protection feature. Y ou are strongly advised to keep this option
enabled unlessit causes and HTTP 500 Internal Server Error problem.

6. The .htaccess maker

Note

Thisfeatureisonly available in the Professional release

Warning

Thisfeatureisonly available on servers running the Apache web server. If your server isusing I1S or NginX
the button to launch this feature will not be shown. If you are using Lighttpd, Litespeed or any other server
software you will see a button to launch this feature but this feature may not have any effect. If unsure please
consult with your host about their server's support of .htaccess files.

One of the most important aspects of managing a web site hosted on an Apache server is being able to fine-tune
your .htaccessfile. Thisfileisresponsible for many web server level tweaks, such as enabling the use of search engine
friendly (SEF) URLSs, blocking accessto system fileswhich should not be accessible from the web, redirecting between
pages based on custom criteria and even optimising the performance of your site. On the downside, learning how to
tweak all those settingsis akin to learning aforeign language. The .htaccess Maker feature in Admin Tools helpsyou
create such afile with a user-friendly interface.
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I mportant

Some prepackaged server bundles and some live hosts do not allow using .htaccess files to override server
settings. If itisalocal server, edit your ht t pd. conf file and modify every AllowOverride lineto read:

Al l owOverride All

If you areon alive host, please consult your host about the possibility of them allowing you to use thisfeature
on your site.

Tip
If you ever want to revert to a"safe default”, just set all of the options on this pageto "Off" and click on"Save
and create .htaccess'. Thiswill create avery basic. ht access filewhich is essentially the same as the one

shipped with Joomlal (ht access. t xt ) without any of the optional sections.

The top part of the .htaccess maker page contains the standard toolbar buttons you'd expect:

The .htaccess M aker'stoolbar

¥ htaccess Maker c2 [ TheBoot4 O  UserMenu v

B Save and create .htaccess A4 % Reset Htaccess Maker options B Preview < Back

Will the .htaccess Maker work with my server?

Most likely yes. We have detected that your web server type is Apache which supports .htaccess files. If the options below have no effect or turning them all off still results in a
500 Internal Server Error or blank page please contact your host and ask them to enable .htaccess file support.

WARNING!

Due to varying compatibility of the following settings among servers, applying the .htaccess file may cause inability to access your site with a white page or an Internal Server
Error 500 message. In this case, remove the .htaccess and try disabling some options before reapplying.

If some of the aspects of your site suddenly stop working it's up to you to find the proper exceptions required for their carrect operation. Instructions are given in the component's
documentation.

» Save and create .htaccess saves the changes you have made in this page's options and createsthe new . ht access
file. If you already had a. ht access file onyour site, it will berenamedto. ht access. admni nt ool s before
the new fileiswritten to disk.

 Save without creating .htaccess (visible after clicking the dropdown arrow next to the previous button) saves the
changes you have made in this page's options without creating anew . ht access file. This should be used when
you have not decided on some options yet, or if you want to preview the generated . ht access file before writing
it to disk.

» Reset Htaccess Maker optionswill reset all options on the page to the default settings you'd seewhen first installing
Admin Tools. Please note that thisis NOT the same as turning off every option! The default settings have several
features turned on. Use this button only when you feel you've messed up so bad you don't even know where to
begin fixing things.

» Preview pops up a dialog where you can see how the generated . ht access file will look like without writing it
to disk. This dialog shows the saved configuration. If you have modified any settings they will not be reflected in
there until you click either of the save buttons.

» The Back button takes you back to the Control Panel page.
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Below the toolbar there are five panes with different options, described below. Before you do that, please read and
understand the following warning. Support requests which indicate that you have not read it will be replied with a
link back to this page.

Please bear in mind that depending on your web server settings, some of these options may be incompatible with
your site. In this case you will get ablank page or an Internal Server Error 500 error page when trying to access any
part of your site. If this happens, you have to remove the . ht access file from your site's root directory using an
FTP application or the File Manager feature of your hosting control panel. Your old . ht access fileis saved as
. ht access. admi nt ool s. Youcanrenamethat fileback to. ht access to revert to thelast known good state. If
you are unsure how thisworks, please consult your host before trying to createanew . ht access fileusing thistoal.

Some prepackaged server environments, like WAMPserver, do not enable Apache's mod_rewrite module by default,
which will always result in an Internal Server Error upon applying the .htaccess file. In this case you are strongly
suggested to enable it. On WAMPserver you can click on its tray icon, go to Apache, Modules and make sure
rewrite_moduleis checked. On other server environments you have to edit your httpd.conf file and make sure that the
LoadModule mod_rewrite line is not commented out (there is no hash sign in front of it). Once you do either of these
changes, you must restart your server for the change to become effective.

If thisisthefirst time you are using the .htaccess M aker we recommend that you begin by setting all optionsto No and
then enable them one by one, creating a new .htaccess file after you have enabled each one of them. If you bump into
ablank or error page you will know that the last option you tried isincompatible with your host. In that case, remove
the .htaccess file, set the option to No and continue with the next one. Unfortunately, there is no other way than trial
and error to deduce which options may be incompatible with your server.

Other important things you can add to your .htaccess

Some things cannot be added as features to the .htaccess Maker because the interface would become truly unwieldy.
However, there are tools which can generate rather compact .htaccess rules which you can add to .htaccess Maker, in
the Custom .htaccess rules at the top of the file section. Here we'd like to point you to some of them.

Content security policy (CSP)

It mitigates the risk of cross-site scripting and other content-injection attacks. Joomla 4 includes a component which
can do that for you. The downsideisthat the component's options only apply to the pages generated by Joomla 4 itself.

Alternatively, you can read more about it on the dedicated site for this feature [http://content-security-policy.com/].
There is a simple tool [http://cspisawesome.com/] which allows you to generate the required .htaccess code for the
CSP feature according to your preferences. Keep in mind that when you restrict the scripts' origin you should keep in
mind that several extensions (including many templates) will load their scripts off athird party CDN which must be
explicitly allowed or your site will no longer work!

Custom error documents

Most hosting control panels allow you to specify custom HTML pages for common server error pages. The most
important ones are for errors 403 (Access Forbidden), 404 (Not Found) and 500 (Internal Server Error). It's always
a good idea showing a nicely designed page instead of the default, text-only, ugly page of Apache for these error

messages!
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6.1. Basic

Basic security

Security

Disable directory listings
(recommended)

No

Protect against common file - Yes

injection attacks

Disable PHP Easter Eggs

C

Block access to configuration.php- - Yes

dist and htaccess.txt

Protect against clickjacking

Reduce MIME type security

Reflected XSS prevention

risks No

Neutralise SVG script execution No

Remove Apache and PHP version - Yes

signature
Prevent content transforma

Block access from specific
agents

User agents to block

Disable
directory listings
(recommended)

Protect against
common file
injection attacks

Disable PHP
Easter Eggs

Block accessto
configuration.php-
dist and
htaccess.txt

tion No

user - Yes
m BOT for JCE x BlackWidow x Bot mailto:craftbot@yahoo.com CazoodleBot =

When disabled, your web server might list the files and subdirectories of any directory on your
site if there is no index.html file inside it. This can pose a security risk, so you should always
enable this option to avoid this from happening.

Many attackers try to exploit vulnerable extensions on your site by tricking them into including
malicious code hosted on the attacker's server. Enabling thisoption will protect your server against
this kind of attacks. This works by preventing any URL which references an http:// or https:/
URL in the query string. Sometimes these are legitimate requests. For example, some gallery
components use them. In this case you are recommended to use the RFIShield (Remote File
Inclusion protection) in the Web Application Firewall and turn this .htaccess Maker option OFF.

PHP hasafun and annoying feature known as " Easter Eggs". By passing aspecial URL parameter,
PHPwill display apictureinstead of the actual page requested. Whereasthisisconsidered fun, itis
also widely exploited by attackersto figure out the version of your PHP installation (these images
change between different versions of PHP) and launch hacking attacks targeting your specific
PHP version. By enabling this option you completely disable access to those Easter Eggs and
make it even more difficult for attackers to figure out the details of your server.

Note: You are advised to also set expose_php to OF f in your php. i ni file to prevent
accidental leaks of your PHP version.

These two files are |eft behind after any Joomlal installation or upgrade and can be directly
accessed from theweb. They are used by attackerstotell the Joomla! version you are using, so that
they can tailor an attack targeting your specific Joomlal version. Enabling this option will "hide"
those files when accessed from the web (a 404 Not Found page is returned), tricking attackers
into believing that these files do not exist and making it slightly more difficult for them to deduce
information about your site. This option also hides the web.config.txt file included in Joomlal 3
and later for use with the I1S server.
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Protect against
clickjacking

Reduce MIME
type security
risks

Reflected XSS
prevention

Neutralise SVG
script execution

Turning on this option will protect you against clickjacking [http://en.wikipedia.org/wiki/
Clickjacking]. It does so by preventing your site's pagesto beloaded in a, Frame, | Frame or Object
tag unless this comes from a page inside your own site. Please note that if your site relies on
its pages being accessible through frames / iframes displayed on other sites (NOT on your site
displaying content from other sites, that's irrelevant!) then you should not enable this option. If
unsure, enableiit.

Internet Explorer 9 and later, as well as Google Chrome, will try by default to guess the content
type of downloaded documents regardless of what the MIME header sent by the server. Let's
say a malicious user to upload an executable file, eg. a .EXE file or a Chrome Extension,
under an innocent file extension as .jpg (image file). When a victim tries downloading this
file, IE and Chrome will try to guess the file type, identify it as an executable file and under
certain circumstances executing it. This means that your site could be unwittingly used to serve
malware. Such an event could result in your site being added to a list of known bad sites by
browser makers and cause their browsers to display a warning to users when visiting your site.
By enabling this feature you instruct |1E and Chrome to respect the file type sent by your server,
eiminating thisissue. See the relevant MSDN article [https://msdn.microsoft.com/en-us/library/
09622941 (v=vs.85).aspx] for more information.

When enabled the browser will be instructed to prevent reflected XSS attacks. Reflected XSS
attacks occur when the victim is manipul ated into visiting aspecialy crafted URL which contains
Javascript code in it. This URL leads to a vulnerable page which outputs this Javascript code
verbatim in the page output ("reflects’ the malicious code sent in the URL).

This is a commonly used method used by attackers to compromise web sites, especially when
a zero-day XSS vulnerability is discovered in popular Joomlal extensions or Joomla! itself. The
attacker will try to trick the administrators of websites into visiting a maliciously crafted link. If
the victims are logged in to their site at that time the malicious Javascript will execute, typically
giving the attacker privileged information or opening a back door to compromising the site.

Enabling this option in .htaccess Maker will instruct the browser to try preventing this issue.
Please note that this only works on compatible browsers (IE8; Chrome; Safari and other WebKit
browsers) and only applies to reflected XSS attacks. Stored XSS attacks, where the malicious
Javscript isstored in the database, isSNOT prevented. Y ou should consider this protection a saf ety
belt. Not wearing a safety belt in the event of an accident pretty much guarantees serious injury
or death. Wearing a safety belt minimises the possibility of injury or death but does not always
prevent it. This option is your safety belt against the most common type of XSS attacks. You
should use it but don't expect it to stop everything thrown your way. Always keep your software
up-to-date, especially when a security release is published!

For more information please consult the relevant MSDN article [http://blogs.msdn.com/b/ie/
archive/2008/07/02/ie8-security-part-iv-the-xss-filter.aspx].

Send a custom Content Security Policy HTTP header for SV G files which prevents scriptsinside
them from executing. Doing so will also disable most SV G animations and remove all interactive
featuresfrom al SV G files.

Thisoption only needsto be enabled if your siteisconfigured in such away that it allows untrusted
users to upload unsanitized SV G files to your site. By default, Joomla does NOT permit this.
You'd have to configure it to do so yourself, using the Media Manager's options page and / or a
third party extension.

Note that unlike the Site Protection features, this will apply to all SVG files regardless of their
location.
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Remove web
server and PHP
version signature

Prevent content
transformation

Block access
from specific
user agents

User agentsto
block

By default Apacheand PHPwill output HT TP headers advertising their existence and their version
numbers. If you are always using the latest and greatest versions this may not be a problem,
but the chances are that your host is using an older version of both software. Giving away the
version numbers of the server software in every request makesit trivial for an attacker to obtain
information about your site which will help them to launch a tailored attack, targeting known
security issuesin the versions of Apache and PHP you're using. Enabling this option will mitigate
thisissue. Please notethat thisisSECURITY THROUGH OBSCURITY whichisNEVER, EVER
an adequate means of protection. It'sjust a speed bump in the way of an attacker, not aroadblock.

Y ou are strongly advised to keep your server software up-to-date. If you're not managing your own
server, e.g. you're using a shared host, we very strongly recommend choosing a hosting service
which follows this rule. As a simple test, if your server is not currently using one of the PHP
versions published in the top right corner of http://php.net (or at most one version earlier, i.e. the
third number of theversion onyour server isonelessthan the onelisted on php.net) the chancesare
that your server is using outdated, vulnerable server software. Remember that outdated versions
of PHP and Apache, even with some security patches backported, CAN NOT be secure. There's
agood reason new software versions are published regularly.

Enabling thisfeature instructs proxy servers and cachesto not convert your content. For example,
certain proxy servers (typically found in mobile networks, businesses and | SPsin congested areas)
will attempt to scale and aggressively compress images, CSS and Javascript to save bandwidth.
This can lead to severa issues, from displayed images being a bit off to your site breaking
down because the compressed CSS/JS introduced errors preventing the browser from parsing it
correctly. With this feature enabled the cache and proxy servers will be instructed to not do that
by setting an HTTP header. If they respect the HTTP header (they should, it's a web standard)
such issues are prevented.

For more information please consult the formal web standard document RFC 2616, section 14.9.5
[https:/tools.ietf.org/html/rfc2616#section-14.9.5]

When enabled, it will block any site access attempt if the remote program sends one of the user
agent strings in the User agents to block option. This feature is designed to protect your site
against common bandwidth-hogging download bots and otherwise legitimate tools which are
more usually used for hacking sites than their benign intended functionality.

The user agent strings to block from accessing your site. Y ou don't have to enter the whole UA
string, just a part of it. The default setting includes several usual suspects.

You can type new entries by clicking at the end of the list, type the entry and press ENTER to
accept it. Delete items using the X button next to each entry.

Do note that some server with mod_security or mod_evasive installed will throw an "Access
forbidden" message if you try to save the configuration settings when thisfield contains the word
"WGet". If you come acrossthisissueit is not abug with Admin Tools or Joomlal, it is a server-
level protection feature kicking in. Just avoid including the word Wget and you should be out
of harm's way.

Default list of user agents to block

The following is the default list of user agents to block. It is very thorough and seems to be reducing the number of
attacks enormously. If you are upgrading from an earlier version you might want to try it out.

WebBandi t
webbandi t
Acuneti x
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6.2. Server protection

Server protection (partial screenshot)

Server protection

Backend protection - Yes

Backend directories where file
type exceptions are allowed Directory *

‘L

1
@

administrator/ components

+
1
ES

administrator/ modules

+
|
“

administrator/ templates

administrator/ images + -_ &

administrator/ plugins + - 3

selected directories VRSN | (5P SNSRI | (5 S § (SSCNS | (7= S | S | (TS| e —

Thisfeature is based on the principle of ‘nothing runs on my site unless | explicitly alow it" ak.a. ‘deny-first’. This
isagreat policy which putsyou in total control of your site, greatly reducing your attack surface area.

By blocking access to front-end and back-end elements (media files, Javascript, CSS and PHP files) it makes it
extremely hard —but not outright impossible— for an attacker to hack your site, even if he manages to exploit a
security vulnerability to upload malicious PHP code to your site. Additionally, it will deny direct access to resources
not designed to be directly accessible from the web, such as tranglation INI files, which are usually used by attackers
to find out which version of Joomla and its extensions you are running on your site to tailor an attack to your site.

On the downside, you have to explicitly enable access to some extensions PHP files which are designed to be called
directly from the web and not through Joomlal's main file, i ndex. php.

Do note that enabling this feature will kill the functionality of some extensions which create arbitrarily named PHP
files throughout your site. In our humble opinion the security risk of having your site unprotected greatly outweighs
the benefits of such extensions. As aresult, we strongly suggest disabling these extensions.

There arethree sections of configuration settings controlling the functionality of the Server Protection feature. In short,
you have controls for protecting the backend of your site (everything under the administrator directory), the frontend
of the site (everything NOT under the administrator directory) and exceptionsto these rules.

Starting with the backend section we see the following options:

Back-end Disables direct access to most back-end resources, except those in the exceptions lists. It is
protection generally recommended to turn it on to enhance the protection of your site.

Back-end Thisisalist of back-end directories (that is, subdirectories of your site's administrator directory)
directories where you expect media files to be present. Place one directory on each line. Subdirectories of

wherefile type those directories are automatically added to the exceptions list without having to explicitly list
them here. Y ou can add more lines using the + buttons. Y ou can remove aline using the - button.
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exceptions are
alowed

Back-end file
types allowed
in selected
directories

Disable client-
side risky
behavior in
backend static
content

Y ou can rearrange the order of the lines by clicking and dragging the button that looks like four
arrows pointing North, South, East and West. You must not type the administrator/ prefix. As
you can seg, it's already added for you and can't be removed. Y ou do not need to type atrailing
forward dlash. Please note that the path separator is the forward slash (/), even on Windows.

The extensions of back-end fileswhich allowed to passthrough the server protection filter, aslong
as the files with those extensions are in the list above. Do not type the leading dot for each file
extension. Add file extensions by clicking at the end of the list, typing the extension and pressing
ENTER. Deletefile extensions by pressing the X next to them. Extensions are case-insensitive as
of 7.0.6; thismeans that entering pdf will also match the extensions PDF and Pdf. The convention
isto type in the extensionsin lowercase. Regardless of the case-insensitivity of Admin Tools, it
isagood ideato have the extensions of thefilesyou upload in lowercase to avoid issues with third
party extensions, Joomlaitself and software running on case-sensitive—aware Operating Systems
such as Linux.

Certain static mediatypes, suchasHTML and SV G, may contain client-side scriptsin JavaScript.
It would be possible for an attacker to use alegitimate site feature or avulnerability on your siteto
upload such an HTML or SV G fileto one of the “Back-end directories where file type exceptions
are allowed” folders or otherwise trick a Super User to do that. Then, they could exploit a well-
meaning, legitimate feature of your site or otherwise trick a Super User into opening that file on
their browser while they are logged into your site as a Super User. The client-side script could
therefore “steal” the Super User's cookie, send it to the attacker who can now impersonate the
Super User on the site.

When you enable this option, the allowed static media types in these directories will have a
Content-Security-Policy header forcibly applied to them which tells the browser to not let them
|oad any external script or execute any inline script or scriptable attribute, thereby neutering client-
side script execution.

If you have a few select files which need client-side scripting, e.g. forms, animation demos etc,
we recommend that you allow them explicitly in the Exceptions section described further below
this documentation. If you can't enumerate all of these files you can disable this option but bear
in mind that this reduces the security of your site.

Next up, we have the front-end section:

Front-end
protection

Front-end
directories
wherefile type
exceptions are
allowed

Disables direct access to most front-end resources, except those in the exceptions lists. It is
generally recommended to turn it on to enhance the protection of your site.

Enabling this feature will prevent web access to all foldersin your site's root, not just Joomla's
folders (such as components). If you need to enabl e direct accessto afolder you will need to place
it in one of the front-end directory exception listsin the Fine-tuning or Exceptions section.

Thisis alist of front-end directories (that is, directories in your site's root) where you expect
mediafilesto be present. Place one directory on each line. Subdirectories of those directories are
automatically added to the exceptions list without having to explicitly list them here. Y ou can add
more lines using the + buttons. Y ou can remove aline using the - button. Y ou can rearrange the
order of the lines by clicking and dragging the button that looks like four arrows pointing North,
South, East and West. Y ou must not type the administrator/ prefix. As you can see, it's already
added for you and can't be removed. Y ou do not need to type atrailing forward slash. Please note
that the path separator is the forward slash (/), even on Windows.

Use this to allow access to specific types static media files inside specific directories. Thisisthe
least permissive exception to front-end blocking. Use this for folders which have a mix of public
and private content, as long as the private content is NOT of an allowed file type (see below).
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Front-end file
types allowed
in selected
directories

Disable client-
side risky
behavior in
frontend static
content

Exceptions

The extensions of front-end files which allowed to pass through the server protection filter, as
long asthe fileswith those extensions are in the list above. The same controls and rules as“ Back-
end file types allowed in selected directories’ apply.

Certain static mediatypes, such asHTML and SV G, may contain client-side scriptsin JavaScript.
It would be possible for an attacker to use alegitimate site feature or avulnerability on your siteto
upload such an HTML or SV G fileto one of the“ Front-end directories wherefile type exceptions
are alowed” folders or otherwise trick a Super User to do that. Then, they could exploit a well-
meaning, legitimate feature of your site or otherwise trick a Super User into opening that file on
their browser while they are logged into your site as a Super User. The client-side script could
therefore “steal” the Super User's cookie, send it to the attacker who can now impersonate the
Super User on the site.

When you enable this option, the allowed static media types in these directories will have a
Content-Security-Policy header forcibly applied to them which tells the browser to not let them
|oad any external script or execute any inline script or scriptable attribute, thereby neutering client-
side script execution.

If you have a few select files which need client-side scripting, e.g. forms, animation demos etc,
we recommend that you allow them explicitly in the Exceptions section described further below
this documentation. If you can't enumerate all of these files you can disable this option but bear
in mind that this reduces the security of your site.

Exceptions from Server Protection

Allow direct access to these files
File * +
+

Allow direct access, except .php

files, to these directories

files, to these directories

Allow direct access, including .php
Directory * +
+

administrator/components/com_akeeba/restore.php

administrater/compenents/com_joomlaupdate/restore.php

Directory *

well-known + = B

hack-me-plenty

Finally, we have the Exceptions section. This allows specific files or all filesin specific directoriesto pass through the
Server Protection filter without further questions. This may be required for several reasons.

For starters, some extensions need to directly access PHP files, without passing them through Joomlal's main files.
One such example is Akeeba Backup Professional’'sr est or e. php used in the integrated restoration feature, as it
would be impossible to use the index.php of asite which isin a state of flux while the restoration is underway.

Other examples are CSS and Javascript minifiers, either included in your template or installed in your site. Forum
extensions are also part of the same problem, as they tend to create a dedicated directory for their attachments, avatar
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icons and so forth. Moreover, some extensions place PHP files inside your site'st np and cache directories and
expect them to be directly accessible from the web. While this is a frowned upon behaviour, contrary to the design
goals of Joomlal itself, you still need away to work around them and we have to provide it. Finaly, you may have
athird party script which doesn't install as a Joomlal extension. The Server Protection feature would normally block
accessto it and you still need away around this limitation. So here we have those workarounds:

Allow direct
access to these
files

Allow direct
access,
except .php
files, to these
directories

Allow direct
access,
including .php
files, to these
directories

Place one file per line which should be exempt from filtering, therefore accessible directly from
the web. The default settings include Akeeba Backup Professional and, of course, Admin Tools
itself.

Please remember that you are entering the file path relative to your site's root,
not a URL. If you want to allow the URL http://ww. exanpl e. com nysite/
conmponent s/ com exanpl e/ f oobar . php?t est =1&what ever =2 and your site is
hosted at http://ww. exanpl e. coninysite you need to enter conponents/
com exanpl e/ f oobar. php here. Here's how we figured this out. Start by removing the
question mark from the URL and everything that's to its right. Then, remove the site's root URL
from the left part of the remaining URL. Finally, remove the leading forward slash — as you can
see, it's already included for you and you can't remove it.

Y ou can add more lines using the + buttons. Y ou can remove a line using the - button. Y ou can
rearrange the order of the lines by clicking and dragging the button that looks like four arrows
pointing North, South, East and West. Please note that the path separator is the forward slash (/),
even on Windows.

Direct access to al files (except for .php files) will be granted if they are inside any of the
directories in this list AND their subdirectories. Normally you should only need to add your
forum's attachments, avatars and image galleries directories, or other directories where you only
intend to store mediafiles. Aswith all similar options, add one directory per line, without aleading
or trailing slash.

Thisis amiddie ground in front-end blocking. Y ou should use this only for folders which have
only public content, i.e. if it'sin that folder you are OK with it being shared with the rest of the
world.

Y ou can add more lines using the + buttons. Y ou can remove a line using the - button. Y ou can
rearrange the order of the lines by clicking and dragging the button that looks like four arrows
pointing North, South, East and West. You do not need to type a trailing forward slash. Please
note that the path separator isthe forward slash (/), even on Windows.

This option should be used sparingly as possible. Each and every directory placed in thislist is
no longer protected by Server Protection AT ALL and can be potentially used as an entry point
to hacking your site. To be clear, if an attacker uploads amaliciousfilein one of these directories
by exploiting a vulnerability which allows them to upload predictably named filesin predictably
named folders they will be able to accessit over the web. Thisis how sites get hacked. Asfar as
we know there are only three cases when its use is even marginally justifiable:

e If you have installed another Joomla!l, WordPress, or any other PHP application in a
subdirectory of your site. For example, if you are trying to restore a copy of your site inside a
directory namedt est inyour site'sroot you haveto addt est tothislist. Thisisthe oneand
only usage scenario which doesn't compromise your site's security.

» Some templates and template frameworks may wrap their CSS and Javascript inside PHP files
inorder to deliver them compressed to your browser. Whilethisisavalid technique, it'spossible
that the list of PHP filesis too big to track down and include in the first list of the Exceptions
section. In this case you may consider putting the template subdirectory containing those files
inthislist.
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» Someextensionsdo something silly: they placefilesinsideyour site'st np or cache directories
and expect them to be directly accessible from the web. This is plain wrong because these
directories are designed to be protected system directories where direct access should not be
allowed, most notably because they might contain sensitive information. However, if you have
such extensions you need away to allow direct access to those directories.

If you decide that convenience is better than security we can't stop you. Add tmp and cache
to thislist and wish for the best. Y ou are opening a security hole on your site and you do it at
your own risk and potential peril.

It's best to use the Allow direct access to these files feature if possible, allowing access only to
very specific .php files.

Remember that an attacker who has found an upload vulnerability on your site can upload a
malicious script inside one of these folders and use it to hack you. These folders are totally
unprotected. That's why we very strongly advise against using this feature unless it's absolutely
necessary - keepingin mind that you are, at the sametime, leaving aholein your security defences.

Y ou can add more lines using the + buttons. Y ou can remove a line using the - button. Y ou can
rearrange the order of the lines by clicking and dragging the button that looks like four arrows
pointing North, South, East and West. Y ou do not need to type aleading or trailing forward slash.
Please note that the path separator is the forward slash (/), even on Windows.

In order to figure out which custom exceptions you need to add on your site, take a look at the How to determine
which exceptions are required section.

Warning

Windows users beware! Do not use Windows path separator (the backslash - \) to separate directories! Weare
talking about directories as they appear in URLS, so you should always use the URL path separator (forward
dash - /) in those settings. In other words some/ | ong/ pat h iscorrect, sone\ | ong\ pat h isWRONG.

6.2.1. How to determine which exceptions are required

After applying the Server Protection settings you may notice that some aspects of your site no longer work properly or
at al. This could be something obviously throwing an error; files being inaccessible with a 403 or 404 error message;
or something more subtle, asif CSS and JavaScript no longer load. These are probably caused by the Server Protection
settings disallowing access to files. We can find which files need to be accessed and add exceptions to them to restore
the functionality of your site.

Tip

There is no valid reason for software integrated with Joomlal to require such exceptions for .php files
anymore. Since early 2013 Joomla! has shipped with com_gjax, a built-in method to access dynamic content
without needing direct access to arbitrarily named .php files. Developers who have not caught up to this
technology after so many years are less likely to follow security best practices. Moreover, most of these
directly accessible .php files do not load Joomla!, therefore they do not load Admin Tools, meaning that you
are no longer protected by Admin Tools' Web Application Firewall if malicious requests are being sent to
thosefiles. Asaresult, adding extensions for their software's .php filesto be accessible directly from the web
can compromise your Site's security.

Exceptions for non-.php files — such as CSS, JavaScript, images, fonts etc — may still be required and are
generally not a security issue. Some static content can be a security issue if it's accessible over the web (e.g.
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JSON files containing privileged information such as usernames, passwords and API keys) but these cases
arerare and you shouldn't be overly worried about them.

The process of determining which exceptions are required is made relatively easy by modern browsers. All modern
browsersinclude "devel oper tools' which give usinsight on what is going on when the browser triesto load your page.
They even highlight the errors for us, making our work much easier.

In the following example we are going to be using Mozilla Firefox. The process is very similar on Google Chrome,
Opera, Safari and Microsoft Edge. If you are not sure how to open the developer tools for your browsers do a quick
search on the Internet similar todevel oper tool s <your browser nane here>.

Our example makes use of RokBox, an extension by RocketTheme, which causes a problem when used through the
Joomlal article editor in the backend of the site. The instructions also apply to the frontend of your site and any other
extension which might be causing a problem.

After applying the Server Protection settings in the .htaccess Maker we get the following error when we click on the
RokBox button in the editor:

Z Atticles: New

RokBox X

O
Forbidden

Title *
You don't have permission to access /plugins/editors-xtd/rokbox/views
/rokbox-picker.php on this server.
Content Images and Links Options Publishing

) ) T stat
Edit~ Insert~ View~ Formatv Tablev Too ahe
Published v
B 7 U S = = = = Fomatsv Para
P RN W@ o A'!' 2 HE- > Category *
& ® (3 O K RokBox [} Module [ | Uncategorised -
Featured
Yes No
Access
' Public -
Language
Close ‘ All -
Tags
& View Site | ovisitor | °Adminis!rator | OMessages | == Log out OBOU Active | Joomla!3.9.1 — © 2018 Test3

Thisisavague error message. We want it to be that way to not give away any information about our site to bad guys.
At the same time it makes our life abit harder. Click on Close to dismiss that non-functional dialog.

Click on Firefox' hamburger menu (the three horizontal lines button towards the top right of its window), Web
Developer, Toggle Tools. This opens aside pane. On that pane there's atop menu. Click on the Network option. You
may have to click on the >> arrows first to see it. Then click on the RokBox button on your editor. You now see
something interesting happen in the Web Developer pane:
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& {3 Inspector [J Console = Network » B 0] - X
3 X w Filter UR I Persist Logs || Disable cache No throttling 4 HAR$
/ Atticles:
AllL HTML CSS JS XHR Fonts Images Media WS Other
X
RokBox (@] e | Status Method | File Domain cause Type Transf
F bcdd 403 GET rokbox-... #4 test3.localw... subdocume...html 547B

Title *
You don't have permission to access /plugins/editors-xtd/rokbox/views

Alias | Auto-genera  /Tokbox-picker.php on this server.

Content Image

Edit~ Insert >

s ® (3} O
[} Article [l I i

+
¥
S
&

Close

‘ Al

@ view site | (] Visitor | @) Administrator | (J) Messages | = Logout () BoUActive | Joomial3.9:1 = ©2018Test8| (@ onerequest 250 8/547 B transferred  Finish: 1 ms

The pane shows the request made to your server and its error status 403 highlighted. 403 means access forbidden, 404
means not found. The former is an error code we definitely expect as the result of applying Server Protection. The
latter can either mean that the file is genuinely not there or that Server Protection is preventing accessto it. If you get
a404 always check if the file exists first. Since we have a 403 here we know it's a Server Protection issue.

Click on the line with the error code. Y ou will see some details open below the list. Click on the Headers tab on top
of those details. You see alot of information but what is interesting to usis the Request URL. It tells us which URL
the browser tried to access and failed to do so. However, it's truncated and doesn't help us any. So right click on it
and choose Copy.

¥ {3 Inspector [J Console = Network B D’] e X

T Filter UR I Persist Logs || Disable cache No throttling 4 HAR$

Z Atticles:

AllL HTML CSS JS XHR Fonts Images Media WS Other

RokBox X

N Status Method File Domain Cause Type Transfi
B -

. rokbox-... f test3.localw... subdocume...html
Forbidden

Title *
You don't have permission to access /plugins/editors-xtd/rokbox/views @ Onerequest 259 B/547 Btransferred  Finish: 1 ms
Alias | Auto-genera /rokbox-picker.php on this server. [E] Headers Cookies Params Response  Timings  Stack Trace
[LEEIESAV Rl n t tp: //test3. local.webialugins tediiors: xtd/ rokbox/views/ rokboM
B I
Content | Image Request method: GET
Remote address: 127.0.0.1:80
Cut
] Status code: Forbidden @ wheaders
Edit v Insert > Version: HTTP/1.1 Paste
Filter headers Delete
B 7 U s Response headers (288 B)
Paragraph v T Connection: Keep-Alive Select All
“« 2Py Content-Length: 259
Content-Type: text/html; charset=iso-8859-1
Q © B\ — Date: Mon, 10 Dec 2018 17:27:22 GMT
— Keep-Alive: timeout=5, max=100
& ® () O ’

Referrer-Policy: unsafe-url
[ Article & I L0 Server: Apache/2.4.37 (Unix) OpenSSL/1.0.2q
— X-Frame-Options: SAMEORIGIN
Request headers (754 B)
Accept: text/html,application/xhtmi+xm...plication/xml;q=0.9/*q=0.8
Accept-Encoding: gzip, deflate
Close Accept-Language: en-US en;q=0.5
Connection: keep-alive
Cookie: _unam=62276¢-167985fd4d8-3186...31=jv7jpj79alh4v403gtq3g8V1i0
Host: test3.localweb
Referer: http://test3.local.web, di

b

‘ Al

o View Site | @ Visitor | @) Administrator | @) Messages | = Logout (EJ)BoUActive | Joomla!3.9.1 — ©2018 Test3

Now open a plain text editor application such as Notepad on Windows, TextEdit on macOS, gEdit or Kate on Linux
and paste in the URL you copied.
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@ ® a Untitled
- v
I 9 v | | Helvetica 2 || Regular ¢z vHIRI 2B I U ag =E=(10 ¢)[iE v t
Yy » | S N N S S R O > b v

0 2 4 6 8 10 12 14 16 18

http://test3.local.web/plugins/editors-xtd/rokbox/views/rokbox-picker.php?
textarea=jform_articletext&asset=8&author=&bp=http://test3.local.web/

Highlight the stuff between your site's root URL and the question mark (if there is no question mark, highlight to
the end of the line). In our example the site's URL is http://test3.1ocal.web and the highlighted portion is pl ugi ns/
edi t or s- xt d/ r okbox/ vi ews/ r okbox- pi cker . php which, as you may have guessed, is the relative path
to the file blocked by Server Protection. Copy this.

Now go to Components, Admin Tools, .htaccess Maker and find the Allow direct access to these files box.

Exceptions

Allow direct access to these files administrator/components/com_akegba/restore.php
administrator/components/com_joomlaupdate/restore.php
plugins/editors:xid/rokhox/views/rokbox:picker.phel

In a new line paste the relative file path you had highlighted previously. Make sure you do not include the leading
slash or the trailing question mark. Click on Save and Create .htaccess in the toolbar to apply your changes. Now the

extension works:
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& c @® test3.local.web/administrator/index.php?option=com_content&view=article&layout=edit eoe w ¥ N @ @

Test3 &

» .
Z Atticles: New Joomlal
RokBox X
([ emvomm ) ome
Link* ie, images/powered_by.png @
Title *
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Content Images and Links Options Publishing
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Published ~
B 7 U S = = = = Formatsv Para
S ¥ N W@ © A~-RA-~- 3 m- > Caption Category *
s ® (6} O L RokBox [} Module & Uncategorised -
* Content © Text Thumbnail &
ie, My RokBox Featured
Yes
Access
Public v
Insert and New Insert and Close Cancel
Language
Close All -
Tags
& View Site | oVisitor | OAdministrator | oMessages | == Log out aBoU Active | Joomla!3.9.1 — © 2018 Test3

In case you see plenty of files or files with random and changing names; or you
see files in the cache, tmp and logs folders

Sometimes the above method will show along list of files; or files with random names; or files whose names change
on every page or request. Typically, you see that they are all located in the same few folders. There are two different
things you can do.

If thefilesyou see do not have a .php extension the the easy way isto add the path to the folder to the Allow direct
access, except .phpfiles, to these directorieslist. For example, if dl filesareinthef oobar / asset s/ st ati ¢ folder
you need to add f oobar / asset s/ st at i ¢ tothe Allow direct access, except .php files, to these directories|ist.

The drawback to that is that all files without a .php extension in this folder and its subfolders will be accessible over
the web. This might be a security risk if the same folder contains files with privileged information. Y ou can mitigate
that risk by adding an exception in a harder, but more secure, way. Y ou'd need to add the folder's path to the Backend
directories where file type exceptions are allowed or Frontend directories where file type exceptions are allowed lists
in the .htaccess Maker. If the folder's relative path starts with admi ni strat or/ add it to the first list (backend)
after removing theadmi ni strat or/ prefix.

For example, if the files are in the admi ni strat or/ conponent s/ com exanpl e/ nedi a folder you need
to add conponent s/ com exanpl e/ nedi a to the Backend directories where file type exceptions are allowed
list. Conversely, if thefilesareinthef oobar / asset s folder you need to add f oobar / asset s to the Frontend
directories where file type exceptions are allowed list.

Please notethat inthiscase (hard way) if thefile extensionisnot in the Backend filetypesallowed in selected directories
or Frontend file types allowed in selected directories lists you will need to add the file extension, without the dot,
in those lists as well. Keep in mind that capitalization matters. For example, the extensions png, PNG and Png are
different and have to be listed separately.

If thefilesyou seehave a .php extension things are easier but also more nuanced. Y ou can always add the path to the
folder in the Allow direct access, including .php files, to these directories list. This is potentially insecure. It allows
direct web accessto al filesin that folder and all of its subdirectories, bypassing Joomlal and Admin Tools entirely.
If there are files with privileged information they will be accessible to everyone. If the .php files have a security issue
in them you will get hacked. Thisiswhy we DO NOT advise you to do that.

47



Using Admin Tools

What we do advise you to do is contact the developer of the offending extension and ask them to fix their code to
always go through Joomlas index.php files (e.g. using com_gjax). If they decline to do that you should consider using
adifferent extension. There is absolutely no reason whatosever to have directly accessible .php filesin Joomla!l since
2013. Well, actually, there is one: when you are overwriting Joomlal itself. Since Joomlal is being overwritten with
adifferent version you cannot also use it at the same time, thus making the only valid use case of not going through
Joomla. Thisis exactly what the restore.php filesin com_joomlaupdate (the Joomlal Update component which is part
of Joomlal itself) and Akeeba Backup (when restoring a backup) do and that's why they are the only two built-in
exceptionsin Admin Tools. Both fileswerewritten by Akeebal td, they arelocked when you are not actively updating/
restoring a site, they are protected with a password when you are actively updating/restoring a site and they have been
audited by independent security researchers several times.

Finally, aspecial mention isdue for extensionswhich try to accessfilesstored inthecache, | ogs ort np directories
in the front- and backend of your site. These directoriesare NOT meant to be web accessible. Infact, they are designed
in such away that it's possible to move them outside of your site's web root. Moreover, their content is supposed to
be transient, i.e. it is expected to be deleted at any point in time and the extension is supposed to not break when that
happens. Web accessible files generated by extensions are supposed to go into the nedi a folder in the root of your
instead. Thisfolder has been available since Joomlal 1.5.0 came out in 2007. Any developer who does not understand
a concept introduced over a decade ago is certainly not following security best practices. As aresult we very strongly
recommend NOT using these extensions, ever, at all cost.

6.3. Custom .htaccess rules

Custom .htaccessrules

Custom .htaccess rules

Custom .htaccess rules at the top
of the file

Custom .htaccess rules at the
bottom of the file

Sometimes you just heed to add custom .htaccess rules beyond what the .htaccess Maker can offer. Such examples can
be special directivesyour host told you to includein your .htaccessfileto enable adifferent version of PHP, changethe
server's default error documents and so on. If you are an advanced user you may al so want to write your own advanced
rules to further customize the behaviour of the Server Protection. The two options in this section allow you to do that.

The contents of the Custom .htaccess rules at the top of the file text areawill be output at the top of thefile, just after
the RewriteEngine On directive. You should put custom exception rules and, generaly, anything which should run
before the protection and security rulesin here.
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The contents of the Custom .htaccess rules at the bottom of the file text area are appended to the end of the .htaccess
file. Thisisthe place to put stuff like directivesto enable a different PHP version and any optimizations which should
run only after the request has passed through the security and server protection rules.

6.4. Optimisation and utility

Optimisation and utility

Optimisation and utility

Force index.php parsing before - Yes

index.html

Set a long expiration time for static | one week for CSS/JS, one month for static media v
media

Automatically compress static - Yes

resources

Force GZip compression for - Yes

mangled Accept-Encoding
headers

Redirect index.php to the site's No
root

Redirect www and non-www Redirect www to non-www v
addresses

Redirect this (old) domain name to

the new one

Force HTTPS for these URLs (do

not include the domain name) Relative URL v
HSTS Header (for HTTPS-only [ RS

sites)

Disable HTTP methods TRACE and No

TRACK (protect against XST)

Cross-Origin Resource Sharing Let the browser decide (default) A
(CORS)

Set the UTF-8 character set as the No

default

Send ETag Server default A
Referrer Policy header unsafe-url v

This section contains directives which are of utilitarian value and bound to save you some time:

Forceindex.php  Some serversattempt to serve index.html before index.php. This has theimplication that trying to

parsing before accessyour sitesroot, eg. ht t p: / / www. exanpl e. com will attempt to serve an index.html

index.html first. If thisfile doesn't exist, it will try to serve index.php. However, all of our Joomla! sites only
have the index.php, so this checking slows them down unnecessarily on each page request. This
rule works around this problem. Do note that some servers do not allow this and will result in a
blank page or Internal Server Error page.

Set along If your server has mod_expires installed and activated, enabling this option will cause all files
expiration time and pages served from the site to have an expiration time between 1 week or 1 month (depending
for static media
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Automatically
compress static
resources

Force GZip
compression for
mangled Accept-
Encoding headers

Redirect
index.php to the
site'sroot

Redirect www
and non-www
adresses

Redirect this
(old) domain
name to the new
one

from the media), which means that the browser will not try to load them over the network until
that time has passed. Thisis avery desirable feature, asit speeds up your site.

Enabling this option instructs the server to send plain text, HTML, XML, CSS, XHTML, RSSand
Javascript pages and files to the browser after compressing them with GZip. This significantly
reduces the amount of data transferred and speeds up the site. On the downside some very old
browsers, like Internet Explorer 6, might have trouble loading the site.

Note

This feature REQUIRES the Automatically compress static resources feature to be
enabled.

Up to 15% of visitors to your site may not receive compressed resources when visiting your
site, even though you have enabled Automatically compress static resources feature above.
The reasoning in explained in detail by Yahoo engineers [https://devel oper.yahoo.com/blogy
ydn/pushing-beyond-gzipping-25601.html]. Enabling the Force GZip compression for mangled
Accept-Encoding headers feature will alow clients (browsers) which send mangled Accept
headers to be served compressed content, improving the perceived performance of your site for
them.

Normally, accessing your site as http://ww. exanple.com and http://
www. exanpl e. coni i ndex. php will result in the same page being loaded. Except for the
cosmetic issue of this behaviour it may also be bad for search engine optimization as search
engines understand this as two different pages with the same content ("duplicate content”).
Enabling this option will redirect requests to index.php, without additional parameter, to your
site'sroot overriding thisissue.

Most web servers are designed to treat www and non-www URLSs in the same way. For example,
if your siteisht t p: / / wwv. exanpl e. comthen most servers will also display it if called as
htt p: // exanpl e. com Thishasmany adverseeffects. For starters, if auser accessesthewww
site, logs in and then visits the non-www site he's no longer logged in, causing a functional issue
with your site's users. Moreover, the duplicate content rules also apply in this case. That'swhy we
suggest that you enable one of the redirection settings of this option. The different settings are:

» Do not redirect. It does no redirection (turns this feature off)

* Redirect non-www to www. Requests to the non-www site will be redirected to the www site,
eg. http:// exanpl e. comwill beredirected to ht t p: / / www. exanpl e. com

» Redirect www to non-www. Requests to the www site will be redirected to the non-www site,
eg. http://ww. exanpl e. comwill beredirectedtohtt p: / / exanpl e. com

Sometimes you have to migrate your site to a new domain, as we did migrating from
joomlapack.net to akeebabackup.com. Usually this is done transparently, having both domains
attached to the same site on the hosting level. However, while avisitor can access the old domain
name, the address bar on his browser will still show the old domain name and search engines
will believe that you have set up a duplicate content site, sending to the darkest hole of search
engine results. Not good! So, you'd better redirect the old domain to the new domain with a 301
redirection to alert both users and search engines about the name change. Thisiswhat this option
does. You can include several old domains separated by commas. For example:

j oom apack. net, www. j oom apack. net

will redirect all access attempts to joomlapack.net and www.joomlapack.net to the new domain.
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Force HTTPS for
these URLs (do
not include the
domain name)

HSTS Header
(for HTTPS-only
sites)

Under regular circumstances Joomla! should be able to automatically redirect certain menu items
to a secure (HTTPS) address. However, this is not possible if the HTTPS domain name and
the HTTP domain name are not the same, as is casual with many shared hosts. Since Admin
Tools supports custom HTTPS domain names you can use this feature to make up for the lack of
functionality in Joomlal itself. Use one URL per line and do not include http:// and your domain
name. For example, if you want to redirect ht t p: / / www. exanpl e. coml eshop. ht ml to
htt ps://ww. exanpl e. com’ eshop. ht M youhavetoentereshop. ht m inanewline
of thisfield. Easy, isn'tit?

Assuming that you have a site which is only supposed to be accessed over HTTPS, your visitor's
web browser has no idea that the site should not be ever accessed over HTTP. Joomlal offers
a Global Configuration setting to force SSL throughout the entire site, but this is merely a
workaround: if it seesarequest coming through HTTP it will forward it to HTTPS. There are two
privacy implications for your users:

« If you have not enabled the SSL option in Global Configuration a man-in-the-middle attack
known as "SSL Stripping" is possible. In this case the user will access your site over plain
HTTP without having any ideathat they should be using HTTPS instead.

e Even if Joomlal forwards your user to HTTPS the unencrypted (HTTP) request can still be
logged by an attacker. With a moderate amount of sophistication on the part of the attacker
(basically, some $200 hardware an widely availableinformation) they can efficiently eavesdrop
at thevery least the URL svisited by your user —undetected but to the most vigilant geeksamong
your users— and probably infer information about them.

The HSTS header can fix SSL Stripping attacks by instructing the browser to alwaysuse HTTPS
for thiswebsite, evenif the protocol usedinaURL isHTTP. The browser, having seen thisheader,
will always use HTTPS for your site. An SSL Stripping and other man-in-the-middle attacks are
possible only if your user visitsyour sitefor thefirst timein ahostile environment. Thisisusually
not the case, therefore the HSTS header can provide real benefits to the privacy of your users.

For more information on what the HSTS header is and how it can protect your site
visitors privacy you can read the Wikipedia entry on HSTS [http://en.wikipedia.org/wiki/
HTTP_Strict_Transport_Security].

| mportant

Enabling HSTS will also have the following side effects which are designed to prevent
unsafe HTTP redirections and cookie leaking:

 If your site is accessed over HTTP there will be aredirection to the HTTPS domain
name, as configured in the .htaccess Maker. In previous versions no such redirection
took place.

e non-www to www redirection and vice versa will always redirect requests to the
HTTPS version of the domain name, even if you access it over http. In previous
versions we were always using plain HTTP.

» 0Old to new domain redirection will always redirect to the HTTPS domain name, as
configured in the .htaccess Maker. In previous versions all redirections were made to
the HTTP domain name, as configured in the .htaccess Maker.

e The HSTS header is only sent over HTTPS requests, not over HTTP requests, per
HSTS header best practices. Previously it was send over HTTP requests which is not
advisable.
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Disable HTTP
methods TRACE
and TRACK
(protect against
XST)

Cross-Origin
Resource Sharing
(CORS)

Set the UTF-8
character set as
the default

Send ETag

Most siteswill not notice any difference. If you have astrange setup with different HTTP
domain names assigned to the same site but only one HTTPS domain (e.g. ashared SSL
setup) you may experienceredirectionissues. Inthiscaseweadviseyouto disable HSTS.
Instead, add the following directive in the "Custom .htaccess rules at the bottom of the
file" area:

Header always set Strict-Transport-Security "max-age=31536000"

Enabling this option will prevent remote clients from using the HTTP methods TRACE
and TRACK to connect to your site. These can be used by hackers to perform privilege
escalation attacks known as Cross Site Tracing (XST) [https://www.owasp.org/index.php/
Cross_Site Tracing]. To the best of our knowledge there are no side-effects to enabling this
feature.

By default athird party site cannot load content from your site using an AJAX request since your
content isin adifferent domain than the site hosting the Javascript performing the request. Using
CORS you can circumvent this problem, allowing third party sites Javascript to load content from
your site.

There are three settings for this option. Explicitly disallowed will tell browsers that you do not
with your site's resources to be accessible from any other domain name whatsoever. Let the
browser decide (default) will not set any headers and let the browser decide whether to allow
accessto your site from adifferent domain name; thismay work abit differently in older browsers
which MIGHT allow subdomains of your siteto have access. Usethisoption if you plan on setting
up CORS headersyourself, either in custom .htaccess code or through server-side scripting e.g. as
part of the response of a component. Finally, Explicitly allowed will tell browsers that you want
your site's resources to be accessible for any other domain.

When you use any of the explicit options the appropriate Access-Control-Allow-Origin and
Timing-Allow-Origin HTTP headers will be set for all requests. For more information on CORS
please consult the Enable CORS [http://enable-cors.org/] site.

Some servers use the legacy | SO-8859-1 character set as the default when serving content. While
Joomlal pageswill appear correctly —Joomlal sendsacontent encoding header— other content such
as JSON data, CSV exports and Admin Tools messages to blocked users may appear incorrectly
if they're using international characters. If you're unsure, try enabling this option.

Y our web server sends an ETag header with each static fileit serves. Browserswill ask the server
in subsequent requests whether the file has a different ETag. If not, they will serve the samefile
therefore reducing the amount of data they need to transfer from the server (and making the site
load faster). By default ETags are calculated based on the file size, last modified date and the
inode number. The latter depends on the location of the file inside the filesystem of the server.

When you have a site hosted on a single server this is great. If your static files are, however,
hosted on a server farm thismay not be agood idea. The reason isthat every static fileis stored on
different server and while the file size and last modified date might be the same the inode number
will differ, therefore causing the browser to perform unnecessary file transfers. Thisiswherethis
option comesin handy.

I mportant

Do NOT changethisoption if your siteishosted on just one server. If you are not sure or
have no ideawhat that means then your site is hosted on just one server and you MUST
NOT change this option. Please bear in mind that site speed analysers like Y Slow are
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Referrer Policy
Header

designed for gigantic sites running off hundreds or thousands of servers. Their site speed
checklists DO NOT work well with the vast mgjority of sites you are working on, i.e.
very small sites running off a single server. Treat these checklists as suggestions. you
need to exercise common sense, not blindly follow them. If you disable ETagson asmall
site you are more likely to do harm than good!

The available options are:

Server default. Use whatever setting the server administrator has chosen. If you are not
perfectly sure you know what you're doing choose this option.

Full. Send ETags based on file size, last modification date/time and inode number.
Sizeand Time. Send ETags based on file size and last modification date/time only.
Size only. Send ETags based on file size only.

None (no ETag sent). Disable ETags completely. Do keep in mind that if you do not also
enable the Set default expiration option you will be hurting your site's performance!

While surfing, your browser will send out some information about the previous you were visiting
(the Referrer that brought you to the new page). Thisis useful for analytics, for example you can
easily track down how many visitors came from Twitter or any other page.

However, there are security implications about the Referrer header. What if on the private area
of your website there are sensible information? Think about a private support area, where there
is a ticket with the link www.example.com/private-support/hel p-my-site-www-foobar-com-is-
hacked ; you post areply with alink to a Stack Overflow reply, the user clickson it and... whops!
Now Stack Overflow knows that the site www.foobar.com was hacked.

The Referrer Policy header will instruct your browser when to send the Referrer header and how
many information you want to share.

Do not set any policy You're not setting any instruction to the browser

(Empty) You do not want to set the Referrer Policy here (as header) and the browser
should fallback to other mechanisms, for example using the <nmet a> element or the
ref errerpolicy attribute on <a> and <I i nk> elelements.

no-referrer Never send the referer header

no-r efer rer-when-downgrade The browser will not send the referrer header when navigating
fromHTTPStoHTTP, but will always send thefull URL inthereferrer header when navigating
from HTTPto any origin. It doesn't matter whether the source and destination are the same site
or not, only the scheme.

Source Destination Referrer

https://www.yoursite.com/ http://www.yoursite.com/url2 | NULL
urll

https://www.yoursite.com/ https://www.yoursite.com/ https://www.yoursite.com/
urll url2 urll

http://www.yoursite.com/url 1 | http://www.yoursite.com/url2 | http://www.yoursite.com/url 1

http://www.yoursite.com/url 1 | http://www.example.com http://www.yoursite.com/url1

http://www.yoursite.com/url 1 | https.//www.example.com http://www.yoursite.com/url1
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Source

Destination

Referrer

https://www.yoursite.com/
urll

http://www.example.com

NULL

e same-origin The browser will only set the referrer header on requests to the same origin. If the

destination is another origin then no referrer information will be sent.

Sour ce Destination Referrer
https://www.yoursite.com/ https://www.yoursite.com/ https.//www.yoursite.com/
urll url2 urll
https://www.yoursite.com/ http://www.yoursite.com/url2 | NULL
urll
https://www.yoursite.com/ http://mww.example.com NULL
urll
https://www.yoursite.com/ https://www.example.com NULL
urll

origin The browser will always set the referrer header to the origin from which the request was

made. Thiswill strip any path information from the referrer information.

Source Destination Referrer
https://www.yoursite.com/ https://www.yoursite.com/ https.//www.yoursite.com/
urll url2
https://www.yoursite.com/ http://www.yoursite.com/url 2 | https.//www.yoursite.com/
urll
https://www.yoursite.com/ http://ww.example.com https.//www.yoursite.com/
urll

Warning

Navigating from HTTPSto HTTP will disclose the secure originin the HT TP request.

e strict-origin Thisvalueissimilar to ori gi n above but will not allow the secure origin to be

sent on aHTTP request, only HTTPS.

Source Destination Referrer
https://www.yoursite.com/ https://www.yoursite.com/ https://www.yoursite.com/
urll url2
https://www.yoursite.com/ http://www.yoursite.com/url2 | NULL
urll
https://www.yoursite.com/ http://www.example.com NULL
urll
http://www.yoursite.com/url 1 | https.//www.yoursite.com/ http://www.yoursite.com/

url2
http://www.yoursite.com/url1 | http://www.yoursite.com/url 2 | http://www.yoursite.com/
http://www.yoursite.com/url 1 | http://www.example.com http://www.yoursite.com/
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 origin-when-cross-origin The browser will send the full URL to requests to the same origin
but only send the origin when requests are cross-origin.

Source Destination Referrer
https://www.yoursite.com/ https://www.yoursite.com/ https://www.yoursite.com/
urll url2 urll
https://www.yoursite.com/ https://www.example.com https://www.yoursite.com/
urll
https://www.yoursite.com/ http://www.yoursite.com/url 2 | https.//www.yoursite.com/
urll
https://www.yoursite.com/ http://www.example.com https://www.yoursite.com/
urll

http://www.yoursite.com/urll | https://www.yoursite.com/ http://www.yoursite.com/
url2

Warning

Navigating from HTTPS to HTTP will disclose the secure URL or origininthe HTTP
request.

e strict-origin-when-cross-origin Similartoor i gi n- when- cr oss- ori gi n abovebut will
not allow any information to be sent when a scheme downgrade happens (the user is navigating

fromHTTPSto HTTP).

Source Destination Referrer
https://www.yoursite.com/ https://www.yoursite.com/ https://www.yoursite.com/
urll url2 urll
https://www.yoursite.com/ https://www.example.com https.//www.yoursite.com/
urll
https://www.yoursite.com/ http://www.yoursite.com/url2 | NULL
urll
https://www.yoursite.com/ http://mww.example.com NULL
urll

e unsafe-url The browser will always send the full URL with any request to any origin.

6.5. System configuration

The host name options are used for the HSTS, Redirect www and non-www addresses and Redirect this (old) domain
name to the new one features of the .htaccess Maker. The base directory option is used even when all of the .htaccess
Maker options are disabled; it's used for the Joomla SEF URL block which cannot be disabled.

Asaresult, if you transfer your site on a new host you MUST change these configuration parameters to reflect your
new server configuration. Do note that this will not happen automatically, even if you are using Akeeba Backup to
transfer the site. In fact, you must remove your .htaccess file, change this parameters and then let Admin Tools create
anew .htaccess file before you can use your site's front-end.
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System configuration

Host name for HTTP requests http:/f dev4.local.web

Host name for HTTPS requests [ devd.localweb
(without https://) *

(without http:/f) *

Base directory of your site (/ for /

domain's root) *

Follow symlinks (may cause a Default W
blank page or 500 Internal Server

Error)

This final section contains all the options which let the .htaccess maker know some of the most basic information
pertaining your site and which are used to create the rules for some of the options in the previous section.

Host name for
HTTPS requests
(without https://)

Host name for
HTTP requests
(without http://)

Base directory of
your site

Follow Symlinks

Enter the site's domain name for secure (HTTPS) connections. By default, Admin Tools assumes
it is the same as your site's domain, but you have to verify it as it may be different on some
hosts, especially on shared hosts. Do not use the https:// prefix, just the domain name and path
toyour site. For example, if theaddressisht t ps: / / ww. exanpl e. coni j oonl a thentype
inwwv. exanpl e. com j oonl a.

Enter the site'sdomain namefor regular (HTTP) connections. By default, Admin Tools assumesit
isthe same as the address you are connected to right now, but you have to verify it. Do not use the
http:// prefix, just the domain name and path to your site. For example, if the addressto your site's
rootisht t p: / / www. exanpl e. coni j oom a thentypeinwww. exanpl e. cont j ooni a.

Thisisthedirectory whereyour siteisinstalled. For example, if itisinstalled in adirectory named
j oom a and you accessit onaURL similar toht t p: / / www. exanpl e. coml j oonml a you
havetotypein/j oom ain here. If your siteisinstalled on the root of your domain, please use
asingle forward slash for thisfield: /

Joomla! normally does not create symlinks and does not need symlinks. At the sametime, hackers
who haveinfiltrated a site do use symlinksto get read accessto filesthat are normally outside the
reach of the web site they have hacked. Thisiswhy this option exists. Y ou can set it to:

« Default. It's up to your host to determine if symlinks will be followed. Use this if the other
options cause problemsto your site.

¢ Yes, always. Thisistheinsecureoption. If you useit keep in mind that in the event of ahack all
world-readable files on the server may be compromised. Really, it'sa BAD idea. Worse than
bad, it'sahorrible idea. Don't useit.

« Only if owner matches. That's the safe approach to enabling symlinks. They will be followed
only if the owner of the symlink matches the owner of the file/directory it links to.

If you have no idea what that means, first try setting this option to "Only if owner matches'. If
this results in a blank page or an Internal Server Error 500 then set this to "Default". For more
information please consult Apache's documentation or Joomlal's htaccess.txt file.
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7. The NginX configuration maker

Note

Thisfeature is only available in the Professional release

Warning

This feature is only available on servers running the NginX web server. If your server is using Apache or
I1S the button to launch this feature will not be shown. If the server type cannot be detected you will seethis
feature but you should consult with your host whether it will have any effect and how to useit..

One of the most important aspects of managing a web site hosted on an NginX server is being able to fine-tune your
site configuration file. This file is responsible for many web server level tweaks, such as enabling the use of search
engine friendly (SEF) URLSs, blocking access to system files which should not be accessible from the web, redirecting
between pages based on custom criteria and even optimising the performance of your site. On the downside, learning
how to tweak all those settingsis akin to learning aforeign language. The NginX Configuration Maker tool of Admin
Toolsisdesigned to help you create the part of such afile used for security and performance optimisation with auser-
friendly interface.

Tip

If you ever want to revert to a"safe default”, just set all of the options on this pageto "Off" and click on"Save
and create nginx.conf". Thiswill create a very basic nginx.conf file.

One very important aspect of NginX isthat, unlike Apache, the site configuration file is not magically loaded on every
request. When using this feature you will have to do two things:

1. Make sure NginX can load the nginx.conf file. Admin Tools writes the (partial) NginX configuration file
ngi nx. conf intheroot of your site. By default, NginX won't even know this fileisthere! You need to include
it in your site's definition file by adding adirective like this:

i ncl ude / home/ myuser/ww/ ngi nx. conf;

The exact path to the file is shown in Admin Tools NginX Configuration Maker page itself. Y ou only need to do
this ONCE.

If your host doesn't allow you to do that they might be giving you a way to add custom NginX configuration
variables. In this case use the Preview button in the NginX Configuration Maker page to get the raw NginX
configuration commands and give them to your host for inclusion in the NginX configuration.

If you have a choi ce between these two methods of providing the custom NginX configuration to your server please
use the second one. It's harder to manage but it's far more secure. The first method of having your NginX server
include a configuration file off the web root is not a good idea as far as security is concerned: a sy attacker could
modify that file to their benefit and just wait for the NginX server to restart. Ideally, that first method should only
be used on a private test server which is not accessible from the Internet and only for debugging and devel opment
purposes.

If your host doesn't allow you to provide custom NginX configuration, sorry, you're out of luck: you will not be
able to use this feature of Admin Tools.

2. Reload or restart your NginX server. Remember that modifying the NginX configuration has NO EFFECT until
you reload or restart the NginX server. Thisis part of what makes NginX so incredibly fast.
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FInally, do note that the NginX configuration maker makes the assumption that you've configured PHP to run through
FastCGI using the exact method described in NginX's documentation [http://wiki.nginx.org/PHPFcgiExample]. If
you're using a different method to enable PHP on your NginX server the generated configuration may not work on
your server or even cause problems accessing your web site.

The top part of the NginX configuration maker page contains the standard toolbar buttons you'd expect:

The NginX Configuration Maker'stoolbar

¥ NginX Configuration Maker 2 | [/ TheBoota | €@  UserMenu v

B Save and create nginx.conf =~ v % Reset NginX Maker options B Preview < Back

Will the NginX Configuration Maker work with my server?

No, not at all. We have detected that you are using a server type which is incompatible with NginX configuration files (e.g. Microsoft IIS, Apache, Lightspeed or Lighttpd). Using
the NginX Configuration Maker will have no effect whatsoever on your site.

IMPORTANT

Due to the efficient way NginX works, you will need to do two things for these settings to have any effect. First, you should copy the contents of the NginX configuration file for
this site and copy it into your main one (if this is a dev site you could simply include the site file adding the line include %s; inside the server definition). Then you need to reload
Or restart your server.

If some of the aspects of your site suddenly stop working it's up to you to find the proper exceptions required for their correct operation. Instructions are given in the component’s
documentation. Please remember that settings do not take effect until you reload or restart your NginX server.

* Save and create nginx.conf saves the changes you have made in this page's options and creates the
new ngi nx. conf file. If you aready had a ngi nx. conf file on your site, it will be renamed to
ngi nx. adni nt ool s beforethe new fileiswritten to disk.

 Save without creating nginx.conf (visible after clicking the dropdown arrow next to the previous button) saves the
changes you have made in this page's options without creating anew ngi nx. conf file. This should be used when
you have not decided on some optionsyet, or if you want to preview the generated ngi nx. conf filebeforewriting
it to disk.

* Reset NginX Maker options will reset all options on the page to the default settings you'd see when first installing
Admin Tools. Please note that thisis NOT the same as turning off every option! The default settings have several
features turned on. Use this button only when you feel you've messed up so bad you don't even know where to
begin fixing things.

 Preview pops up adialog where you can see how the generated ngi nx. conf file will look like without writing
it to disk. This dialog shows the saved configuration. If you have modified any settings they will not be reflected
in there until you click either of the save buttons.

This feature comes in handy in a different way as well. It's generally a bad idea having your server configuration
in the public web root of your site (the ngi nx. conf file). Instead, you can copy the generated code from the
preview and insert it to your server's configuration. The exact way to do that and whether it needs some manual
editing is host- and server-specific. If unsure, ask your host. NginX is a devel oper-friendly web server, not an end-
user-friendly server. Make sure you understand what you're doing.

» The Back button takes you back to the Control Panel page.

Below the toolbar there are several panes with different options, described below. Before you do that, please read the
following paragraphs.

Depending on your web server settings, some of these options may be incompatible with your site. Inthis case you will
get ablank page or an Internal Server Error 500 error page when trying to access any part of your site. If this happens,
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you have to remove the contents of ngi nx. conf file from your site's root directory using an FTP application or
the File Manager feature of your hosting control panel OR remove al custom configuration from your NginX site
configuration file (depending on which method you chose). Then you MUST reload or restart NginX for the changes

to take effect.

We strongly suggest that you begin by setting all options to No and then enable them one by one, creating a new
configuration (and reloading your NginX server) after you have enabled each one of them. If you bump into a blank
or error page you will know that the last option you tried is incompatible with your host. Unfortunately, there is no
other way than trial and error to deduce which options may be incompatible with your server.

7.1. Basic

Basic security

Security

Disable directory listings
(recommended)

Protect against common file
injection attacks

Disable PHP Easter Eggs

. -
" -
. -

Block access to configuration.php- - Yes

dist and htaccess.txt

Protect against clickjacking

m -

Block access from specific user - Yes

agents

User agents to block

Block common exploits

Enable SEF URLs

Disable
directory listings
(recommended)

Protect against
common file
injection attacks

Disable PHP
Easter Eggs

m BOT for JCE x BlackWidow Bot mailto:craftbot@yahoo.com CazoodleBot »

ChinaClaw x m m m Default Browser 0 x Download Demon  x ~
Type or select some options
" -
. -

When disabled, your web server might list the files and subdirectories of any directory on your
site if there is no index.html file inside it. This can pose a security risk, so you should always
enable this option to avoid this from happening.

Many attackers try to exploit vulnerable extensions on your site by tricking them into including
malicious code hosted on the attacker's server. Enabling thisoption will protect your server against
this kind of attacks. This works by preventing any URL which references an http:// or https://
URL in the query string. Sometimes these are legitimate requests. For example, some gallery
components use them. In this case you are recommended to use the RFIShield (Remote File
Inclusion protection) in the Web Application Firewall and turn this NginX Configuration Maker
option OFF.

PHP hasafun and annoying feature known as"Easter Eggs". By passing aspecial URL parameter,
PHPwill display apictureinstead of the actual page requested. Whereasthisisconsidered fun, itis
also widely exploited by attackersto figure out the version of your PHP installation (these images
change between different versions of PHP) and launch hacking attacks targeting your specific
PHP version. By enabling this option you completely disable access to those Easter Eggs and
make it even more difficult for attackers to figure out the details of your server.
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Block accessto
configuration.php-
dist and
htaccess.txt

Protect against
clickjacking

Block access
from specific
user agents

User agentsto
block

Note: You are advised to also set expose_php to O f in your php. i ni file to prevent
accidental leaks of your PHP version.

These two files are left behind after any Joomlal installation or upgrade and can be directly
accessed from theweb. They are used by attackersto tell the Joomla! version you are using, so that
they can tailor an attack targeting your specific Joomlal version. Enabling this option will "hide"
those files when accessed from the web (a 404 Not Found page is returned), tricking attackers
into believing that these files do not exist and making it slightly more difficult for them to deduce
information about your site. This option aso hides the web.config.txt file included in Joomlal 3
and later for use with the I1S server.

Turning on this option will protect you against clickjacking [http://en.wikipedia.org/wiki/
Clickjacking]. It does so by preventing your site's pagesto beloaded in a, Frame, | Frame or Object
tag unless this comes from a page inside your own site. Please note that if your site relies on
its pages being accessible through frames / iframes displayed on other sites (NOT on your site
displaying content from other sites, that's irrelevant!) then you should not enable this option. If
unsure, enableiit.

When enabled, it will block any site access attempt if the remote program sends one of the user
agent strings in the User agents to block, one per line option. This feature is designed to protect
your site agai nst common bandwidth-hogging downl oad bots and otherwiselegitimatetool swhich
are more usually used for hacking sites than their benign intended functionality.

The user agent strings to block from accessing your site. Y ou don't have to enter the whole UA
string, just a part of it. The default setting includes several usual suspects.

You can type new entries by clicking at the end of the list, type the entry and press ENTER to
accept it. Delete items using the X button next to each entry.

Do note that some server with mod_security or mod_evasive installed will throw an "Access
forbidden" message if you try to save the configuration settings when thisfield contains the word
"WGet". If you come acrossthisissueit is not abug with Admin Tools or Joomlal, it is a server-
level protection feature kicking in. Just avoid including the word Wget and you should be out
of harm's way.

Default list of user agents to block

The following is the default list of user agents to block. It is very thorough and seems to be
reducing the number of attacks enormously. If you are upgrading from an earlier version you
might want to try it out.

WebBandi t
webbandi t
Acunet i x

bi nl ar

Bl ackW dow
Bolt O

Bot rmmilto:craftbot @ahoo.com
BOT for JCE
casper
checkpri vacy
Chi nadl aw
clshttp
cnswor | drmap
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conodo

Custo

Default Browser 0
di avol

DI | bot

DI SCo

dot bot

Downl oad Denpn
eCat ch

Ei r G abber

Emai | Col | ect or
Emai | Si phon
Emai | WI f
Express WebPi ct ures
extract
ExtractorPro
EyeNet | E

f eedf i nder
FHscan

Fl ashGet
flicky

Get Ri ght

Cet Veb!

Go- Ahead- Got - I t
Go!Zilla

grab

G abNet

G aful a

har vest

HWi ew

i a_archiver

I mage Stri pper
| mge Sucker

I nter GET
Internet Ninja
I nt er net Seer. com
j akarta

Java

Jet Car

JOC Wb Spi der
kncer ew

larbin
LeechFTP

i bwww

Mass Downl oader
Maxt hon$

m crosoft.url
M Down t ool

m ner

M ster Pi X
NEWr

MSFr ont Page
Navr oad
NearSite
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Net Vampire

Net Ant s

Net Spi der

Net ZI P

nut ch

Cct opus

Ofline Explorer
O fline Navigator
PageG abber

Papa Foto

pavuk

pcBrowser

Peopl ePa

pl anet wor k

psbot

pur ebot

pycur |

Real Downl oad
ReCet

Ri ppers 0
SeaMonkey$

si techeck. i nternetseer.com
Si t eSnagger
skygrid
Smar t Downl oad
sucker

Super Bot

Super HTTP
Sur f bot

t AkeCut

Tel eport Pro
Toata dragostea nmea pentru di avol a
turnit

vi kspi der

Voi dEYE

Web | mage Col | ector
VWb Sucker
WebAut o
WebCopi er
VWebFet ch

WebGo IS
WeblLeacher
WebReaper
WebSauger
Website eXtractor
Website Quester
WebSt ri pper
VebWhacker
VebzIl P

Wet

W dow

WAN Mechani ze
VWNWAOFFLE

Xal don WebSpi der
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Block common
exploits

Enable SEF
URLs

Yandex

Zeus

zmeu

Cazoodl| eBot

di scobot

ecxi

GTI: . WwWw
heritrix
HTTP::Lite

HTTr ack

i a_archiver

i d-search

i d-search.org

| DBot

I ndy Library

| RLbot

I SC Systens i Rc Search 2.1
Li nksManager . com bot
I'i nkwal ker

I wp-trivial
M-C_Tear _Sanpl e
M crosoft URL Control
M ssi gua Locat or
pansci ent.com
PECL: : HTTP
PHPCr aw

Pl easeCr aw

SBI der

Snoopy

St eel er

URI : : Fetch
urllib

Web Sucker
webal t a

WebCol | age
Wells Search |1
VEP Sear ch
zermnel o

ZyBor g

I ndy Library

I'i bwww per |
Go!Zilla

Tur ni ti nBot

sql map

Enabling this option will include a set of options recommended by Joomlal to protect against
(obsolete) common exploits which no longer have any effect on Joomlal 2.5 and later. It's till
a good idea to enable this option as a means to reduce the number of unnecessary requests to
your site.

Enabling this option will allow your site to use SEF (ak.a. "beautiful") URLS, with or without
index.php in them. Y ou are recommended to |eave this option turned on unless you have a custom
URL forwarding setup already in place.
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7.2. Server protection

Server protection (partial screenshot)

Server protection

Backend protection - Yes

Backend directories where file

type exceptions are allowed Directory * +
administrator/ component + = &

administrator/ modules + - &
administrator/ templates + - &

7z = EOT

selected directories
[ worr « Jworr2 « Jav « Jomp « Jess o« Jdoc  Jaoox < Jeor < Jw . Jar < Jom ]
TS °¥A (75 ¥ 78 [71 750 05 £758 790 C7FR

This feature is based on the principle of ‘nothing runs on my site unless | explicitly alow it" ak.a. ‘deny-first’. This
isagreat policy which puts you in total control of your site, greatly reducing your attack surface area.

By blocking access to front-end and back-end elements (media files, Javascript, CSS and PHP files) it makes it
extremely hard —but not outright impossible— for an attacker to hack your site, even if he manages to exploit a
security vulnerability to upload malicious PHP code to your site. Additionally, it will deny direct access to resources
not designed to be directly accessible from the web, such as translation INI files, which are usually used by attackers
to find out which version of Joomla and its extensions you are running on your site to tailor an attack to your site.

On the downside, you have to explicitly enable access to some extensions PHP files which are designed to be called
directly from the web and not through Joomlal's main file, i ndex. php.

Do note that enabling this feature will kill the functionality of some extensions which create arbitrarily named PHP
files throughout your site. In our humble opinion the security risk of having your site unprotected greatly outweighs
the benefits of such extensions. As aresult, we strongly suggest disabling these extensions.

There are three sections of configuration settings controlling the functionality of the Server Protection feature. In short,
you have controls for protecting the backend of your site (everything under the administrator directory), the frontend
of the site (everything NOT under the administrator directory) and exceptions to these rules.

Starting with the backend section we see the following