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Abstract

This book covers the use of the Akeeba Backup site backup component for Joomlal ™ -powered web sites. It does
not cover any other software of the Akeeba Backup suite, including Kickstart and the desktop applications which
have documentation of their own. Both the free Akeeba Backup Core and the subscription-based Akeeba Backup
Professional editions are completely covered.

Permission is granted to copy, distribute and/or modify this document under the terms of the GNU Free Documentation License, Version 1.3 or any
later version published by the Free Software Foundation; with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts. A copy of
thelicense isincluded in the appendix entitled "The GNU Free Documentation License".
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Chapter 1. Introduction
1. Introducing Akeeba Backup

Akeeba Backup is a complete site backup solution for your Joomlal ™ powered website. As the successor to the
acclaimed JoomlaPack component, Akeeba Backup builds on its strong legacy to deliver an easy to use, yet powerful,
solution to backing up, restoring and moving your site between servers of the same or different architecture.

Its mission is simple: backup your entire site - including all files and database contents - inside a standalone archive.
Y ou can then restore your entire site from the contents of this archive, without the need of installing Joomlal ™ prior
to the restoration. Y ou can do so in asingle click manner, without the tedious work required to set up and test external
utilities, without changing your server configuration and without having to dive into obscure configuration options.

If you want absolute power and flexibility, Akeeba Backup is right for you, too! It puts you in charge of fine-tuning
your backup, choosing which directories, files or database tables to exclude. It can even alow you to backup non-
Joomlal ™ content, as long as you specify which off-site directories and databases you want to add.

Akeeba Backup has won three J.O.S.C.A.R. awards at J and Beyond. The JO.S.C.A.R. awards are the result of a
peer voting process, where the high-end Joomlal developers and web designers participating in the J and Beyond
conferences pick the top extensions for Joomlal.

2. Indicative uses

Akeeba Backup can be used for much more than just backup. Some indicative uses are;

» Security backups. Taking a snapshot of your site should your server fail, or a hacker exploit some security hole
to deface or compromise your site.

» Template sites. Web professionals have used Akeeba Backup in order to create "template sites*. This means that
you can build asite on alocal server, install every component you usually do on most clients sites and back it up.
Y ou nhow have acanned sitethat can serve asagreat template for future clients. Using the same method you can have
asnapshot of all the sitesyou have built for your clients, without the need to have them installed on your local server.

» Build asiteoff-line, upload thefinished site easily. Web professional s can build acompl ete site off-lineon alocal
server and when done take a snapshot with Akeeba Backup, then restore it on the production site.

» Testing upgrades locally, without risking breaking the on-line site. Joomlal™ updates have the potential of
breaking things, especially in complex or badly written components and modules. Web masters use Akeeba Backup
to get a site snapshot, restore it on alocal test server, perform the upgrade there and test for any problems without
thelive site being at risk.

» Debugging locally. Almost the same as above, web professionals have used Akeeba Backup to take a snapshot of
aclient's Joomlal ™ site in order to perform bug hunting. Using Akeeba Backup again, they can upload the fixed
site back on the live server.

» Relocating a siteto a new host. Web masters who want to take their siteto anew host have found Akeeba Backup
to be their saviour. Just backup the original site and restore on the new host; presto, your site is relocated with
virtually no effort at all.

Akeeba Backup has the potential to save you hours of hard labor, according to our users. It islicensed under the GNU
General Public Licenseversion 3 or, at your option, any later version of thelicense. Asaresult, you are free to modify
it to your liking and install it on as many sites as you like without having to pay for apricey "developer's license".
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Akeeba Backup comes in two editions, Core and Professional. Akeeba Backup Core is provided free of charge and
containsall the featuresatypical webmaster would liketo havein order to easily compl ete backup and restoration jobs.
Even if thisis not enough for you, we even give away our full documentation and the comprehensive troubleshooter
guide without charging asingle penny! If you find something missing, or spotted a bug, don't be afraid to contact us.
We have an ongoing Bug Bounty: if you're the first to help us solve a substantial bug, you'll get afree subscription.

Akeeba Backup Professional is designed to take your experience to a whole new level. Featuring advanced options,
like embedded restoration, inclusion of external directories and databases, powerful filters based on regular expres-
sions, easy exclusion of Joomlal ™ extensions and support for putting your backups on compatible cloud storage ser-
vices (such as Amazon's S3), it is designed to give the professional user a strong efficiency leverage. Akeeba Backup
Professional isthe ideal choice for professional web developers. Thanksto its liberal GNU GPL v3 license, Akeeba
Backup Professional can be installed on an unlimited number of clients' websites, royalty-free! Amazing, isn't it?

3. A typical backup/restoration work flow

As stated, Akeeba Backup is designed to make your life easier. It does that by streamlining the work flow of backing
up and restoring (or migrating) your site. From Akeeba Backup's perspective, restoring to the same host and location,
copying your site in asubdirectory / subdomain of the same host or transferring your site to a completely new host is
identical. That's right, Akeeba Backup doesn't care if you are restoring, copying, cloning or migrating your site! The
process is always the same, so you only have to learn it once. The learning curve is very smaooth, too!

Warning

DO NOT ATTEMPT TO RESTORE TO A DIFFERENT DATABASE TECHNOLOGY. IT WILL
NOT WORK, IT ISNOT SUPPOSED TO WORK AND IT CANNOT BE MADE TO WORK. For
exampleif you took a backup from a site using aMySQL database you CANNOT restore this database on a
PostgreSQL , Microsoft SQL Server or Windows Azure SQL database.

For your information: the structure of tables is extremely different between different database server tech-
nologies. There is no one-to-one correspondence between the structures among two different database server
technologies. Asaresult the conversion processisavery manual and tedious job which involvesalot of trial
and error and knowing the code which is going to be using this database. To give you an idea, converting the
tiny and easy database structure of Akeeba Backup to MS SQL Server and PostgreSQL took about 20 hours
and involved making alot of changesto our codeto cater for the new databases. That wasthe preparatory BE-
FORE we started working on the actual database backup code. Thisis something which cannot be automated.

The typical work flow involves using two utilities from the Akeeba Backup suite: the Akeeba Backup component
itself, and Akeeba Kickstart. Here isthe overview:

1. Install Akeeba Backup and configureit to taste. Or use the automated Configuration Wizard to automatically con-
figure it with the perfect settings for your server. Hit on the Backup Now button and let your site back up. When it
finishes up, click on the Administer Backup Files button. Click on the download links on the far-right of the only
backup entry from the list - or, better yet, use FTP to do that - saving al parts of the backup archive somewhere
on your local PC.

2. Extract the kickstart- VERSI ON .zip file you downloaded from our Downloads repository. The only contained files
areki ckst art . php and the trangation INI files. Upload them to the server on which you want to restore your
siteto.

3. Upload all parts of the backup archive (do not extract it yet, just upload the files) to the server on which you
want to restore your site to (called here forth the target server ). Your server's directory should now contain the
ki ckst art. php and the parts of the backup archive (.jpa, .j01, etc).

4. Fire up your browser and visit the Kickstat URL on your target server, for example http://
www. exanpl e. conl ki ckstart. php
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. Change any option - if necessary - and hit the Start button. Sit back while Kickstart extracts the backup archive

directly on the server! It's ultra-fast too (when compared to FTP uploading all those 4000+ files!). If it fails with
an error, go back, select the Upl oad usi ng FTP option and supply your FTP connection information, then
click on Start again.

. A new window pops up. It's the Akeeba Backup Installer (ABI), the site restoration script which was embedded

inside your archive. Do not close the Kickstart window yet!

. Follow the prompts of the Akeeba Backup Installer, filling in the details of the new server (most importantly, the

new database connection and FTP connection information).

. When the Akeeba Backup Installer is done, it prompts you to delete the installation directory. Ignore this prompt

and simply close the ABI window.

. Back to the Kickstart window, click the button titled Clean Up. Kickstart removestheinstallation directory, restores

your .htaccessfile (if you had one in the first place), removes the backup archive and itself.

10.Believeit or not, you have aworking site! Honestly! Click on the View the front-end button to visit your new site.

If you are restoring to a different subdirectory on the same server asthe original site, or to awhole different host, you
might need to edit your .htaccess file for your site to work properly. Thisisall described in the restoration section of
this guide. If you need help backing up your site, take alook in the Backup Now section of this guide.

4. Server environment requirements

In order to work, Akeeba Backup requires the following server software environment:

Joomlad™ and PHP version compatibilities are detailed in our Version Compatibility matrix [https.//
www.akeebabackup.com/compatibility.html].

MySQL 5.0.42 or later. MySQL 5.1 or later recommended for optimal performance. MySQL 4.x is not supported.
Alternatively you may use PostgreSQL 9.1+, Microsoft SQL Server 2008+ or Microsoft Windows Azure SQL
database. Akeeba Backup (since version 3.8.0) is able to backup and restore databases running on any of the above
server technologies.

Minimum 24Mb of PHP menory_|i mi t (sufficient only for smaller web sites, without many plug-ins and mod-
ules running). More s better. 32Mb to 64Mb recommended for optimal performance on large sites. 128Mb is rec-
ommended for sites containing deep-nested directories with thousands of files.

Even though Akeeba Backup may run on servers with a lesser memory limit, it is unlikely that it will ever finish
the backup process.

The PHP function opendi r must be available.

Available free space or quota limit about 75%-80% of your site's size (excluding the cache, temporary and backup
directories).

The cURL PHP module must be installed for FTP and cloud backup to work.

Asfar asthe browser is concerned, you can use:

Internet Explorer 9, or greater (IE7 and I E6 are not supported, 1E8 users may get random backup crashes on larger
sites).

Safari 4, or greater

Opera9, or greater. Experimental support due to lack of interest by users.
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» Google Chrome 4 or greater. Thisisthe best supported browser.

Some versions of Firefox are displaying erratic behaviour with Javascript. We cannot guarantee trouble-free operation
under Firefox. Most likely it will work just fine, but if you do spot an odd behaviour pleasetry using one of the supported
browsers above before assuming thereis a bug in our software. Most likely it's abug in your version of Firefox.

In any case, you must make sure that Javascript is enabled on your browser for the backup to work. If you are using
AVG antivirus, please disable its Link Checker feature (and reboot your computer) as it is known to cause problems
with several Javascript-based web applications, including Akeeba Backup and itstools.




Chapter 2. Installation, updates and
upgrades

1. Installing Akeeba Backup

Installing Akeeba Backup is no different than installing any other Joomlal ™ extension on your site. You can read
the complete instructions for installing Joomlal ™ extensions on the official help page [http://help.joomla.org/con-
tent/view/1476/235/]. Throughout this chapter we assume that you are familiar with these instructions and we will
not duplicate them.

1.1. Getting the installation packages

Y ou can download the latest installation packages by visiting our site at http://www.akeebabackup.com. Just click on
the Download, Official Releases menu item on the top menu of our site. Then click on Akeeba Backup. The releases
are listed with the newest release always on top. Click on it to view thefiles. If you are not a subscriber, click on the
Akeeba Backup Core to download the ZIP installation package.

If you are a subscriber to the Professional release (AKEEBAPRO or AKEEBADELUXE levels), please log in first.
You should then see an item on this page reading Akeeba Backup Professional. Click on it to download the ZIP
installation package.

I mportant

Please consult our Version Compatibility matrix [https://www.akeebabackup.com/compatibility.html] to
make sure that you are downloading the correct Akeeba Backup release for your Joomlal and PHP version.
We will NOT provide any support whatsoever to users trying to install Akeeba Backup on Joomla! / PHP
release which the compatibility matrix doesn't explicitly state is compatible with the Akeeba Backup version
they aretrying to install.

All Akeeba Backup installation packages contain the component, the backup notification icon module for your admin-
istrator area, our plugins and al trandation files. Installing it will install al of the above items automatically.lt can
also be used to upgrade Akeeba Backup; just install it without uninstalling the previous release.

In any case, do not extract the ZIP files yet!

Warning

Attention Mac OS X user sl Safari, the default web server provided to you by Apple, isautomatically extract-
ing the ZIP file into a directory and removes the ZIP file. In order to install the extension through Joomlal's
extensions installer you must select that directory, right-click on it and select Compress to get a ZIP file of
its contents.

1.2. Installing the backup component and language files

Log in to your site's administrator section. Click on the Extensions, Install/Uninstall (Joomlal 1.5) or Extensions,
Manage (Joomlal 1.6 users) link on the top menu. In this page, locate the Browse button in the Upload Package File
area. Locatetheinstallation ZIPfileyou had previously downloaded and select it. Back to the page, click on the Upload
File & Install button. After a short while, Joomlal ™ will tell you that the component has been installed. It will also
let you know if the icon module and plugins were installed.
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Warning

Akeeba Backup is abig extension (over 2Mb for the Professional release). Some servers do not allow you to
upload filesthat big. If thisisthe case you can try the Manual installation.

If you have a WAMPServer local server, please note that its default configuration does not allow files over
2Mb to be uploaded. To work around that, |eft-click on the WAMP icon (the green W), click on PHP, php.ini
and find the line beginning with upl oad_nax_fi | esi ze. Changeit so that it reads:

upl oad_nmax_filesize = 6M

Savethisfile. Now, left-click on the WAMP icon, click on Apache, Service, Restart Service and you can now
install the component. Editing the php. i ni file should also work on all other servers, local and live alike.

If the installation did not work, please take alook at the following two sections!

1.2.1. Manual installation

Sometimes Joomlal ™ is unable to properly extract ZIP archives due to technical limitations on your server. In this
case, you can follow a manual installation procedure.

First, you have to extract the installation ZIP filein a subdirectory named akeeba on your local PC. Then, upload the
entire subdirectory inside your site'stemporary directory. At thispoint, there should be a subdirectory named akeeba
inside your site's temporary directory which contains al of the ZIP package's files.

If you are unsure where your site'stemporary directory islocated, you can look it up by going to the Global Configura-
tion, click on the Server tab and take alook at the Path to Temp-folder setting. The default setting isthet nmp directory
under your site'sroot. Rarely, especially on automated installations using Fantastico, this might have been assigned the
system-wide/ t np directory. In this case, please consult your host for instructions on how to upload filesinside this
directory, or about changing your Joomlal ™ temporary directory back to the default location and making it writable.

Assuming that you are past this uploading step, click on the Extensions, Install/Uninstall (Joomla! 1.5) or Extensions,
Manage (Joomlal 1.6 users) link on the top menu. In this page, locate the Install Directory edit box in the Install
from Directory area. It is aready filled in with the absolute path to your temporary directory, for example / var/
www j oo a/ t np. Please append / akeeba toit. As per our example, it should look something like/ var / wwww/
j oo a/ t np/ akeeba. Then, click on the Install button.

If you still can't install Akeeba Backup and you are receiving messages regarding unwritable directories, inability to
move files or other similar file system related error messages, please do not ask us for support. These errors stem from
your site set up and can best be resolved by asking for help in the official Joomlal ™ forums [http://forum.joomla.org].

1.2.2. The installation / update broke my site!

Some users have reported that after they have installed or updated Akeeba Backup, they were no longer able to access
parts of their site, especially the back-end. Thisis an indication of afailed or partial installation. Should this happen,
useyour FTP client to remove the following directories (some of them may not be present on your site; thisisnormal):

admi ni st rat or/ conponent/com akeeba
admi ni st rat or/ nodul es/ nod_akadni n
conponent / com akeeba

nmedi a/ com akeeba

pl ugi ns/ qui cki con/ akeebabackup

pl ugi ns/ syst enf akeebaupdat echeck
pl ugi ns/ syst enf backuponupdat e

pl ugi ns/ syst enf onecl i ckacti on
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pl ugi ns/ systeni srp

Thiswill do thetrick! You will now be able to access your site's administrator page again and retry installing Akeeba
Backup

2. Upgrading from Core to Professional

Upgrading from Akeeba Backup Core to Akeeba Backup Professional is by no means different than installing the
component. You do not have to uninstall the previous version; in fact, you are discouraged from doing so. Simply
follow the installation instructions so asto install Akeeba Backup Professional over the existing Akeeba Backup Core
installation. That's al! All your settings are preserved.

I mportant

When upgrading from Core to Professional you must install the Professional package twice. For an unknown
reason, Joomlal does not copy some of the Professional package's filesthefirst time you install it. However,
if you install the package again (without uninstalling your existing copy of Akeeba Backup) finally Joomla!
copies all of the necessary files and performs the upgrade correctly.

3. Updating to the latest version

Checking for the latest version and upgrading

You can easily check for the latest published version of the Akeeba Backup component by visiting http://
www.akeebabackup.com/latest. The page lists the version and release date of the latest Akeeba Backup release. Y ou
can check it agai nst the data which appear on the right-hand pane of your AkeebaBackup Control Panel. If your release
isout of date, simply click on the Download link to download the install package of the latest release to your PC.

Updating Akeeba Backup to the latest version is by no means different than installing the component. Y ou do not have
to uninstall the previousversion; infact, you are discouraged from doing so. Simply follow the installation instructions
so asto install the latest Akeeba Backup version over the existing Akeeba Backup installation. That's al! All your
settings are preserved.

Live update

Thereisaso an alternate update path, if your server supportsit. Itiscalled the"Live Update" featureand it isavailable
since Akeeba Backup 3.0.b1. Whenever you visit the Akeeba Backup Control Panel, it will automatically check for
the existence of an updated version and it will notify you. Clicking on the notification allows you to perform alive
update without further interaction. Do note that if your server is protected by a firewall you'll have to enable port 80
and 443 TCP traffic to www.akeebabackup.com and cdn.akeebabackup.com for this feature to work properly.

Joomla! extensions udpater

Please DO NOT use Joomlal's own extension updater to update Akeeba Backup. It will not work and may result in
your site breaking. We will NOT provide support to people using this unsupported update method.

4. Installation troubleshooting

Please consult our installation troubleshooting page [https.//www.akeebabackup.com/documentati on/troubl eshoot-
er/abinstallation.html] (it applies to updates, too!)
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5. Requesting support and reporting bugs

Since July 7th, 2011, support is provided only to subscribers. If you already have an active AKEEBABACKUP,
ESSENTIALS or DELUXE subscription you already have access to the support ticket system; you don’t need to buy
an extra subscription. In order to request support just log in to our site and go to Support, Akeeba Backup 3.x and click
on the "New Ticket" button. If you can't see the button please use the Contact Us page to let us know of the ticket
system problem and remember to tell us your username.

If you want to report a bug, please use the Contact Us page of our site. You don't need to be a subscriber to report
a bug. Please note that unsolicited support requests sent through the Contact Us page will not be addressed. If you
believe you are reporting a bug please indicate so in the contact form.

We regret to inform you that per our Support Policy we cannot provide support over Twitter, Facebook, email, Skype,
telephone, the official Joomla! forum or any other method except the Support section on our site. We also cannot take
bug reports over any other medium except the Contact Us page and the Support section on our site. We impose those
restrictionsin order to ensure a high level of service and quality. Thank you for your understanding.
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Chapter 3. Using the Akeeba Backup
component

In this chapter you are going to find detailed reference of al the pages, options and features of the Akeeba Backup
components. To get things organized in alogical manner, we chose to present the individual pagesin the same manner
they appear on the component's Control Panel page, i.e. the first page which is presented to you when you launch the
component's back-end. Some of the pages are not available as Control Panel icons, but from different areas of the
component. These are discussed first.

1. Pages outside the Control Panel panes

1.1. Common navigation elements

All pages have their title displayed above their contents. On the tool bar there is a Control Panel icon. Clicking it will
bring you back to Akeeba Backup's Control Panel (the first page of the component, with al the buttons).

On pages where editing takes place (e.g. the Configuration page, the profiles editor, etc) instead of the Control Panel
icon thereisa Cancel icon which discards any changes made and returns you to the previous page. On those pages you
will also find a Save icon which saves settings and returns you to the previous page, as well as an Apply icon which
saves settings and returns you to the same editing page.

On the bottom of each page, just above the Joomlal ™ footer, there is the license information. On the Control Panel
page of the Akeeba Backup Core editions there is also a donation link appearing on the right sidebar; if you feel that
Akeeba Backup was useful for you do not hesitate to donate any amount you deem appropriate.

1.2. The Control Panel

The main page which loads when you click on Components, Akeeba Backup is called the Control Panel screen. From
hereyou can seeif everythingisinworking order and accessall of the component'sfunctionsand configuration options.

If Akeeba Backup detects a problem with loading the necessary Javascript files, it will issue a big warning message
notifying you that it couldn't load the necessary Javascript files. Sometimes, depending on your server settings, this
message will not be shown but the interface will behave erratically and appear different than the screen shots provided
inhere. Inthiscase, you haveto useyour favorite FTP client and givethenedi a/ com akeeba directory and al of its
contained subdirectories and files 0755 permissions (read/write/execute for the owner, read/execute for group and oth-
ers). If thisdoesn't work, one of your system pluginsiskilling Akeeba Backup'sjQuery integration. In this case, please
contact us. Even if you're not asubscriber, please drop usaline using the Contact Us [ https.//www.akeebabackup.com/
contact-us.html] page so that we can figure out what happened and help you. That said, Akeeba Backup will try to
automatically do the necessary changes for you, as long as you have provided FTP connection information to your
site's Global Configuration and enabled the FTP option in that page.

If you see ablank page instead of the Control Panel, you may have avery old version of PHP installed on your server.
Akeeba Backup requires PHP 5.2.0 or later in order to work. Y ou can check your PHP version by going to your site's
administrator back-end and clicking on the Help, System Info menu item. Take alook at the PHP Version row. If the
number in there isin the 4.x.y, 5.0.x or 5.1.x range, you can't use Akeeba Backup on your server before upgrading
to PHP 5.2 or later.

I mportant

Even though the Control Panel may load in PHP 5.0.x or 5.1.x, the backup won't run on such old versions of
PHP. Y ou can check your PHP version by going to your site's System Information menu item. We strongly
suggest that you use the latest PHP 5.3.x or 5.4.x version for optimal operation of the component.
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Active Profile: #1 = Default Backup Profile $ 3 Switch Profiles

Under the quick links, there is the profile selection box. It serves a double purpose, indicating the active profile and
letting you switch between available profiles. Clicking on the drop down allows you to select a new profile. Changing
the selection (clicking on the drop down list and selecting a new profile) automatically makes this new profile current
and Akeeba Backup notifies you about that. Should this not happen, you can manually click on the Switch Profile
button on the right to forcibly make the selected profile current.

Tip
The active profileis applied in al functions of the component, including configuration, filter settings, inclu-

sion options, etc. The only settings which are not dependent on the active profile are those accessible from
the Component Parameters button. Keep thisin mind when editing any of Akeeba Backup's settings!

On theright hand side of the page, you will find a column with useful information.

Status Summary

Akeeba Backup is ready to backup your site

Akeeba Backup Professional svn1807 (2013-01-18)

Backup Statistics

Start 2012-09-12

Description  Backup taken on Wednesday, 12 September 2012 10:22

staus (T

Origin Backend

Type Full site backup

There are two areas;

Status Summary  Inthisareayou can find information regarding the status of your backup output directory. Akeeba
Backup will warn you if this directory is unwritable. If the text reads that there are potential
problems you must take alook at the details below to find out what these might be!

| mportant

No matter what the PHP Safe Mode setting is, it is possible that your host enforces
open_basedir restrictionswhich only allow you to have an output directory under ahand-
ful of predefined locations. On this occasion, Akeeba Backup will report the folder un-
writable even though you might have enforced 0777 (read, write and execute allowed for
al) permissions. These restrictions are reported in the section below the overall status
text as an item entitled "open_basedir restrictions".

If any potential problems have been detected, right below the overall status you will find one or
several warningslinks. Just click on each warning's description to get a pop up window explaining
the potentia problem, its impact on your backup and precautionary or corrective steps you can
take. If this section is empty, no detectable problems were found; thisis a good thing, indeed!
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| mportant

Y ou are supposed to read the full text of the warnings by clicking on each item. Quite
often users post for support on our forum asking something which is already written in
the full text of the warnings. Please, DO NOT seek support unless you have read the
detailed descriptions of all of the potential problems appearing in this box.

Below of al this information you can find a donation link. If you feel that Akeeba Backup has
saved your day - and you do not wish or can't afford subscribing to the Professional edition - you
can donate a small amount of money to help us keep the free version going!

Backup Statistics  This panel informsyou about the status of your last backup attempt. The information shown isthe
date and time of backup, the origin (e.g. remote, backend, frontend and so on), the profile used
and the backup status.

Basic Operations

11 3 @ 0 Ea);

Configuration Profiles Configuration Backup Now Manage Backups View Log
Wizard Management

e V4

Site Transfer Scheduling Component
Wizard Information Parameters You have the latest
version

Include data in the backup

]
S +
Multiple Databases Off-site Directories
Definitions Inclusion

Exclude data from the backup

L (= [
o o ° o w2
Files and Database Tables Extension Filters RegEx Files and RegEx Database

Directories Exclusion Directories Tables Exclusion
Exclusion Exclusion

The left navigation panel set allows access to the different functions of the component, by clicking on each icon.
There are two icons which need special mention, the updates icon and the Component Parametersicon.

Since Akeeba Backup 3.2 thereisa"Live Update" feature integrated in the navigation panel. Every time you display
the Control Panel page, Akeeba Backup will query AkeebaBackup.com for the existence of a new release and cache
this data for amaximum of 24 hours. If it discoversthat your version is out of date, it will allow you to upgrade to the
latest release by clicking on the update icon which displays as the last item of the Basic Operations set of icons. If this
doesn't work on your host, you can always update manually, as explained earlier in this document.

| mportant

For this feature to work you must ensure that your server can communicate with akeebabackup.com. If you
are behind afirewall, make sure that you open TCP traffic over port 80 and 443 to www.akeebabackup.com
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and cdn.akeebabackup.com. Please note that cdn.akeebabackup.com is a CDN and as such does not have a
fixed IP address. If your host asks you for the IP address do tell them to run "host cdn.akeebabackup.com”
from their server to determine which |Ps serve the location where their server isinstalled.

If you are a subscriber to the Professional release, the live update will not work properly unless you also specify your
AkeebaBackup.com Download 1D in the Component Parameters page. Since the Professional release is provided on
a subscription basis, whenever you ask Akeeba Backup to updateit, it has to provide your Download ID to our siteto
verify that you have a valid subscription before downloading the update installation package. Y ou can find out your
Download ID by logging in to AkeebaBackup.com and clicking on the My Subscriptions item on the right-hand user
menu module.

The Component Parameters button allows you to edit component-wide parameters, i.e. settings which apply to all
backup profiles. These options are mentioned in the following section.

1.2.1. Editing the component's Parameters

The second-to-last icon in the Basic Operations set is titled Component Parameters. Clicking on it will open the editor
page in amodal dialog (lightbox) on your browser. These parameters take effect regardless of the active profile.

Do note that this popup looks dlightly differently in Joomlal 3.0. However, the naming of the options and their asso-
ciated meaning is exactly the same. There are severa tabs:

Permissions
& Akeeba Backup Configuration Save  Save & Close | Cancel
Permissions Front-end backup Live update Security

Default permissions used for all content in this component.

Manage the permission settings for the user groups below. See notes at the bottom.

v Public

Action Select New Setting Calculated Setting 2
Configure Inherited % Not Allowed
Access Administration Interface Inherited + Not Allowed
Backup Now Inherited % Not Allowed
Configure Inherited % Not Allowed
Download Inherited % Not Allowed

» Manager
4 Administrator

» |- Registered

> Author
» Editor
» Publisher

This is the standard Joomlal ACL permissions setup tab. Akeeba Backup fully supports supports Joomlal ACLs and
uses the following three custom permissions:

Backup Now  Allows the users of the group to take backups.

Configure (The second one displayed in each group) Allows the users of the group to access the Configuration
page, aswell as all features which define what is included/excluded from the backup
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Download

Front-end backup

Allows the users of the group to download backup archives from the Manage Backups page.

Here you can define options which affect front-end, CRON and remote backups.

¥ Akeeba Backup Configuration Save | Save & Close = Cancel

Permissions Front-end backup Live update Security

This allows you to enable the legacy and Lite front-end backup modes

Enable front-end and remote backup ® No Yes

Secret word

Email on backup completion® No Yes

Email address

Email Subject

Email Body

Enable front-end
and remote back-

up
Secret word

Email on backup
completion
Email address

Email subject

Email body

Akeeba Backup allows you to take backups from the front-end, or from compatible remote clients
(e.g. Akeeba Remote CLI and other third party products or services). In order to be able to do so,
you have to enable this option.

Whenever you need to take afront-end backup, you have to supply this secret word to let Akeeba
Backup know that you really have access to its functions and you're not an impostor, or a hacker
attempting to cause a massive denial of service attack by overloading your server with backup
operations. Please use only alphanumeric characters, i.e. lower and upper case a-z letters and the
digits 0-9. Do not use special characters, asthey tend to cause problemswhen passed in the front-
end backup URL without converting them to URL encoded format (which is beyond the scope of
this manual - so just use &z, A-Z and 0-9, OK?)

When enabled, Akeeba Backup will send an email regarding the backup status every time afront-
end or remote backup is complete or failed.

When the above option is enabled, the email will be sent to this email address. If you leave it
blank, Akeeba Backup will send a copy of the email to all Super Administrators of the site.

This option lets you customi se the subject of the email message which will be sent when aremote,
CRON or front-end backup succeeds. Y ou can use the same variables you can use in file names,
i.e. [HOST] for the domain name of your site and [DATE] for the current date and time stamp.
Leave blank to use the generic default option.

This option lets you customise the body of the email message which will be sent when aremote,
CRON or front-end backup succeeds. Leave blank to use the generic default option. The email is
delivered as plain text; you may not use any HTML to format it. Y ou can use the same variables
you can use in file names, i.e. [HOST] for the domain name of your site and [DATE] for the
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Live update

current date and time stamp, inside the body text. Moreover, you may also use any or all of the
following variablesin order to enhance the clarity of your message:

[PROFILENUM-  The numeric ID of the current backup profile
BER]

[PROFILE- The description of the current backup profile
NAME]

[PARTCOUNT]  Thenumber of archive parts of the backup archive which was just generated

[FILELIST] A list of filenames of the archive parts of the backup archive which was just
generated

[REMOTESTA-  Available since Akeeba Backup 3.5.3. Shows the status of post-processing,

TUSY e.g. uploading the file to remote storage like Amazon S3. If you are not using
post-processing, this is always empty. If the transfer to the remote storage
was successful it will output " Post-processing (upload to remote storage) was
successful". If the transfer fails it will output "Post-processing (upload to
remote storage) has FAILED".

These options define how Akeeba Backup will notify you regarding available updates

* Akeeba Backup Configuration Save | Save & Close | Cancel

Permissions Front-end backup Live update Security

This section is internally used by Akeeba Backup when performing live update checks

Update to testing releases © No Yes

Download ID

Minimum release stability for update notifications .~ Alpha Beta Release Candidate ® Stable
Display PHP warning No ® Yes
Update only to When selected, the Live Update feature will not notify you of official releases (al phas, betas, RCs

developer releas
es

Download ID

and stables). Instead, it will notify you whenever a Developer's Release is published and allow
you to update to it. This should only be used on test sites and only if you want to try out the latest
and greatest features before they are well-tested and released to the public. Developer's Rel eases
may be broken or malfunction in unexpected ways. Y ou have been warned.

If and only if you are using the Professional release you have to specify your Download
ID for the live update feature to work properly. You can get your Download ID by visiting
AkeebaBackup.com and clicking My Subscriptions. Y our Download ID is printed below the list
of subscriptions. Filling in thisfield is required so that only users with a valid Professional sub-
scription can download update packages, just as you'd expect from any commercial software.

Note

Users of Akeeba Backup Core do not need to supply this information. Akeeba Backup
Core is provided free of charge to everybody, therefore there is no need to validate the
update against a username and a password.
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Minimum release
stahility for up-
date notifications

Security

Normally, Akeeba Backup's Live Update notifies you of all available updates, including the un-
stable ones (al pha, betaand RC). Should you wish to be notified only when a" stable enough™ new
version is available, set this option to the required setting. For example, setting this to "Release
Candidate" will not notify you about alphas and betas, but only for RCs and stable releases.

These options define how Akeeba Backup will secure your settings

¥ Akeeba Backup Configuration Save  Save & Close | Cancel

Permissions Front-end backup Live update Security

Security settings

Use encry]

Use Encryption

2. Basic

ption No ® Yes

Y our settings can be automatically stored encrypted using the industry standard AES-128 encryp-
tion scheme. This will protect your passwords and settings from prying eyes. If, however, you
do not want to use this feature, please set this option to No and reload the Control Panel page
to apply this setting. Do note that your server must have the merypt extension installed for this
feature to work.

Tip
For security reasons, we recommend always having this option turned on

Please note that you may have to go to the Configuration page and click on the Save button before
Akeeba Backup can successfully detect if your server supports encryption or not. Before doing
that, Akeeba Backup might always report that your server does not support encryption.

Operations

The Basic Operations group contains the most common functions you will need on your daily Akeeba Backup usage.
In fact, you will only use the other pages sparingly, mostly when you create a backup profile or want to update it after

doing significant ch

anges to your site.

2.1. Profiles Management

? Akeeba

ol
148
2

Backup: Profiles Management |
Control Panel New Copy Delet

Active Profile: #1 Default Backup Profile

1 & Configure... ®Export  Default Backup Profile

Choose File | No file

...... @ Export . Another profile
...... @ Exwort A third profile
...... @ Export  Dropbox test
...... @® Export  JPS Archive

Display # 20 ¥

chosen ol [ea8 Select an exported profile .json file from this or a different site to quickly import its settings.
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The Profiles Management page is the central place from where you can define and manage backup profiles . Each
backup profiles can be regarded as a container holding Akeeba Backup configuration values and filter settings. Each
one uniquely and completely defines the way Akeeba Backup will perform its backup process.

The main page consists of alist of all backup profiles. On the left hand column there is a check box allowing the
selection of a backup profile so that one of the toolbar operations can be applied. The other column displays the
description of the backup profile. Clicking on it leads you to the editor page, where you can change this description.

On the page's toolbar you can find the operations buttons:

New Creates anew, empty profile. Clicking on thisbutton will lead you to the editor page, where you can define
the name of the new profile, or cancel the operation if you've changed your mind.

Copy Creates a prostine copy of the selected backup profile. The copy will have the same name and include all
of the configuration options and filter settings of the original.

Delete Permanently removes all selected backup profiles. All associated configuration options and filter settings
areremoved aswell. Thisisan irreversible operation; once a profile is deleted, it's gone forever.

You can only delete one profile at atime. If you select multiple profiles, only the first one (topmost) will
be removed.

When you create a new profile or copy an existing profile, the newly generated profile becomes current. This means
that you can work on your new profile as soon as you're finished creating it, without the need to manually make it
current from the Control Panel page.

To the left of each profile's name you will find two buttons:

Configure... Clicking this button makes that profile current and opens the Configuration page. Thisis equiva
lent to going back to the Control Panel, selecting that profile in the list, waiting for the page to
reload and clicking on Configuration. We figured that having to click to just one button is much
faster —and simpler!

Export Since Akeeba Backup 3.6.6 you can export a profile in JISON format. Clicking this button will
ask you to download afile with all of the profile settings. Y ou will be able to import that file on
the same or a different site using the Import feature further down the page.

Warning

Please note that the file you are downloading contains all of the configuration informa-
tion UNENCRYPTED. We strongly advise you to NEVER, EVER use this feature on
a shared connection (e.g. library, airport, Internet cafe, etc), over an unencrypted Wi-
Fi network, when using a self-signed SSL certificate or in any other case where the se-
curity of your data is not guaranteed. It's fine using it over a secure connection, i.e. an
HTTPS connection using a commercially signed (not self signed!) SSL certificate. We
also strongly advise against storing exported profile filesin mediaor serviceswhich are
not encrypted and could be compromised, e.g. USB keys you use at your clients' office
(their PC may be laden with malware unbeknownst to you) or unencrypted cloud stor-
age. Something like an IronK ey, an encrypted ZIP archive (using AES encryption, not
the legacy ZIP encryption) or ahard disk protected with full-disk encryption softwareis
awaysthe preferred storage method. This may sound paranoid —and it is— but remember
that your configuration data may contain sensitive information like your access creden-
tialsto an FTP server, an Amazon S3 account, a Dropbox account, database connection
credentials and so on.
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Since Akeeba Backup 3.6.6 you can also find an Import area below the list of profile. Use the file browser field to
select apreviously exported profile file from the same or a different site. Then click the Import button. Akeeba Backup
will import the profile at the end of the profileslist.

I mportant

We strongly advise you to review your settings after importing a profile. If the profile comes from another
site and you have used an absolute path or overridden the database connection information you will have to
change those settings to reflect the new site's parameters.

P Akeeba Backup: Edit Profile v (m] [l < }

Save Save&Close Save&New Cancel

Profile Description  Default Backup Profile

The editor page which appears when creating or editing a profile is trivial. The only changeable parameter is the
profile'sdescription. Clicking on Save appliesthe settings and gets you to the main Profiles Management page. Clicking
on Apply appliesthe settings and returns you to the editor page. Finaly, clicking on Cancel will disregard any changes
made and get you to the main Profiles Management page.

Tip
In order to configure the settings of the profile click on the Configure button next to it in the profiles|list.

2.2. Configuration Wizard

Akeeba Backup 3.1.5 and later include the Configuration Wizard feature. This is an automated process which will
benchmark your server's performance and try to fine tune common configuration variables for optimal backup perfor-
mance. The Configuration Wizard settings are applied to the current profile only. If you want to fine tune a different
profile, you have to select it from the drop-down list in the Control Panel page before clicking on the Configuration
Wizard button. Do note that using the Configuration Wizard has the following effects:

 Your backup typeis switched to "Full site backup"
e Thearchiver engineis switched to "JPA (Recommended)”

If you want to use a different backup type and/or archive type, you can review the configuration changes after the
wizard is finished.

p Akeeba Backup:: Configuration Wizard

Control Panel

The Configuration Wizard runs a series of benchmarks on your server to determine the optimal backup settings for your site. Please do not navigate away from this page. It is
normal to appear frozen for periods up to three (3) minutes, depending on your server speed.

Benchmarking in Progress

g optimal AJAX method
Optimizing the minimum execution time
Examining Output Directory

Optimizing Database Dump engine settings

Optimizing the maximum execution time
Determining the required part size for split archives

The Configuration Wizard will automatically fine tune the following configuration parameters:
* AJAX method (use AJAX or |Frames)

» Optimize the minimum execution time so as to make the backup as fast as possible without your server throwing
403 Forbidden errors
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» Adjust the location and/or permissions of the output directory. Useful if you just transferred your site to a new
server or location.

» Optimize the database dump engine settings to make database dump as fast as possible, while avoiding memory
outage errors

» Optimize the maximum execution time so that as few steps as possible are performed during the backup, without
causing atimeout

» Automatically determinesif your server needs archive splitting.

| mportant

The Configuration Wizard does not address the archive splitting required when you are using a post-pro-
cessing engine (such as backup-to-email, S3, Dropbox, etc). If you are using post-processing you may have
to manually set the Part Size for Split Archivesto adifferent value manually.

At the end of the wizard process, you can either try taking a backup immediately or review and possibly modify the
configuration parameters.

2.3. Configuration

Note

Some options discussed below may be only available in the for-a-fee Professional edition!

The Configuration pageis split in many sections - or panes, if you like - each one serving asagroup for closely related
options. Each of those panes displays atitle and below it you can find all of the options. Hovering your mouse of the
label - the left hand part of each row - you will be presented with a quite big tooltip providing short documentation of
the setting and its available options. This way you won't have to refer to this document constantly when configuring
Akeeba Backup.

Some of the settings also feature a button. They can either do some action, like browsing for a folder and testing
connection parameters, or it may be labeled Configure.... Thislatter case is mostly interesting, as pressing the button
will toggle the display of a sub-pane which contains options pertaining to this specific option. This GUI pattern is
primarily used for "engines" type settings.

Another interface element worth mentioning are the composite drop-downs. Whenever you are supposed to enter a
number, Akeeba Backup presents you with a drop-down menu of the most common options. Y ou can either select a
valuefromthelist, or select "Custom...". Inthelatter case, atext box appearsto theright of the drop-down. Y ou can now
typeinyour desired value, eveniif it'snot on thelist. Do note that all of these elements have preset minimum/maximum
values. If you attempt to enter a value outside those boundaries, or an invalid number, they will automatically revert
to the closest value which is within the presents bounds.

Note

If you had been using earlier releases of Akeeba Backup, you will remember that these values used to use a
draggable dider. Since the dlider was rather "jumpy” and hard to configure, we reverted to using composite
drop-downsin order to make entry of settings easier and faster.
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p Akeeba Backup:: Configuration < & N

Help  Options Save Save&Close Cancel

Control Panel  Configuration ~ Backup Now ~ Manage Backups  View Log
Your settings are secured by 128-bit encryption. You can safely store your passwords in the configuration.

Active Profile: #1 Default Backup Profile

On the top of the page you can see the numeric ID and title of the active backup profile. This acts as a reminder, so
that you know which profile's settings you are editing. The toolbar also contains a Parameters button. Clicking on
it will launch the profile-independent, component-wide parameters editor. It's the same as clicking the Component
Parameters button in the Control Panel.

Therest of thisdocument is separated into sub-sections. The first sub-section describes the settings of each of the main
configuration panes, whereas the rest of the sections discuss the settings made available to you through sub-panes.

2.3.1. The main settings

2.3.1.1. Basic Configuration
Basic Configuration

Output Directory [ROOTPARENT]/dev25/backups | &

4»

Log Level All Information and Debug

Backup archive name site-[HOST]-[DATE]-[TIME]

4»

Backup Type Full site backup
Use IFRAMEs instead of AJAX

Use database storage for temporary data

Output Directory  This is the directory where the result of the backup process goes. The result of the backup -
depending on other configuration options - might be an archive file or an SQL file. Thisisaso
where your backup log file will be stored. The output directory must be accessible and writable
by PHP.

| mportant

Providing a directory with adequate permissions might not be enough! There are oth-
er PHP security mechanisms which might prevent using a directory, for example the
open_basedi r restriction which only allows certain paths to be used for writing files
from within PHP. Akeeba Backup will try to detect and report such anomalies in the
Control Panel page before you attempt a backup.

Y ou can use the following variablesto make your setting both human readabl e and portabl e across
different servers - or even different platforms:
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Log Level

[DEFAULT_OUTPUT] is replaced by the absolute path to your site's admi ni stra-
t or/ conponent s/ com akeeba/ backup directory. Thisis assigned as the default loca-
tion of output files unless you change its location. If you leave it asit is, you are supposed to
make sure that the permissions to this directory are adequate for PHP to be able to write to it.

[SITEROOT] isautomatically replaced by the absolute path to your site's root

[ROOTPARENT] is automatically replaced by the absolute path to the parent directory of
your site's root (that is, one directory above your site's root)

Is this over your head? No problem! Just click on the Browse... button and a pop-up directory
navigator will allow you to find the proper directory. Next to the folder's location there is the
button labeled Use. Click onit to make the current directory the sel ected one and close the pop-up.
Tomakeit even easier for you, Akeeba Backup displaysasmall icon next to the Use button. If it'sa
green check mark the directory iswritable and you can useit. If it'sared X sign, thedirectory isnot
readable and you either have to select adifferent directory, or change this directory's permissions.

Warning

NEVER, EVER, UNDER ANY CIRCUMSTANCES SHOULD YOU USE YOUR
SITE'SROOT ASYOUR OUTPUT DIRECTORY! Thiswill usually lead to corrupt
backup or backup failure. The reason is that the output directory and all of their contents
are automatically excluded from the backup set. However, even if your backup succeeds
due to a bug (remember, it's supposed to fail!), using your public, web accessible site
root as your output directory islike aparty invitation to hackers worldwide. If you come
to our forum with such a setup and a broken backup we can't help you.

This option determines the verbosity of Akeeba Backup'slog file:

Errors only. Only fatal errors are reported. Use this on production boxes where you have
already confirmed there are no unreadable files or directories.

Errorsand war nings. The minimum recommended setting, reportsfatal errorsaswell aswarn-
ings. Akeeba Backup communicates unreadable files and directories which it wasn't able to
backup through warnings. Read the warnings to make sure you don't end up with incomplete
backups! Warnings are also reported in the Backup Now page GUI irrespective of the log ver-
bosity setting as a convenience.

All information. As "Error and Warnings' but also includes some informative messages on
Akeeba Backup's backup process.

All Information and Debug. Thisisthe recommended setting for reporting bugs. It isthe most
verbose level, containing devel oper-friendly information on Akeeba Backup's operation. This
iswhat we need to help you in case of aproblem. Thiswill also create a2-5Mb log file on most
sites, so you should only use this until you have achieved consistently valid backup archives
creation.

None. This log level is not recommended. Y ou should only use this if you are paranoid and
want no log fileswritten on the server. However, if you are truly concerned about security, you
should protect the backup output directory instead of using thislog level!

Our servers usually run on Errors and Warnings or All Information levels. When we are testing
new releases or change our server setups, we switch to All Information and Debug until we are
sure everything is flowing smoothly.
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Backup archive Here you can define the naming template of backup files. There are a few available variables.

name Variables are specia pieces of text which will be expanded to something else at backup time.
They can be used to make the names of the files harder to guess for potential attackers, as well
as alow you to store multiple backup archives on the output directory at any given time. The
available variables and their expansion at backup time are:

[HOST] The configured host name of your site.

Note

This doesn't work in the native command-line CRON mode, i.e. us-
ing akeeba-backup.php for producing automated backups. In such a
case, it will be replaced with an empty string (no text).

[DATE] The current server date, in the format YYYYMMDD (year as four digits,
month as two digits, day as two digits), for example 20080818 for August
18th 2008.

[YEAR] The year of the current server date, as four digits

[MONTH] The month of the current server date, as two digits (zero-padded)

[DAY] The day of the current server date, as two digits (zero-padded)

[WEEK] Thecurrent week number of theyear. Week #1 isthefirst week with aSunday
init.

[WEEKDAY] Day of theweek, i.e. Sunday, Monday, etc. Thefull nameisreturned in your
current Joomlal language. Front-end, remote and CRON backups may return
thisin English or your default Joomlal language. Thisis not abug, it is how
Joomlal's trandl ation system is supposed to work.

[RANDOM] A 64-character random string. Use sparingly, it can cause backup failure due
to the file name being too long for your server

[TIME] The current server time, in the format HHMMSS (hour astwo digits, minutes
astwo digitsand secondsastwo digits), for example 221520 for 10:15:20 pm.

[VERSION] The version of Akeeba Backup. Useful if you want to know which version
of Akeeba Backup generated this archivefile.

[PLATFORM_NAMIEje name of the platform Akeeba Backup is currently running under. This
always returns "Joomlal".

[PLATFORM_VERS$H@Negrsion of the platform Akeeba Backup is currently running under. This
always returns the current Joomlal version, e.g. 2.5.4.

[STTENAME] The name of the site, lowercased and transformed into a format which guar-
antees compatibility with all filesystem types commonly found in modern
Operating Systems. Please note that the site name will be trimmed at 50 char-
actersif it'slonger.

Backup Type It defines the kind of backup you'd like to take. The backup types for Akeeba Backup are:

» Full site backup which backs up the Joomlal database, any extra databases you might have
defined and al of the site's files. This produces a backup archive with an embedded installer
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Use IFRAMEs
instead of AJAX

so that you can restore your site with ease. This is the option 90% of the users want; it is the
only option which creates a full backup of your site, capable of producing a working site if
everything is wiped out of your server.

Main site database only (SQL file) which backs up only the Joomlal database. It resultsin a
single SQL file which can be used with any database administration utility (e.g. phpMyAdmin
for MySQL, pgAdmin3 for PostgreSQL etc) to restore only your database should disaster strike.
This option is recommended for advanced users only.

Site files only which backs up nothing but the site's files. It is complementary to the previous
option.

Warning

Having one "main site database" backup and one "sitesfiles only" backup is not equal
to having a full site backup! The full site backup also includes an installation script
which, just like Joomlal's web installer, allows you to effortlessly recover your site
even if everything is wiped out of your server. It acts as the glue between the two
pieces (files and database).

All configured databases (archive file) which creates an archive file containing SQL files
with dumps of your main site's database and all of the defined multiple databases. The database
dumps can be restored by any database administration tool (for example phpMyAdmin for
MySQL). Thedifference to the second option isthat it produces an uncompressed SQL fileand
doesn't include any extra databases which you might have defined.

Note

Extra- or "multiple” - database definitions are only available in the Professional edi-
tion of the component.

Incremental (files only). Thisis the same as the Site files only option, but instead of backing
up al of your site's files, it only backs up the files which changed since the last time you
performed abackup. The only comparison made is between the file's modification time and the
last successful backup'stime. The"last successful backup" refersto the last backup made using
this backup Profile and which has a status of "OK", "Remote" or "Obsolete".

Restoring an incremental backup set is a manual process. You have to manually extract the
files from your "base" backup (an archive made with a Full Site Backup profile), then extract
all incremental archives on top of it. Finally, used this collection of extracted files to restore
your site. This process should only be used if you really know what you are doing. Do not trust
that Akeeba Backup can sort out the collection of incremental backups and help you restore
them. It won't.

Normally, AkeebaBackup isusing AJAX postbacksto perform the backup processwithout timing
out. Itsability to do so depends on how well your server playsalong with your browser's Javascript
engine. Sometimes, this is just not possible at al and you'll experience the backup stalling at
random points through the backup process. If modifying the other options doesn't help, enable
this feature. When enabled, instead of using AJAX calls, Akeeba Backup will create a hidden
IFRAME in the page and perform all server communications through it. Since IFRAMEs load
the backup URL as if it were aregular web page, it minimizes the probability of conflicts. The
major drawback isthat this method is about 50% slower than the AJAX one, so your backup will
take substantially longer.
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Use database
storage for tem-
porary data

Normally, Akeeba Backup stores temporary information required to process the backup in mul-
tiple steps inside files in your Output Directory. Sometimes, especially on low-end hosts with
ancient versions of PHP, this causes backup issues such as the backup restarting all thetime. In
those cases, you can check this box and Akeeba Backup will use your site's database to store this
temporary information.

Do note that on some hosts this will cause the backup to fail with a "MySQL server has gone
away" error message. That is a problem with the host's configuration. In those cases, nothing can
be done. Our suggestion: if you receive such an error, migrate your site to a new host as the one
you are using is most likely very restricted and severely under-performant. Moving to a faster,
more reliable host can benefit your site in many more ways than just being able to run a backup.

2.3.1.2. Advanced configuration

Advanced configuration

Database backup
engine

Filesystem scan-
ner engine

Archiver engine

Data processing
engine

Upload Kickstart
to remote storage

Database backup engine Native MySQL backup engine 3 @ Configure...
Filesystem scanner engine Smart scanner ¥  JConfigure...
Archiver engine JPA format (recommended) 'y @ Configure...

Data processing engine No post-processing ¥  JConfigure...

Embedded restoration script Akeeba Backup Installer ¥

Virtual directory for off-site files external_files

This option controls how Akeeba Backup will access your database and produce a dump of its
contents to an SQL file. It isused with all backup types, except the files only type. The available
options for this setting are discussed in the Database dump engines section of this document.

This option controls how Akeeba Backup will scan your site for files and directories to back up.
The available options for this setting are discussed in the File and directories scanner engines
section of this document.

This option controls which kind of archive will be produced by Akeeba Backup. The available
options for this setting are discussed in the Archiver engines section of this document.

Akeeba Backup allows you to post-process the backup archives once the backup processis over.
Post-processing generally means sending them somewhere off-server. This can be used, for ex-
ample, to move your backup archivesto cloud storage, increasing your data safety. The available
options for this setting are discussed in the Data processing engines section of this document.

By selecting this option you instruct Akeeba Backup to also upload kickstart.php on the remote
storage alongside your backup archive. When used with the Upload to Remote FTP Server and
Upload to Remote SFTP Server you can perform easy site transfers without leaving the comfort of
your browser. Just enter the new site's (S)FTP information in the Data Processing Engine config-
uration and select the Upload Kickstart to Remote Storage option, then take a new backup. When
the backup is complete just open the new site's kickstart.php URL (e.g. http://www.example.com/
kickstart.php) in your browser to begin the restoration on the new site's server. This even works
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Embedded
restoration script

Virtual directory
for off-site files

with mobile devices (we strongly recommend using a tablet or phablet with a display size of at
least 7"), allowing you to clone sites even you are on the go!

AkeebaBackup will include arestoration script inside the backup archivein order to makerestora-
tion easy and the backup archive self-contained. Y ou do not need anything el se except the archive
in order to restore a site. Restoration scripts honour the settings in your configuration.php, mod-
ifying only those necessary (for example, the database connection information), allowing you to
create pristine copies ("clones") of your site to any host. You can find more information about
restoration scriptsin the next Chapter.

Using the off-site directories inclusion of Akeeba Backup Professional, the component will be
instructed to look for filesin arbitrary locations, even if they are outside the site's root (hence the
name of that feature). All the directories included with this feature will be placed in the archive
as subdirectories of another folder, in order to avoid directory name clashes. We call this folder
the "virtual directory”, because it doesn't physically exist on the server, it only exists inside the
backup archive.

2.3.1.3. Site overrides

These settings are al optional and only availablein AkeebaBackup Professional. They allow you to back up adifferent
site than the one Akeeba Backup is currently installed. Essentially, you can install Akeeba Backup on one site and
have it back up all sites on the server.

Note

Y ou do not need to set anything up in this section if you only intend to backup or transfer your site. Thisis
only required when you want Akeeba Backup to backup a different site than the oneit isinstalled in.
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Site overrides

Siteroot override

Force Site Root

Site database
override

Database driver

Database host-
name

Site root override -

Force Site Root

W

Site database override -

Database driver MySQLi

4pr

Database server hostname

Database server port

Username

Password

Database name

Prefix

When not checked (default), Akeeba Backup will back up the files and folders under the root of
the siteit isinstalled. When this option is checked, it will use the site root in the Force Site Root
option below. Use this when you want to backup a different site than the one Akeeba Backup is
installed in.

Theroot of the site to back up. Thisis only necessary if you have checked the Site root override
option above.

When not checked (default), Akeeba Backup will back up the database tables inside the database
to which the site Akeeba Backup is installed in connects to. In other words, when this option is
not checked, Akeeba Backup will back up the current site's database.

On the other hand, if this option is checked, Akeeba Backup will backup the database whose
connection information you specify in the settings below. Use this when you want to backup a
different site than the one Akeeba Backup isinstalled in.

Choose between the database driver.

For MySQL databases you can choose between the MySQL and MySQLi driver. If you do not
know the difference between the two, MySQL i (with thetrailing "i" which standsfor "improved")
isthe best choice.

The hostname or | P address of the database server. Usually that's| ocal host or 127. 0. 0. 1.
If unsure, ask your host.
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Database server If your database server uses anon-standard port, enter it here. If you have no ideawhat this means,

port you most likely need to leave that field blank.
Username The username to connect to your site's database.
Password The password to connect to your site's database.

Database name The nae of your database.

Prefix The prefix of the tables of the site you're backing up. That's the common part of their names up
to and including the first underscore.

2.3.1.4. Optional filters
Optional filters

Date conditional filter -

Backup files modified after 1981-02-20 12:15 GMT+2

Skip Finder terms and taxonomy tahles “

Since Akeeba Backup 3.2 this section contains optional inclusion and exclusion filters which can be activated to
customize your backup procedure. The availablefilters are:

Date conditional filter

It allowsyou to backup only filesmodified after aspecific date and time. Thisisdifferent than theincremental file only
backup. It allows you to backup files newer than the specified date no matter which backup mode (full site backup,
files only backup, incremental files only backup) you are using. The available options are:

Date conditional  Tick the checkbox to activate this filter
filter

Backup files Files before this date and time will be skipped from the backup set. The format for the date and

modified after timeparameterisYYYY-MM-DD HH:MM:SSTIMEZONE. Thismeansthat you have to specify
the year as four digits, followed by a dash, then the month as two digits (e.g. 09 for September),
followed by adash, then the day astwo digits (e.g. 01 for the 1st day of the month). For example,
September 1st, 2010 is written as 2010-09-01. If you want to specify the time, leave a space after
the date and write down the time as the hour using two digits (00-23, no am./p.m. is supported!),
then a semicolon, then the minutes as two digits, followed by a semicolon, then the seconds as
two digits. For example 59 seconds after 11:05 p.m. is written as 23:05:59. Y ou can optionally
leave a space after the time and specify the timezone as GMT+/-time. For example, GMT-6 is
Dallas time which is six hours behind the GMT and GMT+2 is two hours ahead of GMT which
isthe Eastern Europe Time. If you do not specify atimezone the GMT timezone is assumed.

I mportant

Y ou haveto set your server'stimezonein Joomlal's Global Configuration for thisfeature
to work reliably. If you get strange results, try editing your site's Global Configuration
before asking us for support.
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Skip Finder terms  Since Joomlal 2.5, the Joomlal CM S ships with a feature called "Smart Search”, also known as
and taxonomy ta- "Finder". Thisisamini search engine built into the CMS. It works by scanning your content and

bles

keeping a complex database structure linking potential search terms (words) with content items
in compatible components. Due to its nature it stores an immense amount of information in the
database. Thisinformation takes a very long time to back up. Moreover, thisinformation doesn't
need to be backed up as it can be regenerated by using the "Reindex" button in Smart Search's
back-end interface. In the interest of speeding up your backups and not including redundant in-
formation in the backup Akeeba Backup by default has this option enabled. This instructs the
database backup portion of our backup engine to skip backing up the contents of Finder's (Smart
Search's) tables. If for some reason you want to back up this content please uncheck this box.

2.3.1.5. Quota management

Quota management

Enable remote files quotas —

Enable maximum backup age quotas -

4

Maximum backup age, in days 31.00

4p

Don't delete backups taken on this day of the 1.00
month

4p

Obsolete records to keep 50.00

Enable size quota -

Size quota 15.00

4p

Enable count quota

Count quota Custom.. ¥  3.00

4»

System Restore Points quota 10.00

Enable remote When checked, the quota settings will also be applied to remotely stored files. This option only

files quotas

works with the cloud storage engines which support remote file deletion.
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Enable maximum
backup age quo-
tas

Maximum back
age, in days

Don't delete
backups taken on
this day of the
month

Obsol ete records
to keep

Enable size quota
Size quota
Enable count
quota

Count quota

System Restore
Points quota

When checked, Akeeba Backup will only apply quotas based on the date and time the backup was
started. This alows you to easily do something like "keep daily backups for the last 15 days and
aways keep the backup taken on the first of each month"”.

Warning

Enabling this options DISABLES the size and count quotas.
Only applies when the Enable maximum backup age quotas option is enabled.
Backups older than this number of dayswill be deleted. Newer backups will not be del eted.
Only applies when the Enable maximum backup age quotas option is enabled.

Even when a backup is older than the Maximum back age, in days setting, it won't be deleted if
it was taken on this day of the month. For example, if you set thisto 1, backups taken on the first
day of each calendar month will not be deleted. Setting this option to 1, the backup age to 31 and
enabling the maximum backup age quotas you end up keeping all backups taken the last month
and keeping the backups taken on the first of each month.

When the locally stored files of a backup record are deleted (either manually or automatically
after uploading it to a remote storage) the record is marked as Obsolete or Remote. Some users
prefer to limit the number of the backup entries showing in the Manage Backups (formerly "Ad-
minister Backup Files") page. This option instructs Akeeba Backup to keep at most that many
obsol ete/remote records and automatically delete older obsolete/remote entries. Thisis different
than therest of the quotas because it doesn't remove files from your server, it removes the backup
entry from Akeeba Backup's interface.

When checked, old backup archives will be erased when the total size of archives stored under
this (and only this) profile exceed the Size quota setting.

Defines the maximum aggregated size of backup archives under the current profile to keep. Only
has an effect if the previous options is activated.

When checked, old backup archives will be erased when there are more backups stored under this
(and only this) profile exceed the Count quota setting.

Defines the maximum number of backups under the current profile to keep. Only has an effect
if the previous options is activated.

Note

This feature is only available in Akeeba Backup Professional, the for-a-fee edition of
our software

| mportant

This option has effect ONLY when set in profile #1 (the default backup profile). In all
other casesit isignored.

This quota setting doesn't affect the regular backups; it only applies to System Restore Points.
Moreover, System Restore Points are not subject to the other quota settings, but only to this one.

This setting defines the maximum total size System Restore Points can take on your server. For
example, if it is set to 10Mb (the default value), only up to 10Mb of System Restore Point files
will be kept on your server.
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2.3.1.6. Fine tuning

Fine tuning

Minimum execu-
tion time

Maximum execu-
tion time

Minimum execution time 2.00 =
Maximum execution time 25.00 =
Execution time bias 75.00 =

Disable step break before large files

Disable step break after large files

Disable proactive step breaking

Disable step break between domains

Disable step break in finalization

Set an infinite PHP time limit

Some servers deploy anti-hacker measures (such as mod_evasive or mod_security) which will
deny connections to the server if the same URL is accessed multiple times in a limited amount
of time. Akeeba Backup has to call its backup URL multiple times, so it runs the risk of being
treated as a potential hacker and denied connection to your server, resulting to backup failure.

In order to work around this issue, Akeeba Backup can throttle the rate of server requests using
this setting. A minimum execution time of 2 seconds means that calls to the backup URL will
happen at most once every two seconds. Y ou are suggested to keep the default value.

Akeeba Backup hasto divide the backup processin individual small stepsin order to avoid server
timeouts. However, it hasto know how small they have to be; that's why this setting exists. Akee-
ba Backup will try to avoid consuming more time per step than this setting. You have to use a
number lower than the maxi num execut i on_t i nme setting in your host's php.ini file. In fact,
we suggest using 50% of that value here: if your host allows up to 30 secondsin the php.ini, you

32



Using the Akeeba Backup component

have to enter no more than 15-17 seconds here. If unsure, 7 seconds is a very safe value under
most configurations.

Execution time When Akeeba Backup calculates the available time left for performing operations within the cur-

bias rent backup step anumber of external settings may skew thisresult and lead to timeout errors. This
setting defines how conservative the backup engine will be when performing those calculations
and is expressed as a percentage of the Maximum execution time parameter. The less this setting
is, the more conservative Akeeba Backup gets. It is suggested not to use avalue over 75%, unless
you have avery fast server. If you experience timeouts, you may want to lower this setting to a
value around 50%.

2.3.2. Database dump engines

2.3.2.1. Native MySQL Backup Engine

Thisengine will take abackup of your MySQL database using nothing but PHP functionsin order to accomplish that.
This database dump engine supports all of the ground-breaking features available in MySQL 5, such as views, stored
procedures and functions, triggers, merge tables, temporary/memory tables, even federated tables.

| mportant

Restoring views, triggers, stored procedures and functions requires adequate privileges for the database user
during the restoration process. Most hosts do not assign thiskind of privileges. If your restoration failswith a
MySQL error when restoring such database entities you may have to ask your host to assign those privileges
to your database user.

Send by Email

Process each part immediately -

Delete archive after processing o

Email address
Email subject

MySQL Compat- Thisoption controlsthe MySQL version compatibility when creating the database SQL dumpfile.

ibility In fact, it forces Akeeba Backup to request the appropriate CREATE TABLE commands from
your database server. It isuseful when migrating your siteto another host with adifferent MySQL
version. The available options are;

« Default. Thisisthe recommended option. The full feature set of your database server will be
used when generating the CREATE command. Y our target database server must run MySQL
of amatching major version, i.e. MySQL 5 if the host you're backing up runs on MySQL 5.

« MySQL 4.1. Akeeba Backup will request from your database server to provide definitions
(CREATE commands) inaMySQL 4.1 friendly format.
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Blank out user-
name/password

Generate extend-
ed INSERTs

Max packet size
for extended IN-
SERTs

Dump PRO-
CEDUREs,
FUNCTIONsand
TRIGGERs

| mportant

This option will take effect in MySQL 4.1 or greater database hosts. If you use it on
older MySQL version the backup might fail!

Warning

Do not use this option if your site is aready running on MySQL 4.x or if both your
site and the target host run on MySQL 5.x. Otherwise, crucia information about the
database's encoding might be lost in the process, causing broken text on sites using
non-ASCI| character sets.

When enabled, Akeeba Backup will not include the username and password of database connec-
tionsin the backup. Please note that this option only removesthe database username and password
from the installation/sgl/databases.ini file which isincluded in the backup. It does not remove the
database connection information from the configuration.php file of Joomlal. If youwant to remove
the database connection information for security reasons you should exclude configuration.php
from your backup using the Files and Directories Exclusion filter feature of Akeeba Backup.

When thisis not checked, Akeeba Backup will create one INSERT statement for each data row
of each table. When you have lots of rows with insignificant amount of data, such as banner and
click tracking logs, the overhead of the INSERT statement is much higher than the actual data,
causing amassively bloated database dump file. When thisoption is enabled, the dump engine will
create asingle INSERT statement for multiple rows of data, reducing the overhead and resulting
into significantly smaller backup archives. Moreover, thiswill lead to much less SQL commands
being run during restoration, which is of paramount importance on many restrictive shared hosting
environments. It is suggested to turn this setting on, unless you are going to restore to a MySQL
4.1 host.

If the previous setting is enabled, this setting defines the maximum length of a single INSERT
statement. Most MySQL servers have a configured limit of maximum statement length and will
not accept an INSERT statement over IMb. It issuggested to leave the default conservative setting
(128Kb) unless you know what you're doing. If you get restoration failures indicating that you
exceeded the maximum query length, please lower this setting.

By default, Akeeba Backup will only back up database tables and VIEWS. If your host supports
this, you can also back up and restore advanced aspects of your MySQL database: stored proce-
dures, stored functions and triggers. If your site makes use of any of those features you will have
to tick the box. If the backup operation crashes or you the database tables filter pageis blank you
must turn this option off for Akeeba Backup to work properly.

Warning

Using this feature requires that your host alows you to execute privileged SQL com-
mands against the MySQL database:

« SHOW PROCEDURE STATUS
« SHOW FUNCTION STATUS
« SHOW TRIGGERS

Most shared hosting providers do not allow you to execute these commands. Trying to
do so will usually cause the script execution to abruptly halt, most often without indicat-
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Sizefor split
SQL dump files

Number of rows
per batch

No dependency
tracking

ing the source of error. If you are in doubt, disable this option and retry backup. This
shouldn't be an issue with dedicated hosting, as long as you grant the SUPER privilege
to the database user you use to connect to your site's database.

Akeeba Backup is able to split your MySQL database dump to smaller files. This alows for an
improved compression ratio and also hel ps avoid several problemswith certain cheap hostswhich
put arestriction on the maximum size afile generated by PHP code can have.

Ideally, you should specify a setting which isabout half as much asyour Big file threshold setting
in the archiver engine's configuration options pane. The reason to do that is that the archiver
engines will not compress files with sizes over the value this threshold. Since it's impossible to
have absolute control of the size of the database dump, using half the value of this setting allows
for the expected size fluctuation.

If you want to disable this feature and create a single big SQL dump file instead, just set this
option to 0 Mb.

| mportant

This setting has no effect on "Main site database only" backup profiles. Thisis because
the nature of this backup type does not alow splitting the database archive dump. If
you want something equivalent, please use the "All configured databases" backup type
instead, asit creates an archive file which contains your (split) database dump and takes
up MUCH less space on your web server.

Dumping table data happens in "batches", i.e. afew rows at atime. This parameter defines how
many rowswill befetched from thetable at any giventime. If you are backing up tableswith large
chunks of binary data (e.g. files stored in BLOB fields) or if you have very large chunks of text
stored in the database, the default value - 1000 rows - may cause a PHP memory or MySQL buffer
exhaustion. If you get memory outage errors during the table backup, it is advisable to lower this
setting. Thisis especially true if your MySQL and PHP combination does not allow a cursor to
be effectively created and all data hasto be transferred in PHP's memory. A value of 20 isavery
safe value, at the expense of making your backup process slower and run more queries against
your database server. Most servers work fine with the default value of 1000 rows per batch.

When this option is enabled, Akeeba Backup's database dump engine will no longer try to figure
out tableand VIEW dependencies. Thiswill speed up the database dump initialization step. Thisis
recommended if and only if you have too many tables (over 200) in your database, you get time-
out errors during the database dump initialization step and you do not use foreign keys, VIEWS,
FUNCTIONSs, PROCEDUREs, TRIGGERs or any tables using the MERGE database engine. If
you do use any of those MySQL featuresin your tables there is a high probability that your SQL
dump will be unable to be restored.

2.3.2.2. Reverse Engineering Database Dump Engine

Warning

Due to its nature we consider this method a beta feature.

Thisenginewill take abackup of your database by reverse engineering itsstructure. Thisisthe only possible method for
non-MySQL databases (PostgreSQL, SQL Server, Windows Azure SQL). This database dump engine only supportsa
rudimentary feature set of your database server: tables and views only with their constraints and foreign key relations.
It doesn't support advanced entities such as triggers, procedures and functions. The supported feature set should be
adequate for backing up a Joomla! site.
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I mportant

Reverse engineering the database structure usually requires adequate privileges for the database user during
the backup process. The same goes for restoration of VIEWS during the restoration process. Most hosts do
not assign this kind of privileges. If your backup or restoration fails with a database error when backing up
or restoring your site you may have to ask your host to assign those privileges to your database user.

Blank out user- When enabled, Akeeba Backup will not include the username and password of database connec-

name/password tionsin the backup. Please note that this option only removesthe database username and password
from the install ation/sgl/databases.ini file which isincluded in the backup. It does not remove the
database connection information from the configuration.php file of Joomlal. If you want to remove
the database connection information for security reasons you should exclude configuration.php
from your backup using the Files and Directories Exclusion filter feature of Akeeba Backup.

Generate extend-  When thisis not checked, Akeeba Backup will create one INSERT statement for each data row

ed INSERTSs of each table. When you have lots of rows with insignificant amount of data, such as banner and
click tracking logs, the overhead of the INSERT statement is much higher than the actual data,
causing amassively bloated database dump file. When thisoption is enabled, the dump engine will
create asingle INSERT statement for multiple rows of data, reducing the overhead and resulting
into significantly smaller backup archives. Moreover, thiswill lead to much less SQL commands
being run during restoration, which is of paramount importance on many restrictive shared hosting
environments. It is suggested to turn this setting on, unless you are going to restore to a MySQL
4.1 host.

Max packet size  If the previous setting is enabled, this setting defines the maximum length of a single INSERT

for extended IN-  statement. Most MySQL servers have aconfigured limit of maximum stement length and will not

SERTs accept an INSERT statement over IMb. It is suggested to leave the default conservative setting
(128Kb) unless you know what you're doing. If you get restoration failures indicating that you
exceeded the maximum query length, please lower this setting.

Size for split Akeeba Backup is able to split your MySQL database dump to smaller files. This allows for an
SQL dump files  improved compression ratio and also helps avoid severa problemswith certain cheap hostswhich
put arestriction on the maximum size afile generated by PHP code can have.

Ideally, you should specify a setting which is about half as much asyour Big file threshold setting
in the archiver engine's configuration options pane. The reason to do that is that the archiver
engines will not compress files with sizes over the value this threshold. Since it's impossible to
have absolute control of the size of the database dump, using half the value of this setting allows
for the expected size fluctuation.

If you want to disable this feature and create a single big SQL dump file instead, just set this
option to 0 Mb.

| mportant

This setting has no effect on "Main site database only" backup profiles. Thisis because
the nature of this backup type does not alow splitting the database archive dump. If
you want something equivalent, please use the "All configured databases" backup type
instead, asit creates an archive file which contains your (split) database dump and takes
up MUCH less space on your web server.

Number of rows  Dumping table data happens in "batches’, i.e. afew rows at atime. This parameter defines how
per batch many rowswill befetched from thetable at any giventime. If you are backing up tableswith large
chunks of binary data (e.g. files stored in BLOB fields) or if you have very large chunks of text
stored in the database, the default value - 1000 rows - may cause a PHP memory or MySQL buffer
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Dump PRO-
CEDUREs,
FUNCTIONsand
TRIGGERs

No dependency
tracking

exhaustion. If you get memory outage errors during the table backup, it is advisable to lower this
setting. Thisis especially true if your MySQL and PHP combination does not allow a cursor to
be effectively created and all data has to be transferred in PHP's memory. A value of 20 isavery
safe value, at the expense of making your backup process slower and run more queries against
your database server. Most servers work fine with the default value of 1000 rows per batch.

By default, Akeeba Backup will only back up database tables and VIEWS. If your host supports
this, you can al so back up and restore advanced aspects of your database: stored procedures, stored
functions and triggers. If your site makes use of any of those features you will have to tick the
box. If the backup operation crashes or you the database tables filter page is blank you must turn
this option off for Akeeba Backup to work properly.

Warning

THIS OPTION CURRENTLY HAS NO EFFECT! We are working on providing a so-
lution in afuture version.

When this option is enabled, Akeeba Backup's database dump engine will no longer try to figure
out table and VIEW dependencies. Thiswill speed up the database dump initialization step. This
is recommended if and only if you have too many tables (over 200) in your database, you get
timeout errors during the database dump initialization step and you do not use foreign keys or
VIEWSs. If you do use any of those database features there is a high probability that your SQL
dump will be unable to be restored.

2.3.3. File and directories scanner engines

2.3.3.1. Smart scanner

This engine is the culmination of years of research in optimizing file system scanning for PHP scripts. The Smart
Scanner will browse your file system tree for directories and files to include in the backup set, automatically breaking
the step upon detecting a very large directory which could lead to timeout errors.

Large directory
threshold

Directory listing
method

Largefile thresh-
old

This option tells Akeeba Backup which directories to consider "large" so that it can break the
backup step. When it is encountered with a directory having at least this number of files and
subdirectories, it will break the step. The default valueis quite conservative and suitable for most
sites. If you have a very fast server, e.g. a dedicated server, VPS or MV'S, you may increase this
value. If you get timeout errors, try decreasing this setting.

Akeeba Backup can use two different methods for asking your server to list the contents of a
directory. The Regular method is very fast and works on the vast majority of servers. However,
some serversrefuseto list fileswith permissionslower than 0755 (it'sabsurd, | know!) and require
the dlightly slower, Alternate method. If your backup archive is missing files and you do not get
"Unreadablefile" or "Unreadable directory" warnings during backup, please switch this option to
Alternate (failsafe) and retry backing up.

Normally, Akeeba Backup triesto backup multiple filesin asingle step in order to provide afast
backup. However, doing that for larger files may result in atimeout or memory outage error. Files
bigger than the large file threshold will be backed up in a backup step of their own. If you set it
too low you will have a big performance impact in your backup (it will be slower). If you set it
too high you might end up with a timeout or memory outage. The default setting (10Mb) is fine
for most sites. If you are not sure what you're doing you're better off not touching it at all. If you
find that your backup consistently failswhile backing up alarger file (over 1Mb) you might want
to lower this setting, e.g. to 2Mb. If you have a rather big PHP memory limit (128Mb or more)
and you can afford the increased memory usage set it to a higher value, e.g. 25Mb (values over
that tend to cause issues on al but the higher end dedicated servers).
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2.3.3.2. Large site scanner

Thisengineis specifically optimised for large sites, containing folders with thousands of files. Thisis usually the case
when you have a huge media collection such as news sites, professional blogers, companieswith alarge downloadable
referencelibrary or very active business sites storing hundreds of invoices daily on the server. Inthese casesthe " Smart
scanner" tends to consume unwieldy amounts of memory and CPU time to compile the list of filesto backup, usually
leading to timeout or memory outage issues. The "Large site scanner”, on the other hand, works just fine by using
a specially designed chunked processing technique. The drawback is that it makes the backup approximately 11%
slower than the "Smart scanner".

I mportant

If your backup fails while trying to backup a directory with over 100 files you MUST use the "Large site
scanner”. It's very likely that this will solve your backup issues.

Warning

The developers of Akeeba Backup DO NOT recommend storing several thousands of filesin asingle direc-
tory. Due to reasons that have to do with the way most filesystems work at the Operating System level, the
time required to produce alisting of filesin adirectory or access the filesin a directory grows exponentially
with the number of files. At about 5000 files the performance impact for accessing the directory, even on
amoderately busy server, is big enough to both slow down your site noticeably (adversely impacting your
search engine rankings) and make the backup slower and more prone to timeout errors. We strongly recom-
mend using a sane humber of subdirectories to logically organise your files and reduce the number of files
per directory.

For the technically inclined (we really mean "serious geeks who aspire to do Linux server management as
aliving"), here is a nice discussion on the subject: http://stackoverflow.com/questions/466521/how-many-
files-in-a-directory-is-too-many The problem is that readdir() which is aso internally used by PHP only ev-
er reads 32Kb of directory entries at a time. Further down the thread you can see that with 88,000 files
in a directory the access becomes ten times slower. Per image. Add that up and you have a dead slow
frontpage which is banished to the far end of search indexes. And if you wonder where the 5000 number
popped up, it's from http://serverfault.com/questions/129953/maxi mum-number-of-files-in-one-ext3-direc-
tory-while-still-getting-acceptable-per and applies to older Linux distributions without Ext3/4 directory in-
dex support or using filesystems without directory index support (e.g. Ext2) which is, of course, the worst
case scenario.

Directory scan- The Large site scanner creates alisting of folders by scanning a small number of them at atime.

ning batch size This setting determines how much this small number is. The larger this number the faster the
backup is, but with the increased possibility of a backup failure on large sites. The smaller this
number gets, the slower the backup becomes but the less likely it is to fail. We recommend a
setting of 50 for most sites.

If your backup fails on deep nested fol ders containing many subdirectories we recommend setting
this to alower number, e.g. 20 or even 10. If you have a large PHP maximum memory limit and
plenty of memory on your server to spare you may want to increase it to 100 or more. If you are
unsure, don't touch this setting.

Flles scanning The Large site scanner will create alisting of files by scanning a small number of them at atime

batch size and then back them up. It will repeat this process until all files in the directory are backed up,
then proceed to the next available directory. This setting determines how much this small nhumber
of filesis. The larger this number the faster the backup is, but with the increased possibility of a
backup failure on large sites. The smaller this number gets, the slower the backup becomes but
the lesslikely it isto fail. We recommend a setting of 100 for most sites.
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Largefile thresh-
old

If your backup failson folders containing many fileswe recommend setting thisto alower number,
e.g. 50 or even 20. If you have alarge PHP maximum memory limit and plenty of memory on
your server to spare you may want to increase it to 500 or more. If you are unsure, don't touch
this setting.

Normally, Akeeba Backup triesto backup multiple filesin asingle step in order to provide afast
backup. However, doing that for larger files may result in atimeout or memory outage error. Files
bigger than the large file threshold will be backed up in a backup step of their own. If you set it
too low you will have a big performance impact in your backup (it will be slower). If you set it
too high you might end up with a timeout or memory outage. The default setting (10Mb) is fine
for most sites. If you are not sure what you're doing you're better off not touching it at all. If you
find that your backup consistently failswhile backing up alarger file (over IMb) you might want
to lower this setting, e.g. to 2Mb. If you have arather big PHP memory limit (128Mb or more)
and you can afford the increased memory usage set it to a higher value, e.g. 25Mb (values over
that tend to cause issues on al but the higher end dedicated servers).

2.3.4. Archiver engines

2.3.4.1. ZIP format

The ZIP format is the most well known archive format and is integrated in many operating systems and desktop
environments, including Windows™, Mac OS X™, KDE and GNOME.

Warning

The ZIP format requires the calculation of CRC32 checksums for each file added in the archive. Thisis a
resource intensive operation which will slow down your backup and may lead to timeouts when archiving
big files on slow hosts. If this happens, your only choice is not to use the ZIP format; use JPA instead.
Unfortunately, we can't do anything about it: it is a combined limitation of the ZIP specification, how PHP
works and how your server is set up.

ZIP format
Dereference symlinks
Part size for split archives Custom.. § | 2047.52 Mb
Chunk size for large files processing 1.00 v
Big file threshold 1.00 v
Chunk size for Central Directory processing 1.00 v
Dereference sym-  This setting is only valid on Linux and compatible *NIX hosts. Normally, when Akeeba Back-

links

up encounters symbolic links ("symlinks"), it follows them and treats them as regular files and
directories, backing up their contents. Some site configurations may have symbolic links set up
in such away as to create an infinite loop, causing the backup to fail. When this option is set to
No, Akeeba Backup will not follow symbolic links, but store their name and their target in the
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Part size for split
archives

Chunk size for
large files pro-
cessing

Big file threshold

Chunk size for
Central Directory
processing

archive. Of course, if your symboalic links use absolute paths, restoring to a different server than
the one you backed up from will result in broken symlinks.

Note

Even though Windows 7 supports symbolic links, it does so in away that it's not possible
for PHP to make use of this feature. As a result, this setting will only work on Linux,
FreeBSD, Solaris and other compatible *NIX hosts.

Akeeba Backup supports the creation of Split Archives. In a nutshell, your backup archive is
spanned among one or several files, so that each of thesefiles ("part") is not bigger than the value
you specify here. Thisis a useful feature for hosts which impose a maximum file size quota. If
you use avalue of OMb, no archive splitting will take place and Akeeba Backup will produce a
single backup archive (default).

Warning

If you want to post-process your archive files it is suggested that you use small, non-
zero values here. Thetimeit takes the post-processing engineto transfer an archive from
your server to the remote server equals part size divided by available bandwidth. Since
the available execution time is finite and the available bandwidth is constant, the only
way to avoid atimeout is creating small parts.

| mportant

Split ZIP archives can not be opened with 7-zip, Linux unzip and other GUI clients.
Only WinZIP and PKZIP understand them. If you want to extract them, you must use
WinZIP, PKZIP, Akeeba Kickstart or Akeeba eXtract Wizard. Thisis not an Akeeba
Backup "bug", it's a problem with most free archiver extraction tools.

Each file isread in small increments, we call chunks, while being copied in the archive. Larger
chunks will result in faster backup, at the price of taking longer to process each one of them
and risking a timeout. Smaller chunks lead to slower but safer backups. On very slow hosts, this
parameter should be set to alow value, for example 256K b, or even lower - especially trueif you
constantly get timeout errors when backing up large files. On fast hosts you may want to increase
thisvalue in order to speed up your backup operation.

Files over thissize will be stored in the archive file uncompressed. Do note that in order for afile
to be compressed, Akeeba Backup has to load it in its entirety to memory, compress it and then
writeit to disk. Asarule of thumb, you need to have free memory equal to 1.8 timesthe size of the
fileto compress, e.g. 18Mbfor alOMbfile. Joomlal with alot of plug-ins might consume as much
as 16Mb and Akeeba Backup's engine might consume another 5Mb, so plan this value carefully,
or you will run into memory exhaustion errors. Compression is also resource intensive and will
increase the time to produce a backup. If this valueistoo high, you might run into timeout errors.

At the end of the ZIP archive creation we have to attach alookup table containing the names of
al included files to the end of the archive file. Thistableis called the Central Directory. We have
to do thisin small chunks so asto avoid timeout or memory exhaustion errors. It isrecommended
that you leave the default value (IMb) unless you know what you're doing.

2.3.4.2. JPA format

The JPA format was conceived as an aternative to ZIP, designed to be extremely suitable for PHP scripts. The trick
is that the JPA format doesn't store a checksum for each file - therefore it reduces the processing overhead during
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archiving - and it doesn't use a "lookup table" (central directory) as ZIP does. Both of these design decisions lead to
extremely fast, low resource usage archiving processes.

Tip

It is recommended that you use the JPA format for all of your backups. Y ou can extract JPA files either on
your server using Kickstart, or on your desktop using Akeeba eXtract Wizard.

JPA format (recommended)

Dereference symlinks —

Part size for split archives Custom.. § | 2047.52 Mb

TS

Chunk size for large files processing 1.00

<

Big file threshold 1.00

The settings for this engine are identical to those used in the ZIP engine.

2.3.4.3. Encrypted Archives (JPS format)

Note

Thisfeature is only available in the Akeeba Backup Professional release.

The JPSisafurther evolution of the JPA format, designed with the major goals of improving compression rations and
enhancing the security of your data by encrypting the entire archive's contents with the industry standard AES-128
encryption format. The latter goal ensuresthat eveninthe unlikely event of your backup files ending up in the hands of
hacker or another untrusted party, they would be useless. As per the strictest security standards, al information in the
archive (including file names and file data) are encrypted. Without the password nobody can deduct any information
about your site by examining a JPS archive. The contents of al filesin the archive are compressed and encrypted in
64K b blocks, allowing for better compression ratios over the JPA format.

I mportant

In order for JPS to work it requires that both the zlib and mcrypt PHP extensions are installed and activated
on your server. Moreover, the merypt library installed on the server must support AES-128 in CBC mode. If
any of these conditions is not met, the backup process will halt with an error mentioning that encryption is
not enabled on your server. In this case, please contact your host with the information in this paragraph so
that they can perform the necessary server-side changes.

I mportant

JPS archives can only be extracted on hosts fulfilling the same per-requisites (zlib and mcrypt extensions
installed and activated). They can aso be extracted only by Kickstart 3.1.2 and Akeeba eXtract Wizard 3.0.4
or later. Earlier version can't read the JPS archives at al.
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Encrypted Archives (JPS)

Encryption key

Dereference symlinks -

Part size for split archives Custom.. 5 2047.52 Mb

The settings for this engine are;

Encryption key

Dereference sym-
links

Part size for split
archives

This is the password to be used for encrypting the archive. For the sake of security, you are en-
couraged to enter along passphrase which is hard to guess.

Warning

The key is case sensitive. This means that Abc, ABC and abc are three completely dif-
ferent keys!

This setting is only valid on Linux and compatible *NIX hosts. Normally, when Akeeba Back-
up encounters symbolic links ("symlinks"), it follows them and treats them as regular files and
directories, backing up their contents. Some site configurations may have symbolic links set up
in such away asto create an infinite loop, causing the backup to fail. When this option is set to
No, Akeeba Backup will not follow symbolic links, but store their name and their target in the
archive. Of course, if your symbolic links use absolute paths, restoring to a different server than
the one you backed up from will result in broken symlinks.

Note

Even though Windows 7 supports symbolic links, it does so in away that it's not possible
for PHP to make use of this feature. As a result, this setting will only work on Linux,
FreeBSD, Solaris and other compatible *NIX hosts.

Akeeba Backup supports the creation of Split Archives. In a nutshell, your backup archive is
spanned among one or severd files, so that each of thesefiles ("part") is not bigger than the value
you specify here. Thisis a useful feature for hosts which impose a maximum file size quota. If
you use avalue of OMb, no archive splitting will take place and Akeeba Backup will produce a
single backup archive (default).

Warning

If you want to post-process your archive files it is suggested that you use small, hon-
zero values here. Thetimeit takes the post-processing engineto transfer an archive from
your server to the remote server equals part size divided by available bandwidth. Since
the available execution time is finite and the available bandwidth is constant, the only
way to avoid atimeout is creating small parts.
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2.3.4.4. DirectFTP

I mportant

This feature is not meant for everyday users. It is designed for web professionals. If you don't understand
therest of this section, please do not use it. Akeeba Backup is equally useful as a site migration tool without
using DirectFTP.

The DirectFTP engine alows power usersto directly export awebsite from one server to another, without the need to
download the backup file to their PC, upload it and extract it on the other server. In order to do so, instead of backing
up to an archive, it directly writes the backed up files to the remote server using FTP, hence the name.

Do notethat when using the DirectFTP engine, the post-processing engine will not run, asthereisno archive produced.

In a nutshell, when this option is activated, Akeeba Backup operates as usual, backing up your database and files.
Instead of putting the sitefiles, installer files and database dump inside a backup archive, it transfers them to aremote
server using FTP. You can then visit the installation URL on the remote server to complete the site transfer progress.

Warning

Thisisconsidered an advanced feature. Since there are many things which might go wrong in the process and
due to the fact that the success of the operation depends on the server configuration of both the originating
and target servers, you are advised not to use it unless you know what you're doing.

Moreover, bear in mind that the target server must not contain any files! If it does, it may not be possible to
overwrite them, leading to an incomplete site transfer.

Y our originating server must support PHP's FTP extensions and not have its FTP functions blocked. Y our originating
server must not block FTP communication to the remote (target) server. Some hosts apply a firewall policy which
requires you to specify to which hosts your server can connect. In such a case you might need to allow communication
to your remote host.

Normally, remote FTP connections consume a lot of time, therefore DirectFTP is very prone to time-outs. Theoret-
ically, Akeeba Backup can automatically estimate the time required for transferring each file and avoid timing out.
However, thisis not alwaystechnically possible. In such acase you might want to lower the maximum execution time
allowance and bias in the Configuration. Do note that large files have to be transferred in a single step, as most PHP
and FTP configuration combinations disallow resuming uploads (chunked uploads). This meansthat avery largefile,
or avery large database dump may cause the process to fail with atimeout error.
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DirectFTP

Host name

Port 21

User name

Password

Initial directory Browse...

Use FTP over SSL (FTPS)

Use passive mode

Test FTP connection

The available configuration options are:

Host name. The hostname of your remote (target) server, e.g.f t p. exanpl e. com You must NOT enter the ftp://
protocol prefix. If you do, Akeeba Backup will try to remove it automatically and issue awarning about it.

Port. The TCP/IP port of your remote host's FTP server. It's usually 21.
User name. The username you have to use to connect to the remote FTP server.
Passwor d. The password you have to use to connect to the remote FTP server.

Initial directory. The absolute FTP directory to your remote site's|ocation where your sitewill be clonedto. Thisis
provided by your hosting company. Do not ask usto tell you what you should put in here because we can't possibly
know. Thereisan easy way to find it, though. Connect to your target FTP server with FileZilla. Navigate to the web
server'sroot (usualy it's a subdirectory named httpdocs, htdocs, public_html, http_docs or www). Above the right-
hand folder pane you will see atext box with a path. Copy this path and paste it to Akeeba Backup's setting.

Use FTP over SSL. If your remote server supports secure FTP connections over SSL (they haveto be explicit SSL;
implicit SSL is not supported), you can enable thisfeature. In such a case you will most probably have to change the
port. Please ask your hosting company to provide you with moreinformation on whether they support thisfeatureand
what port you should use. Y ou must note that this feature must also be supported by your originating server aswell.

Use passive mode. Normally you should enable it, as it is the most common and firewall-safe transfer mode sup-
ported by FTP servers. Sometimes, you remote server might require active FTP transfers. In such a case please
disable this, but bear in mind that your originating server might not support active FTP transfers, which usually
requires tweaking the firewall!

2.3.4.5. DirectSFTP

I mportant

Thisfeature isonly available in the Akeeba Backup Professional edition.
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I mportant

This feature is not meant for everyday users. It is designed for web professionals. If you don't understand
therest of this section, please do not use it. Akeeba Backup is equally useful as a site migration tool without
using DirectSFTP.

The DirectSFTP engine allows power usersto directly export awebsite from one server to another, without the need to
download the backup file to their PC, upload it and extract it on the other server. In order to do so, instead of backing
up to an archive, it directly writes the backed up files to the remote server using SFTP (Secure File Transfer Protocol
over SSH), hence the name.

Do note that when using the DirectSFTP engine, the post-processing engine will not run, as there is no archive pro-
duced.

In a nutshell, when this option is activated, Akeeba Backup operates as usual, backing up your database and files.
Instead of putting the sitefiles, installer files and database dump inside a backup archive, it transfers them to aremote
server using SFTP. Y ou can then visit the installation URL on the remote server to compl ete the site transfer progress.

Warning

Thisisconsidered an advanced feature. Since there are many things which might go wrong in the process and
due to the fact that the success of the operation depends on the server configuration of both the originating
and target servers, you are advised not to use it unless you know what you're doing.

Moreover, bear in mind that the target server must not contain any files! If it does, it may not be possible to
overwrite them, leading to an incomplete site transfer.

Y our originating server (where you are backing up from) must a. support PHP's SSH2 extensions, b. allow outbound
TCP/IP connections to your target host's SSH port and c¢. not have the SFTP functions of the SSH2 extension blocked.
Please notethat some hostsapply afirewall policy which requiresyouto specify to which hostsyour server can connect.
In such a case you might need to allow communication to your remote host. Moreover, your target host must support
SFTP connections using a username and password for authentication. If your remote server only allows authentication
using certificate files it won't work with Akeeba Backup's DirectSFTP feature.

Normally, remote SFTP connections consume alot of time, therefore DirectSFTP isvery prone to time-outs. Theoret-
ically, Akeeba Backup can automatically estimate the time required for transferring each file and avoid timing out.
However, thisis not alwaystechnically possible. In such a case you might want to lower the maximum execution time
allowance and bias in the Configuration. Do note that large files have to be transferred in a single step, as most PHP
and SFTP configuration combinations disallow resuming uploads (chunked uploads). Thismeansthat avery largefile,
or avery large database dump may cause the process to fail with atimeout error.
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DirectSFTP

Host name
Port 22
Username
Password
Initial directory

Test SFTP connection

The available configuration options are;

* Host name. The hostname of your remote (target) server, e.g. sft p. exanpl e. com You must NOT enter the
sftp:// or ssh:// protocol prefix. If you do, Akeeba Backup will try to remove it automatically and issue a warning
about it.

» Port. The TCP/IP port of your remote host's FTP server. It's usually 22.
» User name. The username you have to use to connect to the remote SFTP server.
» Password. The password you have to use to connect to the remote SFTP server.

« Initial directory. The absolute FTP directory to your remote site's|ocation where your sitewill be cloned to. Thisis
provided by your hosting company. Do not ask usto tell you what you should put in here because we can't possibly
know. Thereisan easy way to find it, though. Connect to your target FTP server with FileZilla. Navigate to the web
server'sroot (usualy it's a subdirectory named httpdocs, htdocs, public_html, http_docs or www). Above the right-
hand folder pane you will see atext box with a path. Copy this path and paste it to Akeeba Backup's setting.

2.3.4.6. ZIP using ZIPArchive class

This engine produces ZI P archive using PHP's built-in ZIP archive class. It is only recommended for extremely small
sites hosted on very slow hosts. If you have alarger site or quite big files you can expect that this engine will time out,
crash the backup or throw a memory outage error. Also note that this engine has absolutely no options and is bound
to fail on hosts which impose limitations on the maximum size per file.

Frankly, this is the worst archiver engine. It was added because some users argued that it is faster (it is not) and this
iswhy it is being used by competitive products. Well, try it out if you want. As soon as it causes backup errors do not
ask for support, just switch to the classic ZIP engine or, even better, the JPA engine.

2.3.5. Data processing engines

2.3.5.1. No post-processing

Thisisthe default setting and the only one one available to Akeeba Backup Core. It does no post-processing. It simply
leaves the backup archives on your server.
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2.3.5.2. Send by email

Note
Thisfeature is available only to Akeeba Backup Professional 3.4.b1 and later.
Send by Email

Process each part immediately =
Delete archive after processing E
Email address

Email subject

This handy feature is available only in Akeeba Backup Professional. It will send you the backup archive parts asfile
attachments to your email address. That's right! No need to worry about downloading your backup archives, they will
be emailed to you. That said, beware of the restrictions:

Warning

You MUST set the Part size for split archives setting of the Archiver engine to a value between 1-10
Megabytes. If you choose abig value (or leave the default value of 0, which means that no split archives will
be generated) you run the risks of the process timing out, a memory outage error to occur or, finally, your
email servers not being able to cope with the attachment size, dropping the email.

The available configuration settings for this engine, accessed by pressing the Configure... button next to it, are:

Processeach part  If you enable this, each backup part will be emailed to you as soon asit's ready. This is useful

immediately if you are low on disk space (disk quota) when used in conjunction with Delete archive after
processing. When using this feature we suggest having 10Mb plus the size of your part for split
archives free in your account. The drawback with enabling this option is that if the email fails,
the backup fails. If you don't enable this option, the email processwill take place after the backup
is complete and finalized. This ensures that if the email process fails a valid backup will still be
stored on your server. The drawback isthat it requires more available disk space.

Delete archiveaf-  If enabled, the archive files will be removed from your server after they are emailed to you. Very
ter processing useful to conserve disk space and practice the good security measure of not leaving your backups
on your server.

Email address The email address where you want your backups sent to. When used with GMail or other webmail
servicesit can provide a cheap alternative to proper cloud storage.

Email subject A subject for the email you'll receive. You can leave it blank if you want to use the default.
However, we suggest using something descriptive, i.e. your site's name and the description of the
backup profile.

2.3.5.3. Upload to Amazon S3
Note

This feature is available only to Akeeba Backup Professional. Older versions of Akeeba Backup may not
have all of the options discussed here.

Using this engine, you can upload your backup archives to the Amazon S3 cloud storage service. With dirt cheap
prices per Gigabyte, it is an idea option for securing your backups. Even if your host's data center is annihilated by
anatural disaster and your local PC and storage media are wiped out by an unlikely event, you will still have a copy
of your site readily accessible and easy to restore.

Since Akeeba Backup 3.2 we support multi-part uploadsto Amazon S3. This meansthat, unlike the other post-process-
ing engines, even if you do not use split archives, Akeeba Backup will still be able to upload your filesto Amazon S3!
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Thisnew feature allows Akeeba Backup to upload your backup archive in 5SMb chunks so that it doesn't time out when
uploading avery big archivefile. That said, we STRONGLY suggest using apart size for archive splitting of 2000Mb.
Thisisrequired to work around a PHP limitation which causes extraction to fail if the file size is over roughly 2Gb.

Since AkeebaBackup 3.8.2 you can specify acustom endpoint URL . Thisallowsyou to usethisfeature with third party
cloud storage services offering an APl compatible with Amazon S3 such as Cloudian, Riak CS, Ceph, Connectria,

HostEurope, Dunkel, S3For.me, Nimbus, Walrus, GreenQloud, Scality Ring, CloudStack and so on. If acloud solution
(public or private) claimsthat it is compatible with S3 then you can use it with Akeeba Backup.

Upload to Amazon S3

Process each part immediately —

Delete archive after processing o

Access Key
Secret Key
Use SSL
Bucket
Lowercase bucket name -
Directory  /
Disable multipart uploads —

Use Reduced Redundancy Storage (RRS)

The required settings for this engine are:

Process each part  If you enable this, each backup part will be uploaded as soon as it's ready. This is useful if you

immediately arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
When using this feature we suggest having 10Mb plus the size of your part for split archivesfree
inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enabl e this option, the upload process will take place after the backup is complete and
finalized. This ensures that if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.

Delete archive af-  If enabled, the archive fileswill be removed from your server after they are uploaded to Amazon
ter processing S3.

Access Key Y our Amazon S3 Access Key
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Secret Key

Use SSL

Bucket

Directory

Disable multipart
uploads

Custom endpoint

Y our Amazon S3 Secret Key

If enabled, an encrypted connection will be used to upload your archives to Amazon S3. In this
case the upload will take longer, asencryption - what SSL does - is aresourceintensive operation.
Y ou may have to lower your part size.

The name of your Amazon S3 bucket where your files will be stored in. The bucket must be
aready created; Akeeba Backup can not create buckets.

Warning

DO NOT CREATE BUCKETS WITH NAMES CONTAINING UPPERCASE
LETTERS. AMAZON CLEARLY WARNSAGAINST DOING THAT. If you use
a bucket with uppercase letters in its name it is very possible that Akeeba Backup will
not be ableto upload anything to it. More specifically, it seemsthat if your web server is
located in Europe, you will be unableto use abucket with uppercaselettersinitsname. If
your server isin the US, you will most likely be able to use such abucket. Y our mileage
may vary.

Please note that thisisalimitation imposed by Amazon itself. It is not something we can
"fix" in Akeeba Backup (I did spent 5 hours on Christmas trying to find a workaround,
with no success, because it's a limitation by Amazon). If thisis the case with your site,
please DO NOT ask for support; simply create a new bucket whose name only consists
of lowercase unaccented latin characters (a-z), numbers (0-9), dashes and dots.

The directory inside your Amazon S3 bucket where your files will be stored in. If you want to
use subdirectories, you haveto use aforward dash, e.g. di r ect or y/ subdi r ect or y/ sub-
subdi rectory.

Tip

You can use Akeeba Backup's "variables" in the directory name in order to create it
dynamically. These are the same variables as what you can use in the archive name, i.e.
[DATE], [TIME], [HOST], [RANDOM].

Since AkeebaBackup 3.2, uploadsto Amazon S3 of parts over 5Mb use Amazon's new multi-part
upload feature. This allows Akeeba Backup to upload the backup archive in 5SMb chunks and
then ask Amazon S3 to glue them together in one big file. However, some hosts time out while
uploading archives using this method. In that case it's preferable to use a relatively small Part
Size for Split Archive setting (around 10-20Mb, your mileage may vary) and upload the entire
archive part in one go. Enabling this option ensures that, no matter how big or small your Part
Sizefor Split Archives setting is, the upload of the backup archive happensin onego. You MUST
useit if you get RequestTimeout warnings while Akeeba Backup is trying to upload the backup
archives to Amazon S3.

Enter the custom endpoint (connection URL) of athird party service which supports an Amazon
S3 compatible API.

Regarding the naming of buckets and directories, you have to be aware of the Amazon S3 rules (these rules are a
simplified form of the list S3Fox presents you with when you try to create a new bucket):

* Folder names can not contain backward slashes (\). They are invalid characters.

» Bucket names can only contain lowercase letters, numbers, periods (.) and dashes (-). Accented characters, interna
tional characters, underscores and other punctuation marks areillegal characters.
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| mportant

Even if you created a bucket using uppercase letters, you must type its name with lower case letters.
Amazon S3 automatically converts the bucket name to all-lowercase. Also note that, as stated above, you
may NOT be able to use at all under some circumstances. Generally, your should avoid using uppercase
letters.

* Bucket names must start with a number or aletter.

 Bucket names must be 3 to 63 characters long.

» Bucket names can't bein an IP format, e.g. 192.168.1.2

 Bucket names can't end with adash.

 Bucket names can't have an adjacent dot and dash. For example, bothny. - bucket andny- . bucket areinvalid.

If any - or al - of those rules are broken, you'll end up with error messages that Akeeba Backup couldn't connect to
S3, that the calculated signature is wrong or that the bucket does not exist. Thisis normal and expected behaviour, as
Amazon S3 drops the connection when it encountersinvalid bucket or directory names.

2.3.5.4. Upload to Dropbox

Note

Thisfeatureisavailable only to Akeeba Backup Professional. Theimplementation discussed appliesto Akee-
ba Backup 3.4 and later. Older versions used a different implementation of the Dropbox post-processing en-
gine which works differently.

Using this engine, you can upload your backup archives to the low-cost Dropbox cloud storage service (http:/
www.dropbox.com). Thisisan ideal option for small websiteswith alow budget, asthis service offers 2Gb of storage
space for free, al the while retaining all the pros of storing your files on the cloud. Even if your host's data center is
annihilated by anatural disaster and your local PC and storage media are wiped out by an unlikely event, you will still
have a copy of your site readily accessible and easy to restore.

Before you begin, you should know the limitations. Dropbox does not allow appending to files, so the archive has to
be transferred in a single step. PHP has a time limit restriction we can't overlook. The time required to upload afile
to Dropbox equals the size of the file divided by the available bandwidth. We want to time to upload afile to be less
than PHP's time limit restriction so as to avoid timing out. Since the available bandwidth is finite and constant, the
only thing we can reduce in order to avoid timeoutsisthefile size. To this end, you have to produce split archives, by
setting the part sizefor archive splitting in ZIP's or JPA's engine configuration pane. The suggested values are between
10Mb and 20Mb. Most servers have a bandwidth cap of 20Mbits, which equals to roughly 2Mb/sec (1 byte is 8 bits,
plus there's some traffic overhead, lost packets, etc). With atime limit of 10 seconds, we can upload at most 2 Mb/sec
* 10 sec = 20Mb without timing out. If you get timeouts during post-processing lower the part size.

Tip

If you use the native CRON mode (akeeba-backup.php), thereisusually no time limit - or thereisavery high
time limit in the area of 3 minutes or so. Ask your host about it. Setting up a profile for use only with the
native CRON mode allows you to increase the part size and reduce the number of parts a complete backup
consists of.
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Warning

Y ou can not upload files over 150Mb to Dropbox. Thisisalimitation imposed by Dropbox. Use of a greater
Part Size for Split Archives will cause a transfer error. We regret to inform you that there is no workaround

to this.

Since AkeebaBackup 3.4, we are using the official Dropbox RESTful API. Thisismore stablethan our earlier Dropbox

implementation.

Upload to Dropbox

Process each part immediately —

Delete archive after processing *

Authentication - Step 1

Authentication - Step 2

Directory /

Token

Token Secret Key

User ID

The required settings for this engine are:

Process each part
immediately

Delete archive &f -
ter processing

Authorisation —
Step 1 and 2

If you enable this, each backup part will be uploaded as soon asit's ready. Thisis useful if you
arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
When using this feature we suggest having 10Mb plus the size of your part for split archives free
inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enabl e this option, the upload process will take place after the backup is complete and
finalized. This ensures that if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.

If enabled, the archivefileswill be removed from your server after they are uploaded to Dropbox.

Before you can use Akeeba Backup with Dropbox you haveto "link" your Dropbox account with
your Akeeba Backup installation. This allows Akeeba Backup to access your Dropbox account
without you storing the username (email) and password to Akeeba Backup. The authentication
isasimple, two step process. First click on the Authentication - Step 1 button. A popup window
opens, alowing you to log in to your Dropbox account. Once you log in successfully, close the
popup. Then, click on the Authentication - Step 2 button. It should show amessage dial og reading
OK!. This means that your Akeeba Backup installation and Dropbox account are now linked.
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Directory The directory inside your Dropbox account where your files will be stored in. If you want to use
subdirectories, you have to use a forward dash, e.g. / di r ect or y/ subdi r ect ory/ sub-
subdi rectory.

Enabled chunked When enabled Akeeba Backup will try to upload your backup archives / backup archive parts

upload in small chunks and then ask Dropbox to assemble them back into one file. This allows you to
transfer larger archives more reliably and works around the 100Mb limitation of Dropbox' API. In
other words, if your backup is over 100Mb and you don't want to split it to smaller parts (multiple
files) you must enable this option.

Chunk size This option determines the size of the chunk which will be used by the chunked upload option
above. Y ou are recommended to use arelatively small value around 5 to 20 Mb to prevent backup
timeouts. The exact maximum value you can use depends on the speed of your server and its
connection speed to Dropbox' server. Try starting high and lower it if the backup fails during
transfer to Dropbox.

Token This is the connection token to Dropbox. Normally, it is automatically fetched from Dropbox
when you click on the Authentication - Step 2 button above. However, if you have multiple sites
you want to connect to the same Dropbox account you must not use the authentication buttons on
each site. Doing so will unauthenticate (disconnect) all sites except the last one you authenticated.
Instead, if you have multiple sites, use the Authentication buttons only on thefirst site. Then copy
the Token, Token Secret Key and User ID from the first site and copy it to each and every other
site you want to connect with Dropbox.

Token Secret See above.
Key
User ID See above.

2.3.5.5. Upload to RackSpace CloudFiles

Note

Thisfeature is available only to Akeeba Backup Professional.

Using this engine, you can upload your backup archives to the RackSpace CloudFiles [www.rackspacecloud.com/
cloud_hosting_products/files] cloud storage service. This service has been around for along time, under the Mosso
brand, and is considered one of the most dependabl e ones. Its cheap prices make it ideal for applications where storing
large quantities of backup archivesis more likely than downloading them.

Before you begin, you should know the limitations. As most cloud storage providers, CloudFiles does not allow ap-
pending to files, so the archive hasto be transferred in asingle step. PHP has atime limit restriction we can't overlook.
The time required to upload a file to CloudFiles equals the size of the file divided by the available bandwidth. We
want to time to upload afile to be less than PHP's time limit restriction so asto avoid timing out. Since the available
bandwidth is finite and constant, the only thing we can reduce in order to avoid timeoutsis the file size. To this end,
you have to produce split archives, by setting the part size for archive splitting in ZIP's or JPA's engine configuration
pane. The suggested values are between 10Mb and 20Mb. Most servers have a bandwidth cap of 20Mbits, which
equals to roughly 2Mb/sec (1 byte is 8 bits, plus there's some traffic overhead, lost packets, etc). With atime limit of
10 seconds, we can upload a most 2 Mb/sec * 10 sec = 20Mb without timing out. If you get timeouts during post-
processing lower the part size.

Tip

If you use the native CRON mode (akeeba-backup.php), thereisusually no time limit - or thereisavery high
time limit in the area of 3 minutes or so. Ask your host about it. Setting up a profile for use only with the
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native CRON mode allows you to increase the part size and reduce the number of parts a complete backup

consists of .

AkeebaBackup isusing the very stable official PHP bindings for CloudFiles access, which is unlikely to stop working
for the foreseeable future. As aresult, we consider it a good candidate for backup archives storage.

Upload to RackSpace CloudFiles

Process each part immediately —

Delete archive after processing

Username

APl Key

Is it a UK account? -

Container

Directory  /

The required settings for this engine are:

Process each part
immediately

Delete archive &f -
ter processing

Username
APl Key
Container

Directory

If you enable this, each backup part will be uploaded as soon as it's ready. Thisis useful if you
arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
When using this feature we suggest having 10Mb plus the size of your part for split archives free
inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enabl e this option, the upload process will take place after the backup is complete and
finalized. This ensures that if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.

If enabled, the archive files will be removed from your server after they are uploaded to Cloud-
Files.

The username assigned to you by the RackSpace CloudFiles service
The API Key found in your CloudFiles account
The name of the CloudFiles container where you want to store your archivesin.

The directory inside your CloudFiles container where your files will be stored in. If you want to
use subdirectories, you haveto useaforward slash, e.q./ di r ect or y/ subdi r ect or y/ sub-
subdi r ect ory. Leave blank to store the files on the container's root.

2.3.5.6. Upload to Microsoft Windows Azure BLOB Storage service

Note

Thisfeature is available only to Akeeba Backup Professional.
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Using this engine, you can upload your backup archives to the Microsoft Windows Azure BLOB Storage [http:/
www.microsoft.com/windowsazure/windowsazure/] cloud storage service. This new cloud storage service from Mi-
crosoft is reasonably priced (the cost is very close to CloudFiles) and quite fast, with lots of local endpoints around
the globe.

Warning

Azure, unlike other cloud storage providers, doesn't support storing files over 64Mb without resorting to
proprietary hacks. As aresult you MUST use a part size for archive splitting lower than 64Mb at all times.
Failure to do so might cause your backup uploads to fail.

Before you begin, you should know the limitations. As most cloud storage providers, Azure does not allow appending
tofiles, sothearchive hasto betransferred in asingle step. PHP hasatimelimit restriction we can't overlook. Thetime
required to upload afileto CloudFiles equalsthe size of thefile divided by the avail able bandwidth. Wewant to timeto
upload afileto belessthan PHP'stimelimit restriction so asto avoid timing out. Since the available bandwidth isfinite
and constant, the only thing we can reduce in order to avoid timeoutsis the file size. To this end, you have to produce
split archives, by setting the part size for archive splitting in ZIP's or JPA's engine configuration pane. The suggested
values are between 10Mb and 20Mb. M ost servers have abandwidth cap of 20Mbits, which equalsto roughly 2Mb/sec
(1 byteis 8 bits, plus there's some traffic overhead, lost packets, etc). With atime limit of 10 seconds, we can upload
at most 2 Mb/sec * 10 sec = 20Mb without timing out. If you get timeouts during post-processing lower the part size.

Tip

If you use the native CRON mode (akeeba-backup.php), thereisusually no time limit - or thereisavery high
time limit in the area of 3 minutes or so. Ask your host about it. Setting up a profile for use only with the
native CRON mode allows you to increase the part size and reduce the number of parts a complete backup
consists of.

Akeeba Backup is using the very stable official PHP bindings for Microsoft Windows Azure access, which isunlikely
to stop working for the foreseeable future. As aresult, we consider it a good candidate for backup archives storage.

Upload to Microsoft Windows Azure BLOB Storage

Process each part immediately

Delete archive after processing o
Account name
Primary Access Key
Container

Directory  /

The required settings for this engine are:

Processeach part  If you enable this, each backup part will be uploaded as soon as it's ready. Thisis useful if you
immediately arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
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When using this feature we suggest having 10Mb plus the size of your part for split archives free
inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enabl e this option, the upload process will take place after the backup is complete and
finalized. This ensures that if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.

Delete archiveaf- If enabled, the archive files will be removed from your server after they are uploaded to Cloud-
ter processing Files.

Account name The account name for your Microsoft Azure subscription. If your endpoint looks like
f oobar. bl obl . core. wi ndows. net then your account name is foobar.

Primary Access  You can find this Key in account page. It islengthy and always ends in double equals marks.
Key

Container The name of the Azure container where you want to store your archivesin.

Directory The directory inside your Azure container where your files will be stored in. If you want to use
subdirectories, you have to use a forward dash, e.g. / di r ect or y/ subdi r ect ory/ sub-
subdi r ect ory. Leave blank to store the files on the container's root.

2.3.5.7. Upload to Remote FTP server

Note

Thisfeature is available only to Akeeba Backup Professional.

Using thisengine, you can upload your backup archivesto any FTP or FTPS (FTP over explicit SSL) server. Thereare
some "FTP" protocols and other file storage protocols which are not supported, such as SFTP, SCP, Secure FTP, FTP
over explicit SSL and SSH variants. The difference of this engine to the DirectFTP archiver engineisthat thisengine
uploads backup archives to the server, whereas DirectFTP uploads the uncompressed files of your site. DirectFTP is
designed for rapid migration, thisengineis designed for easy moving of your backup archivesto an off-server location.

Y our originating server must support PHP's FTP extensions and not have its FTP functions blocked. Y our originating
server must not block FTP communication to the remote (target) server. Some hosts apply a firewall policy which
requires you to specify to which hosts your server can connect. In such a case you might need to allow communication
to your remote host.

Before you begin, you should know the limitations. Most servers do not allow resuming of uploads (or even if they
do, PHP doesn't quite support this feature), so the archive has to be transferred in a single step. PHP has atime limit
restriction we can't overlook. The time required to upload a file to FTP equals the size of the file divided by the
available bandwidth. We want to time to upload afile to be less than PHP's time limit restriction so asto avoid timing
out. Since the available bandwidth is finite and constant, the only thing we can reduce in order to avoid timeouts is
the file size. To this end, you have to produce split archives, by setting the part size for archive splitting in ZIP's or
JPA's engine configuration pane. The suggested values are between 10Mb and 20Mb. Most servers have a bandwidth
cap of 20Mbits, which equals to roughly 2Mb/sec (1 byte is 8 hits, plus there's some traffic overhead, lost packets,
etc). With atime limit of 10 seconds, we can upload at most 2 Mb/sec * 10 sec = 20Mb without timing out. If you
get timeouts during post-processing lower the part size.
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Upload to Remote FTP server

Process each part immediately

Delete archive after processing =

Host name

Port 21

User name

Password

Initial directory Browse...

Use FTP over SSL (FTPS) -

Use passive mode =

Test FTP connection

The available configuration options are:

Process each part
immediately

Delete archive &f -
ter processing

Host name

Port
User name
Password

Initial directory

If you enable this, each backup part will be uploaded as soon asit's ready. Thisis useful if you
arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
When using this feature we suggest having 10Mb plus the size of your part for split archives free
inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enabl e this option, the upload process will take place after the backup is complete and
finalized. This ensures that if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.

If enabled, the archive files will be removed from your server after they are uploaded to the FTP
server.

The hostname of your remote (target) server, eg. f t p. exanpl e. com You must NOT enter
the ftp:// protocol prefix. If you do, Akeeba Backup will try to remove it automatically and issue
awarning about it.

The TCP/IP port of your remote host's FTP server. It's usually 21.

The username you have to use to connect to the remote FTP server.

The password you have to use to connect to the remote FTP server.

The absolute FTP directory to your remote site's location where your archives will be stored.
Thisis provided by your hosting company. Do not ask us to tell you what you should put in here
because we can't possibly know. There is an easy way to find it, though. Connect to your target
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FTP server with FileZilla. Navigate to the intended directory. Above the right-hand folder pane
you will see atext box with a path. Copy this path and paste it to Akeeba Backup's setting.

Alternatively, use the button next to the edit box to launch an interactive FTP folder browser
which allows you to select the directory visualy.

Use FTP over If your remote server supports secure FTP connections over SSL (they have to be implicit SSL;

SSL explicit SSL - ak.a. FTPES - is not supported), you can enable this feature. In such a case you
will most probably have to change the port. Please ask your hosting company to provide you with
more information on whether they support this feature and what port you should use. Y ou must
note that this feature must also be supported by your originating server as well.

Use passive Normally you should enableit, asit isthe most common and firewall-safe transfer mode supported

mode by FTP servers. Sometimes, you remote server might require active FTP transfers. In such a case
please disable this, but bear in mind that your originating server might not support active FTP
transfers, which usually requires tweaking the firewall!

2.3.5.8. Upload to Remote SFTP server

Note

Thisfeature is available only to Akeeba Backup Professional since version 3.9.0.

Using this engine, you can upload your backup archives to any SFTP (Secure File Transfer Protocol) server. Please
note that SFTP is the encrypted file transfer protocol provided by SSH servers. Even though the name is closg, it has
nothing to do with plain old FTP or FTP over SSL. Not all servers support this but for those which do thisis the most
secure file transfer option.

The difference of this engine to the DirectSFTP archiver engine is that this engine uploads backup archives to the
server, whereas DirectSFTP uploads the uncompressed files of your site. DirectSFTP is designed for rapid migration,
this engine is designed for easy moving of your backup archivesto an off-server location. Moreover, this engine also
supports connecting to your SFTP server using cryptographic key filesinstead of passwords, a much safer (and much
harder and geekier) user authentication method.

Your originating server must have PHP's SSH2 module installed and activated and its functions unblocked. Y our
originating server must also not block SFTP communication to the remote (target) server. Some hosts apply afirewall
policy which requires you to specify to which hosts your server can connect. In such a case you might need to allow
communication to your remote host over TCP port 22 (or whatever port you are using).

Before you begin, you should know the limitations. SFTP does not allow resuming of uploads so the archive has to
be transferred in asingle step. PHP has atime limit restriction we can't overlook. The time required to upload afileto
SFTP equals the size of the file divided by the available bandwidth. We want to time to upload afile to be less than
PHP's time limit restriction to avoid timing out. Since the available bandwidth is finite and constant, the only thing
we can reduce in order to avoid timeouts is the file size. To this end, you have to produce split archives, by setting
the part size for archive splitting in ZIP's or JPA's engine configuration pane. The suggested values are between 10Mb
and 20Mb. Most servers have a bandwidth cap of 20Mbits, which eguals to roughly 2Mb/sec (1 byte is 8 bits, plus
there's some traffic overhead, lost packets, etc). With atime limit of 10 seconds, we can upload at most 2 Mb/sec * 10
sec = 20Mb without timing out. If you get timeouts during post-processing lower the part size.

The available configuration options are:
Process each part  If you enable this, each backup part will be uploaded as soon as it's ready. Thisis useful if you

immediately arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
When using this feature we suggest having 10Mb plus the size of your part for split archives free
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Delete archive &f-
ter processing

Host name

Port

User name
Password

Private key file
(advanced)

Public Key File
(advanced)

Initial directory

inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enabl e this option, the upload process will take place after the backup is complete and
finalized. This ensures that if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.

If enabled, the archivefileswill be removed from your server after they are uploaded to the SFTP
server.

The hostname of your remote (target) server, e.g. secur e. exanpl e. com You must NOT en-
ter the sftp:// or ssh:// protocol prefix. If you do, Akeeba Backup will try to remove it automati-
cally and issue awarning about it.

The TCP/IP port of your remote host's SFTP (SSH) server. It's usualy 22. If unsure, please ask
your host.

The username you have to useto connect to theremote SFTP server. Thismust be always provided
The password you have to use to connect to the remote SFTP server.

Many (but not all) SSH/SFTP servers allow you to connect to them using cryptographic key files
for user authentication. This method is far more secure than using a password. Passwords can be
guessed within some degree of feasibility because of their relatively short length and complexity.
Cryptographic keys are night impossible to guess with the current technology due to their com-
plexity (on average, more than 100 times as complex as atypical password).

If you want to usethiskind of authentication you will need to provide aset of twofiles, your public
and private key files. In this field you have to enter the full filesystem path to your private key
file. The private key file must be in RSA or DSA format and has to be configured to be accepted
by your remote host. The exact configuration depends on your SSH/SFTP server and is beyond
the scope of this documentation. If you are a curious geek we strongly advise you to search for
"ssh certificate authentication” in your favourite search engine for more information.

If you are using encrypted private key files enter the passphrase in the Password field above. If it
is not encrypted, which is a bad security practice, leave the Password field blank.

If you are using the key file authentication method described above you will also have to supply
the public key file. Enter here the full filesystem path to the public key file. The public key file
must bein RSA or DSA format and, of course, unencrypted (asit's a public key).

The absolute filesystem path to your remote site's location where your archives will be stored.
Thisis provided by your hosting company. Do not ask us to tell you what you should put in here
because we can't possibly know. There is an easy way to find it, though. Connect to your target
SFTP server with FileZilla. Navigate to the intended directory. Above the right-hand folder pane
you will see atext box with a path. Copy this path and paste it to Akeeba Backup's setting.

Alternatively, use the button next to the edit box to launch an interactive SFTP folder browser
which allows you to select the directory visually. However, due to limitations of PHP's SFTP
handling, you MUST give avalid pathname before clicking that button. We suggest asking your
host. Really, they are the only ones which can provide you with thisinformation.

2.3.5.9. Upload to Box.net

Note

This feature was removed in Akeeba Backup 3.8.3.
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Box announced in September 2013 that they would suspend version 1 of their APl on December 14th, 2013. They
urged developers to use their version 2 API instead. However their version 2 API isincompatible with sites not using
an HTTPS connection in their back-end. As aresult we had to remove this feature.

Further technical explanation

Box API v2 is using an OAuth v2 implementation to allow users to link their Box account with an application. As
part of the authorization process Box needs to make a redirection to a URL controlled by the application, handing
it over a code which it can use to retrieve the authentication tokens. This URL must be declared in advance to Box,
otherwise Box produces an error. Since the application in question is Akeeba Backup, installed on your site which
means a different URL per site, you cannot link your Box account with Akeeba Backup. To make matters worse,
Box.com requires that URL to be HTTPS anyway.

In late November 2013 we tried building an authentication escrow running on our own site. However, we quickly
realised that this was not going to work. Even though we were able to get an access token, it was only valid for one
hour. Box.com also provided us with a refresh token which is valid for 60 days but can only be used ONCE. In so
many words, even using this method would mean that you could be able to link only ONE of your sites to Box.com
and that you would have to link Akeeba Backup to Box.com manually if more than 60 days since the last use elapsed.
For other technical reasons even that was highly improbable. Y ou would have to follow some very precise instructions
in a specific sequence and sort amount of time (30 seconds!) to make it work.

The only practical workaround would be to have you perform the authentication on AkeebaBackup.com, store your
account information on our server and then have Akeeba Backup on your site contact our servers before sending the
filesto Box. This has some major security, cost and privacy implications:

* We would essentially have the keys to your Box account. If these were stolen from us the attacker would have full
read and write access to your files on your Box account.

» Your site would have to request our site these tokens every single time you would like to run a backup. Thisis
impractical becauseif our siteisdown for any reason you can't take a backup of your site. Moreover, the added load
on our server would require us to upgrade to a much beefier server which would mean that we'd have to raise the
prices of our service substantially (think about having to pay an extra 50 Euros per year per site).

As aresult we had to remove the Box integration from Akeeba Backup and kindly request our users to use Dropbox
instead.

I mportant
As explained above, the reasons which lead to the removal of this feature are beyond our control. We thank
youin advancefor not requesting usto reinstate thisfeature (it'simpossible, unlessyou can convince Box.com

to not retire their version 1 API) and we'd like to remind you that support requests about this issue will be
deleted without areply effective November 29th, 2013.

2.3.5.10. Upload to SugarSync

Note
Thisfeature is available only to Akeeba Backup Professional 3.5.al and later.

Using this engine, you can upload your backup archives to the SugarSync [http://www.sugarsync.com] cloud storage
service. SugarSync has afree tier (with 5Gb of free space) and apaid tier. Akeeba Backup can work with either one.

Please note that Akeeba Backup can only upload filesto Sync Folders, it can not upload files directly to a Workspace
(asingle device). You have to set up your Sync Folders in SugarSync before using Akeeba Backup. If you have not
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created or specified any Sync Folder, Akeeba Backup will upload the backup archives to your Magic Briefcase, the
default Sync Folder which syncs between all of your devices, including your mobile devices (iPhone, iPad, Android
phones, ...).

Before you begin, you should know the limitations. As most cloud storage providers, SugarSync does not allow ap-
pending to files, so the archive hasto be transferred in asingle step. PHP has atime limit restriction we can't overlook.
The time required to upload a file to SugarSync equals the size of the file divided by the available bandwidth. We
want to time to upload afile to be less than PHP's time limit restriction so asto avoid timing out. Since the available
bandwidth is finite and constant, the only thing we can reduce in order to avoid timeoutsis the file size. To this end,
you have to produce split archives, by setting the part size for archive splitting in ZIP's or JPA's engine configuration
pane. The suggested values are between 10Mb and 20Mb. Most servers have a bandwidth cap of 20Mbits, which
equals to roughly 2Mb/sec (1 byte is 8 bits, plus there's some traffic overhead, lost packets, etc). With atime limit of
10 seconds, we can upload a most 2 Mb/sec * 10 sec = 20Mb without timing out. If you get timeouts during post-
processing lower the part size.

Tip

If you use the native CRON mode (akeeba-backup.php), thereisusually no time limit - or thereisavery high
time limit in the area of 3 minutes or so. Ask your host about it. Setting up a profile for use only with the
native CRON mode allows you to increase the part size and reduce the number of parts a complete backup
consists of.

Upload to SugarSync

Process each part immediately —

Delete archive after processing 4
Email
Password

Directory  /

The required settings for this engine are:

Processeach part  If you enable this, each backup part will be uploaded as soon asit's ready. Thisis useful if you

immediately arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
When using this feature we suggest having 10Mb plus the size of your part for split archives free
inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enabl e this option, the upload process will take place after the backup is complete and
finalized. This ensures that if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.

Delete archiveaf- If enabled, the archive files will be removed from your server after they are uploaded to Sug-
ter processing arSync.

Email The email used by your SugarSync account.

Password The password used by your SugarSync account.
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Directory The directory inside SugarSync where your files will be stored in. If you want to use subdirecto-
ries, you have to use aforward slash, e.g. / di r ect or y/ subdi r ect or y/ subsubdi r ec-
t ory. You may use the same variables used in archive naming, e.g. [HOST] for the site's host
name or [DATE] for the current date.

Please note that the first part of your directory should be the name of your shared folder. For
example, if you have a shared folder named backups and you want to create a subdirectory
inside it based on the site's name, you need to enter backups/ [ HOST] in the directory box. If
a Sync Folder by the name "backups' is not found, a directory named "backups" will be created
inside your Magic Briefcase folder. Yes, it's more complicated than, say, DropBox — but that's
also why SugarSync is more powerful.

2.3.5.11. Upload to Google Storage

Note

Thisfeature is available only to Akeeba Backup Professional 3.5 and later.

Using this engine, you can upload your backup archives to the Google Storage cloud storage service using the inter-
operable APl (Google Storage simulates the APl of Amazon S3)

Before you begin, go to your Google APl Console, select your project and then select Google Cloud Storage from the
left-hand sidebar. Under "Interoperable Access' enable the "Make this my default project for interoperable storage
access'. Then, you need to create an Access and Secret key pair for use in Akeeba Backup. Y ou can create keys by
using the Google Cloud Storage key management tool [https://code.google.com/apis/consol e storage:legacy]. You
can create up to five sets of developer keys. After creating an access and secret key pair, copy the Access Key and
Secret. You will paste them into Akeeba Backup's configuration page, into the Access Key and Secret Key areas.

Y ou should also know the limitations. Google Storage's interoperable API does not allow appending to files, so the
archive has to be transferred in a single step. PHP has a time limit restriction we can't overlook. The time required
to upload afile to Google Storage equals the size of the file divided by the available bandwidth. We want to time to
upload afileto belessthan PHP'stimelimit restriction so asto avoid timing out. Since the available bandwidth isfinite
and constant, the only thing we can reduce in order to avoid timeouts is the file size. To this end, you have to produce
split archives, by setting the part size for archive splitting in ZIP's or JPA's engine configuration pane. The suggested
values are between 10Mb and 20Mb. Most servers have abandwidth cap of 20Mbits, which equalsto roughly 2Mb/sec
(1 byteis 8 hits, plus there's some traffic overhead, lost packets, etc). With atime limit of 10 seconds, we can upload
at most 2 Mb/sec * 10 sec = 20Mb without timing out. If you get timeouts during post-processing lower the part size.

Tip

If you use the native CRON mode (akeeba-backup.php), thereisusually no time limit - or thereisavery high
time limit in the area of 3 minutes or so. Ask your host about it. Setting up a profile for use only with the
native CRON mode allows you to increase the part size and reduce the number of parts a complete backup
consists of.
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Upload to Google Storage

Process each part immediately -

Delete archive after processing ™~

Access Key

Secret Key

Use SSL -

Bucket

Lowercase bucket name =

Directory /

The required settings for this engine are;

Process each part
immediately

Delete archive af -
ter processing
Access Key

Secret Key

Use SSL

Bucket

If you enable this, each backup part will be uploaded as soon asit's ready. Thisis useful if you
arelow on disk space (disk quota) when used in conjunction with Delete archive after processing.
When using this feature we suggest having 10Mb plus the size of your part for split archives free
inyour account. The drawback with enabling thisoptionisthat if the upload fails, the backup fails.
If you don't enabl e this option, the upload process will take place after the backup is complete and
finalized. This ensures that if the upload process fails a valid backup will still be stored on your
server. The drawback isthat it requires more available disk space.

If enabled, the archive files will be removed from your server after they are uploaded to Google
Storage.

Your Google Storage Access Key, available from the Google Cloud Storage key management
tool [https://code.google.com/apis/consol et:storage:legacy].

Y our Google Storage Secret Key, available from the Google Cloud Storage key management tool
[https://code.google.com/api s/consol et storage:l egacy].

If enabled, an encrypted connection will be used to upload your archives to Google Storage. In
this case the upload will take longer, as encryption - what SSL does - is a resource intensive
operation. You may have to lower your part size. We strongly recommend enabling this option
for enhanced security.

The name of your Google Storage bucket where your files will be stored in. The bucket must be
aready created; Akeeba Backup can not create buckets.
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Warning

DO NOT CREATE BUCKETS WITH NAMES CONTAINING UPPERCASE
LETTERS. If you use abucket with uppercase |ettersin its name it isvery possible that
Akeeba Backup will not be able to upload anything to it.

Please note that thisisalimitation of the API. It isnot something we can "fix" in Akeeba
Backup. If thisisthe case with your site, please DO NOT ask for support; simply create
anew bucket whose name only consists of lowercase unaccented latin characters (a-z),
numbers (0-9), dashes and dots.

Directory Thedirectory inside your Google Storage bucket where your fileswill be stored in. If you want to

use subdirectories, you have to use aforward slash, e.g. di r ect or y/ subdi r ect or y/ sub-
subdi rectory.

Tip
You can use Akeeba Backup's "variables" in the directory name in order to create it
dynamically. These are the same variables as what you can use in the archive name, i.e.
[DATE], [TIME], [HOST], [RANDOM].

Regarding the naming of buckets and directories, you have to be aware of the Google Storage rules:

* Folder names can not contain backward slashes (\). They are invalid characters.

 Bucket names can only contain lowercase letters, numbers, periods (.) and dashes (-). Accented characters, interna-
tional characters, underscores and other punctuation marks are illegal characters.

 Bucket names must start with a number or aletter.

 Bucket names must be 3 to 63 characters long.

» Bucket names can't bein an IP format, e.g. 192.168.1.2

* Bucket names can't end with adash.

 Bucket names can't have an adjacent dot and dash. For example, bothny. - bucket andny- . bucket areinvalid.
If any - or al - of those rules are broken, you'll end up with error messages that Akeeba Backup couldn't connect to

Google Storage, that the calculated signature is wrong or that the bucket does not exist. Thisis normal and expected
behaviour, as Google Storage drops the connection when it encountersinvalid bucket or directory names.

2.4. Backup now

Before we go on describing the Backup Now page, we have to discuss something important pertaining to the overall
backup and restoration process. In order for the restoration to work properly, the original site must have areadable and
valid configuration.php onitsroot. Thismeansthat a'trick’ many webmastersuse, that is providing aconfiguration.php
which includes an off-server-root PHP file, isincompatible with the restoration procedure. If the 'trick’ has been ef-
fective on the original site, the installer will have blanksin its options and if the user proceeds with the restoration/in-
stallation procedure the site will not work as expected, as crucia options will have the default or no value at all!
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? Akeeba Backup:: Backup Now pe<

Help  Control Panel

Control Panel  Configuration ~ Backup Now ~ Manage Backups  View Log

Start a new backup

Active Profile: #1 | Default Backup Profile 4 13 Switch Profiles

Short description  Backup taken on Friday, 18 January 2013 17:18

Backup comment

A Backup Now!

That being said, theinitial backup page | ets you define a short description (required) and an optional lengthy comment
for this backup attempt. This information will be presented to you in the backup administration page to help you
identify different backups. The default description contains the date and time of backup. Both the description and
comment will be stored in afile named READVE. ht M inside your archive'si nst al | at i on directory, but only
if the backup modeisfull backup.

Since Akeeba Backup 3.1.b1 both the description and the comment support Akeeba Backup's file naming "variables’,
e.g.[ SI TE] ,[ DATE] and[ Tl ME] . These variables are documented in the Output Directory configuration option's
description. It goeswithout saying, but these variables can a so be used in the case of automated backups, e.g. CRON-
mode backups.

There are two more fields which may be displayed on this page:

» JPSPassword. When you are using the JPS (encrypted archive) format the contents of the archive areencrypted using
the AES-256 algorithm and this password. In order to extract the archive you will need to enter this password. If
you had entered a default password for JPSfilesin the Configuration pagethisfield is pre-filled with that password.

| mportant

The password is case-sensitive. ABC, abc and Abc are three different passwords! Also note that the pass-
word is non-recoverable. If you lose or forget your password you will not be able to extract your JPS
archive.

» ANGIE Password. As of Akeeba Backup 3.7.5 the ANGIE installer (embedded in the backup archive) allows you
to password protect it. This means that you will have to enter this password before you can restore your site. This
featureis designed to prevent unauthorised usersfrom "stumbling” on your sitewhileit's still undergoing restoration
and copy your database passwords or obtain other information about your site.

| mportant

The password is case-sensitive. ABC, abc and Abc arethree different passwords! Unlike the JPS password,
setting an ANGI E password will not prevent anyone from extracting the archive and looking at its contents.

Whenever you are ready to start the backup, just click the Backup Now button. Do note that above the description
field, there might be one or more warnings. These are the same warnings appearing in the Control Pandl's right-hand
pane and act as areminder.
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I mportant

Default output directory isin useisnot an error message! It'sjust areminder that the default output directory
isawell known location on your site. In theory, a malicious user could figure out the name of the backup
archive and download it directly over the web. In order to deter that, Akeeba Backup places a .htaccess file
(compatible with virtually all Apache installations) and a web.config file (compatible only with 1IS 7) to
deter that. If you are using a host which doesn't support the directives of those two files, the contents of that
directory may be inadvertently available over the web to malicious users. If in doubt, ask your host. Do not
ask us. We can't know this information; we haven't set up your host's server.

Our recommendation: consult your host about the proper way to create a backup output directory above your
site'sroot and make it writable by PHP. Then, use that directory asthe Output Directory in all of your backup
profiles. This method offers the greatest degree of protection.

J"’? Akeeba Backup:: Backup Now O

Back Help

* Please do not browse to another page unless you see a completion or error message.

Backup Progress

«# Initializing backup process
<«# Embedding the installer in the archive
«” Backing up databases
= Backing up files
Finalizing the backup process

[Ju sers/nicholas/Sites/devi5/templates/ja_purity/styles/background/purewhite

| | Last server response 15 ago

Once you click on the Backup Now button, the backup progress page appears. Y ou must not navigate away from this
page or close your browser window until the backup iscomplete. Otherwise, the backup processwill beinterrupted and
no backup file will be created (or you'll end up with an incomplete backup file). Akeeba Backup disables the Joomlal
menu during backup to prevent accidentally switching to a different page. If, however, the timeout bar (the second
one which looks as a progress bar and changes its color from green to yellow to red) fills up, you can safely assume
that your backup has crashed. Only in this case you should navigate away from the backup page and take a look at
thelog file for any error messages. Always try different configuration options - especially toying with the minimum
execution time - before submitting a bug report on our support forum.

The backup progress page consists of alarge pane. Thetop section of the paneliststhe steps AkeebaBackup hasto take
in order to complete your backup. Stepsin gray background have not been dealt with yet. Stepsin green background,
featuring a green check mark on the left-hand side, have been successfully completed. The step in yellow background,
featuring a blue arrow on the left-hand side, is the one being currently processed.

Below that, you will find two lines, called Step/Substep in Akeeba Backup jargon. The first line will show you which
table or directory has been backed up until now. Thisis very important. When the backup crashes, it hasn't crashed
on the table or directory you see on the screen! In fact, you can be sure that this table/directory has been successfully
backed up. The real problem appearsin the log file and this is why we are adamant in asking for a backup log to be
posted with your support request. The Substep line below is normally used for messages of lesser importance, such as
noting the percentage of atable already completed (especially useful when backing up huge tables) and the name of
the archive part which was processed by a data processing engine.

The big bar isthe overall progress bar and displays an approximation of the backup progress. Do note that during file
backup you may see this bar jump back and forth. Thisis normal and, please, do not report it as a bug. It is exactly
how it is supposed to behave. Thereason is rather simple. Before your site is backed up, Akeeba Backup doesn't know
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how many files and directories it contains. As aresult, it tries to do an educated guess and display an approximate
backup progress. Guesswork is never accurate, which causes some jumping back and forth. Nothing to worry about,
your backup is working without a problem.

The next thing you seeis the "timeout bar". Thisis not aprogress bar. This bar counts the time elapsed while running
the current step. Each time a new backup step starts, it resets to zero. The bar changes color from green to yellow to
red. Green means that it's within the expected limits. Y ellow means that we have exceeded the time we expected to
consume, but are still within the configured limits. The red area means that this step is taking substantially more time
than we expected. This doesn't mean that your backup is stuck; it may just be network latency or other unexpected
issues which delay the server response. Do not consider the backup failed unless you either see an error page, or the
timeout bar fills up al the way to the right - which means no server response was received within 3 minutes, which
isjust too long, therefore the backup has most probably failed.

Should aminor (non fatal) error occur, Akeeba Backup displays a new Warnings pane with yellow background. This
box holds the warnings which have occurred during the backup process, in chronological order. These are also logged
in the Akeeba Backup Debug Log and marked with the WARNING label, that isif your log level isat least Errors and
Warnings. Usual causes of warnings are unreadabl e files and directories. Akeeba Backup regards them as minor errors
because, even though the backup process can go through, what you get might be a partial backup which doesn't meet
your expectations. |n case warnings appear on your screen you are advised to review them and assesstheir importance.

Control Panel

? Akeeba Backup:: Backup Now @ O
Hep

Control Panel ~ Configuration ~ Backup Now ~ Manage Backups  View Log

Backup Completed Successfully

Congratulations! The backup process has completed successfully.
You can now navigate to another page.

& Manage Backups [ View Log

After the whole process is complete, Akeeba Backup will clean up any temporary filesit has created. Akeeba Backup
will also clean temporary files and delete incomplete archive files upon detecting a backup failure.

By that point, your site backup file has been created. Y ou can now navigate out of the backup page and possibly into
the backup administration page, clicking on the handy button which appears below the backup completion message.

Frequently asked questions
Whereare my backup files?[https://www.akeebabackup.com/documentati on/troubl eshooter/abwherearemyfiles.html]

How can | download my backup files? [https://www.akeebabackup.com/documentation/troubleshoot-
er/abwherearemyfiles.htmi]

| got an "AJAX loading error" when backing up. What should | do? [??7]

How do | know that my backup archive works? [https://www.akeebabackup.com/documentation/troubl eshoot-
er/abtestsupport.htmi]

What happens if | have a backup problem? [https:.//www.akeebabackup.com/documentation/troubleshoot-
er/abtestsupport.htmi]

How do | get support? [https.//www.akeebabackup.com/documentation/troubl eshooter/abtestsupport.htmi]
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2.5. Manage Backups

‘p Akeeba Backup: Manage Backups 0 9 :: @ Y—o‘ o

Import Archives  Restore  View / Edit comment Help Delete  Delete Fies  Control Panel

Backups  Restore Points

How do | restore my backups?
It's easy! You can read the restoration chapter on our Quick Start Guide or watch a video tutorial.

ID  Description Start=" Duration Status Origin Type Profile  Size Manage & Download

Clear
60  Backup taken on Friday, 18 January 201301-18  00:00:29 o] Backend Full site 1 34.25 Mb site-test25.local.web-20130118-171837.jpa
2013 17:18 backup & Part 00

43 Backup taken on Wednesday, 12 20120912 00:01:21 [ ok] Backend Full site 1 30.10 Mb site-test25.local.web-20120912-102203.jpa
September 2012 10:22 backup LParto

This page isthe single place you can review all your Akeeba Backup backup history, aswell as administer the backup
files. The bulk of the page consists of a standard Joomlal ™ list table. Each row represents a backup attempt and
displays awhole lot of information:

The check box Clicking the check box on the leftmost cell of arow selects this backup for an operation to be
column applied to it. Operations are activated by clicking on tool bar buttons. In case of an operation
alowing asingle row to be selected, the topmost selected row is considered as the sole selection.

Description Displays the description you have set when you started the backup. In case of frontend backups,
this contains the default description which was assigned. If your backup has a comment attached
to it, an info icon will also appear. Hovering your mouse over the info icon will show you a
preview of that comment.

Start The date when the backup started. The date is expressed in the user's preferred time zone, asit is
set in the User Managment page of Joomlal ™ itself.

Note

Backupstaken without alogged in user, i.e. remote, front-end and native CRON backups,
express the time in the UTC time zone. We can't "fix" that; without a user, Joomlal ™
can't reliably report the time zone.

Duration The duration of the backup in hours : minutes : seconds format. Thisinformation is not available
for failed backups!

Status Indicates the status of the backup and can be one of:
OK A complete backup whose backup archive is available for download.

Obsolete A complete backup whose backup archive is either deleted, or was overwritten by
another backup attempt.

Note

If you move your backup output directory's location, all your previous
backups will appear as "Obsolete", even though you might have moved
these backup files as well. Thisis not a bug. Akeeba Backup internally
stores the absolute path to the backup files. When you move the output
directory its absolute path changes, so Akeeba Backup is unable to locate
the old backup files.
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Origin

Type

Profile

Size

Archive

| mportant

If your host usesMySQL 4.0 the statuswill always appear as Obsolete and
you will be unable to download the backup archive through your brows-
er, as the result of limitations of this ancient, obsolete and unsupported
MySQL version. You can still use your favorite FTP client to download
the backup archives, though.

Remote I ndicates acompl ete backup which has been upl oaded to remote storage (e.g. Drop-
box, Amazon S3, CloudFiles and so on), but it is no longer stored on your server.
Y ou can fetch the backup archive backup to your server any time (as long as you
haven't manually removed the file from the remote storage) in order to restore it,
clicking the Manage Remote Files link on the right-hand column.

Note

Not all remote storage engines support fetching back backup archives.
Currently, only FTP, Amazon S3, CloudFiles and Dropbox support this
feature.

Pending A backup attempt which is till running. Y ou should not see any such record, un-
less a backup attempt started while you were loading this page. In this case, you
should not navigate to the Control Panel page! Doing so would invalidate the back-
up and wreck havoc. Y ou have been warned! Another reason to see such an entry
is abackup attempt which failed with a PHP fatal error, or which was abruptly in-
terrupted (by the user or a PHP error). In this case, you can safely delete the entry
and get rid of the backup file as well.

Failed A backup attempt which failed with a catchable error condition.

Indicates the origin of the backup and can be either frontend for backups originating from the
front-end - or remote interface - or backend for backups originating from the back-end (regular
backups).

Indicates the backup type and can be Full for full site backups (database and files), DB Only for
database only backups, Filesonly for filesonly backup or M ulti DB for multiple databases backup
(an archive containing SQL dumps of the main site's database and the defined multiple databases).

Displays the numeric identifier of the backup profile used during the backup. It is possible that
since then the profile may have been modified or even deleted!

The total size of the backup archive in Mb. If the files are not available on your server, i.e. the
record is marked as "obsolete” or "remote”, the size appears inside parentheses to let you know
that the files are not available for download.

Displays the name of the backup file, if it isavailable.

Moreover, it will show you the backup download links which allow you to download the backup
archive directly to your browser. These links show as "Part 00", "Part 01" and so on. Single-part
archives (the default setting on most hosts) will always have only one download link, titled " Part
00". If you have amulti-part archive, you will see as many links as the number of parts generated
by Akeeba Backup.
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| mportant

The only supported and guaranteed method of downloading your backup archives er-
ror-freeisusing FTP/SFTP in BINARY transfer mode. Anything else has the potential
to CORRUPT your backup archives.

If thefileis stored on aremote storage location, e.g. Amazon S3 or aremote FTP server, you will
also see a Manage remote stored files link if you are using Akeeba Backup 3.2 or later. Clicking
on it will allow you to transfer the files back to your server, download them directly from the
remote location or remove them from the remote storage.

Clicking on the label of each column allows you to sort the backup entries by the contents of that column. By defaullt,
Akeeba Backup sorts the records by Start descending, so that the newest backup attempts will appear on top. Below
the header there are three filter boxes. Thefirst one alowsyou to filter by the backup description. The other two allow
you to select adate range so that only backups attempted within this date range will be displayed. Y ou can |leave either
of these boxes empty to alow an open start or end date respectively.

On the top of the page you can find a tool bar with operations buttons. The Delete button will remove the selected
backup attempt entries along with their backup archives (if applicable), whereas the Delete Files button will only re-
movethefiles(if found on your server). The Restore button (Akeeba Backup Professional only) will run the integrated
restoration feature for the selected archive file. This feature can be used to restore your backup archive on the same
server you backed up from or even a different server (live transfer of your site to another host!). The Discover and
Import Archives (available since Akeeba Backup Professional 3.2) alows you to import any ZIP, JPA or JPSfile,
located anywhere in your server or Amazon S3, in the Manage Backups (formerly "Administer Backup Files") page
in order to restore it on this or any other site.

Note

If you are interested in restoring your backup archives and your site is inaccessible or you're using the free
Akeeba Backup Core edition, you can use Akeeba Kickstart or Akeeba eXtract Wizard to extract the archive
and restore it on their server. The procedure is detailed in our Quick Start Guide and our Video Tutorials
(both found under the Documentation menu item on our site).

| mportant

Integrated restoration isonly supported for Full Site and Files Only backup archives. Trying to useit with any
other type of backup files will ultimately result in an error. This feature is available only to Akeeba Backup
Professional - the paid version. Users of the Akeeba Backup Core version can follow our video tutorials or
Quick Start Guide instructions to easily restore their backups using Kickstart or eXtract Wizard.
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Description Backup taken on Friday, 18 January 2013 17:18
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The View / Edit Comment button will open a page showing the description and comment of the currently selected
backup row. Y ou can freely edit both the description and the comment on that page and save your changes using the
Save button. The same page will open if you click on a backup record's description (appearing as alink).

2.5.1. Integrated restoration

Note

This feature is only available in the Akeeba Backup Professiona edition; users of Akeeba Backup Core -
and users of the Professional edition when their site is completely inaccessible- can use Akeeba Kickstart or
Akeeba eXtract Wizard to extract the archive and restore it on their server. The procedure is detailed in our
Quick Start Guide and our Video Tutorials (both found under the Documentation menu item on our site).

Warning

THE INTEGRATED RESTORATION FEATURE MAY DESTROY YOUR SITE IF YOU ARE NOT
CAREFUL.

Remember that you are OVERWRITING your site with the one contained in the backup archive. Do not do
that on alive site unless it is absolutely necessary, i.e. you have already destroyed something vital in your
site and want to revert to a"last known good" state.

Aswith any backup restoration method, practise on alocal testing server first. Don't push your luck by trying
a potentially dangerous procedure you are unfamiliar with on alive server. Many sites have been destroyed
by human error, augmented by the "bliss of ignorance” effect. Never, ever, under any circumstances, attempt
arestoration on alive site unless you are familiar with the procedure and confident of all the steps you take.

That said, we trust our own software and use it on our sites. Do note that we are extremely familiar with the
procedure and extremely careful when doing restorations. This message tries to excessively - if that's ever
possible - stress the point that you must be careful and that the best method to achieve that is practising on
alocal testing server first.
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The integrated restoration feature allows you to easily restore a previous backup directly on your server, aslong as
your backup archive still existson your server of course. The wholeideabehind thisfeatureisthat it isnot necessary to
manually download Kickstart, placeit in your site's root and move the backup archive from the output directory to the
site's root in order to perform the restoration. Instead, the integrated restoration feature takes care of extracting your
backup archive directly from the backup output folder into your site's root and then allow you to run the embedded
installer (Akeeba Backup Installer) to complete the restoration procedure.

The communication between your browser and the archive extraction script is encrypted with the AES128 (Rijndagl)
encryption method, using a random key produced as soon as you initiate the restoration of a backup archive. This
ensures that a malicious user can't exploit the restoration script to mischievously extract your backup archivein your
site's root with the intent to steal your database password. The encryption/decryption algorithm is implemented with
standard PHP and Javascript code, eliminating the need for third party cryptography libraries and ensuring that under
no circumstances unencrypted data will be exchanged between the browser and the server.

In order to start an integrated restoration begin by going to the Manage Backups page of the component. In that page
check the checkbox next to the backup you want to restore and click the Restore button in the toolbar to will run the
integrated restoration feature for the selected archivefile.

p Akeeba Backup: Site Restoration

T4
Tev
0

Files extraction method

Files extraction method  Write directly to files

Tip: In order to restore to a remote server just select the "Use the FTP layer" option and supply your remote server's FTP connection information in the FTP Layer Options below.

Secure Archive Options

Encryption key

FTP Layer Options

Host name 127.0.0.1

Port 21
User name
Password

Initial directory i Browse...

SESERRERENGUM  Test FTP connection

Whenyoufirst start theintegrated restoration feature, you are presented with afew settings. Thefirst setting, appearing
abovethe Start Restoration button, determines how thefile extraction will be performed. Thetwo available optionsare:

Writedirectlyto Al files will be extracted directly to their final location using direct PHP file writes. If your
files permissions settings do not allow some files or directories to be created/overwritten the process
will fail and your site will be left in a half-restored state.

Use FTPuploads Using this method, each file isfirst extracted to the temporary directory specified by the current
profile and then moved to its final location using FTP. Thisis a "best effort" approach and can
work with most servers. Do note that only unencrypted FTP (plain FTP) is supported. If you
choose this option, you'll also have to specify the FTP connection settings.

Tip

Y ou can use this option to restore a backup on adifferent site. Just select this option and
provide the FTP connection details to the other site before clicking on Start Restoration.

71



Using the Akeeba Backup component

Hybrid

This mode combines the previous two in an intelligent manner. When selected, Akeeba Backup
will first attempt to write to the files directly. If this is not possible, i.e. due to permissions or
ownership of thefile or folder being exracted, it will automatically make use of the FTP mode to
overcomethe permissions/ ownership problem. It effectively works around asituation commonly
called "permissions hell", where different files and folders are owned by different users, making
it extremely difficult to overwrite them. This is a situation which happens very commonly on
shared hosting. Therefore we strongly advise clients on shared hosting environments to use
the Hybrid option.

Note

Y ou MUST supply your FTPinformation for this mode to have any effect. If you do not
do that the Hybrid mode will function exactly as the "Write directly to files" mode.

Thedefault modeiswriting directly to files, unlessyour site's Global Configuration indicatesthat the FTP layer should
be used in which case the Hybrid mode is selected by default.

In the event that apartial restoration happens, your site will be left in a semi-restored state. Trying to accessit will pop
up the restoration script (ANGIE or ABI). If you want to retry the restoration using different settings, please remove
thei nst al | ati on directory from your site's root manually, for example using FTP, before trying to access your
site's administrator back-end.

If you chose to use the FTP mode, there are some connection settings you have to take care of. Do note that they are
filled in with Joomlal's FTP layer settings by default. Unless you chose not to store your FTP password in Joomlal's
configuration or if you have not configured the FTP layer yet, there is no need to change them. The settings are:

Host name

User name
Password

Initial directory

Test FTP connec-
tion

Thehost name of your site's FTP server, without the protocol. For example, f t p. exanpl e. com
isvalid, ft p: //ftp. exanpl e. comisinvalid.

The TCP/IP port of your site's FTP server. The default and standard value is 21. Please only use
adifferent setting if your host explicitly specifies a non-standard port.

The username used to connect to the FTP server.
The password used to connect to the FTP server.

The FTP directory to your web site's root. This is not the same as the filesystem directory and
can't be determined automatically. The easiest way to determine it isto connect to your site using
your favourite FTP client, such as FileZilla. Navigate inside your web site's root directory. You'll
know you are there when you see the fileconf i gur at i on. php and directories such as ad-
m ni strator,conponent,| anguage, i ncl udes,cache andxni r pc inthat directory.
Copy (in FileZilla it appears on the right hand column, above the directory tree) and paste that
path in Akeeba Backup's setting.

Alternatively, click on the Browse button next to the text box to launch an interactive FTP direc-
tory browser. Navigate into the directory where you want your files to be restored and click on
the OK button.

Clicking on this button will tell you if the FTP connection could be established or not. If the
connection is not successful you should not proceed with arestoration in FTP mode asit will fail
immediately.

The whole process is fully automated, so there is not much to tell you about it. However, you must not that in order
for the restoration procedure to work properly you must take care of the following:

72



Using the Akeeba Backup component

1. Thisfeatureisdirectly calling theadm ni strat or/ conponent s/ com akeeba/ r est or e. php script. If
you have a server-side protection, i.e. .htaccess rules, or permissions settings which prevent this file from being
called directly the process will fail.

Security note: The restore.php file is of no use to potential hackers. In order for it to work at all, it requires the
rest orati on. php file (more on that on the next point of thislist) to load. Even then, it expects encrypted data
with akey which is not predefined and is only known to ther est or e. php script and the integrated restoration
page of Akeeba Backup. Asaresult, it can't be used as a potential attack vector.

2. Before the restoration begins, Akeeba Backup needs to create the admi ni strator/conpo-
nent s/ com akeeba/ rest or ati on. php file with al the archive extraction setup parameters. It is intelli-
gent enough to use Joomlal's FTP mode if it is enabled so as to overcome any permission problems, but you are
ultimately responsible for ensuring that the permission settings are adequate for Akeeba Backup to create thisfile.

If you have disabled Joomlal's FTP layer, the permissions of the adm ni strator/conpo-
nent s/ com akeeba directory should be 0777 for the integrated restoration to work, or 0755 on hosts which
use suPHP.

If you areusing Joomlal's FTP layer and it was active when you wereinstalling Akeeba Backup, you'll need to give
this directory at least 0744 permissions, but you may have to manually remover est or at i on. php (but NOT
rest or e. php!!!) after the site restoration is over.

3. When the extraction of the backup archive finishes, you will be automatically forwarded to the Akeeba Backup
Installer page on a new tab or window. DO NOT CLOSE THE INTEGRATED RESTORATION PAGE'S TAB/
WINDOW! After you have competed the Akeeba Backup Installer process you are supposed to return to the Inte-
grated Restoration page and click on the Finalize button to:

« removethei nst al | ati on directory from your site's root, and

« removetheadni ni strat or/ conponent s/ com akeeba/ r est or ati on. php setupfileto nullify the,
aready non-existent, potential risk of amalicious user abusing this script.

4. If you are restoring to a remote server, the previous step will result in a 404 page. Just point your browser
tohttp://ww. yoursite.cominstallation/index. php (where www.yoursite.com is the domain
name of the site you are restoring to) to access the restoration script. After finishing the restoration procedure, do
NOT click the Finalize button. Instead, use your favorite FTP client to removethei nst al | at i on directory from
the site you were restoring to and rename any ht access. bak fileback to. ht access.

2.5.2. Manage remotely stored files

Note

Thisfeature isonly available in the Akeeba Backup Professional edition

Since Akeeba Backup 3.2 you have the option to manage backup archives stored in a remote storage location, for
example Amazon S3 or aremote FTP server. You can do that by clicking on the Manage remotely stored files link
on the far right of supported backup records in the Manage Backups (formerly "Administer Backup Files") page. Do
note that, if you have upgraded from Akeeba Backup 3.0.x or 3.1.x, backup records created by older versions of the
software do not support thisfeature. Clicking on that link opens alightbox (modal dialog) with the options compatible
with your backup archive.

Please note that not all of the following features may appear in the dialog. It depends on the remote storage engine
used for the backup record. All options currently appear only for files stored on Amazon S3 and remote FTP.
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Remotely stored files
management

® Fetch back to server

Download to your desktop

The Fetch back to server button will automatically download the backup archive from the remote location and store
it again on your server. This allows you to easily import backup archives stored on a remote location back to your
server's storage so that you can easily restore them on the same or a different site. If you are using S3, please make
sure that the user credentials you have supplied have enough privileges for the files to be downloaded (i.e. they don't
grant write-only access to the bucket). Also make sure that you have adequate free disk space on your server for the
operation to complete.

The Delete button will permanently delete the archives from the remote storage. There is no confirmation. Once you
click this button, your remotely stored fileswill be removed.

Finally, there are links under the Download to your desktop header. Clicking on them will instruct your browser to
download the respective backup archive's part directly to your PC. Currently, only Amazon S3, CloudFiles, Dropbox
and remote FTP support this feature. Do note that the backup archives are transferred directly from the remote storage
to your PC. They are not stored to your site's server. If you want to store them to your server, use the Fetch back to
server button instead.

If none of the above options are available, Akeeba Backup will display an error message. In that case, just close the
modal dialog.

After finishing your remote files administration, please close the modal dialog by clicking on the X button on its top-

right corner and reload the Manage Backups (formerly "Administer Backup Files') page. Until you reload the page
the changes you made WILL NOT bevisible. Thisisnot abug, it isthe way it is meant to be.

2.5.3. Discover and import archives

Note

Thisfeature isonly available in the Akeeba Backup Professional edition

Sometimes you may have accidentally deleted a backup record from the Manage Backups (formerly "Administer
Backup Files") page, or smply want to restore abackup file taken from another site. Normally, the only way to do that
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isto upload the archive file and Kickstart to your site and launch the restoration process from there. However, some
usersinsisted that they are better off doing that from inside Akeeba Backup itself. In order to accommodate for their
needs, we introduced the Discover and Import Archives features in Akeeba Backup 3.2.

This feature allows you to automatically find and import archives stored anywhere on your account. This means that
you can upload backup archives anywhere in your site's folder structure, or even on a private off-site directory and
Akeeba Backup will be ableto import them. All backup archives are imported as backup records of the default backup
profile (profile with ID #1) and can be restored just like any other backup archive.

In order to launch this feature, go to the Administer Backup Files page and click on the Discover and import archives
button on the toolbar. A new page appears which lets you select a directory.

Tip

Since Akeeba Backup 3.4.al you have the option to import archives from Amazon S3. Click the link directly
above the directory selection box. It will take you to a dightly different page where you can enter the con-
nection credentials to your S3 account and allow you to browse for ZIP and JPA files to import.

p Akeeba Backup: Import Archives o<

Help  Control Panel

Are your archives stored on Amazon $3? Click here to download and import them in a single step!
@ Import Archives from S3

Directory | /Users/nicholas/Sites/test25/adr
Select a directory containing backup archives

Scan for files

Use the Browse... button to open an interactive folder browser in a modal dialog. Navigate to the directory which
contains the uploaded backup archives and click on the Use button. The dialog closes and you can now click on the
Scan for files button to let Akeeba Backup search for backup archives inside that directory. Y ou are presented with
anew page, listing the discovered backup archives.

9 Akeeba Backup: import Archives ::

Help  Control Panel

Directory /U

Archive Files Detected  demo-importjpa
restore-point-20120801-122403 jpa
restore-point-20120803-191731.pa
restore-point-20120828-074601.jpa
site-test25.local.web-20120824-092655.jpa
site-test25.local.web-20120824-093257.jpa
site-test25.local.web-20120912-102627.jpa

Please select the files to import. Hold the CTRL or Command key while clicking on the files in order to make a multiple files selection

@ Import the files

Select the backup archive you want to import by clicking on them. If you want to select multiple files, Control-click
(Windows, Linux) or Command-click (Mac OS X) the archive you want to import. After that, click on the Import the
filesbutton. After ashort while AkeebaBackup takesyou back to the Control Panel page with amessage that theimport
operation completed successfully. Y ou can now click on the Manage Backups (formerly "Administer Backup Files")
button to view the newly imported backup archives. Y ou can now download or restore the imported backup archives.
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2.6. View Log

The View Log option allows you to download or view the output from the most recent backup operation attempted on
each origin. Thisinformation may be useful in diagnosing problemsif you are having a problem completing a backup.

? Akeeba Backup: View Log ::

Help  Control Panel

Control Panel ~ Configuration ~ Backup Now ~ Manage Backups  View Log

Please choose a log file to displa v - Select a backup origin - |
Backend
Restore Point

The first page alows you to select an origin. Backups attempted using the Joomlal administrative back-end belong
to the Backend origin. The Frontend origin applies to backup archives taken with the front-end backup method (also
referred to as legacy CRON in our documentation) or using the akeeba- al t backup. php script. The Command
Lineorigin applies only to backupstaken with theakeeba- backup. php script file of the Professional release. The
XML-RPC origin applies to backups taken with Akeeba Remote Control up to version 3.x (thisis now obsolete and
your should never seeit on asite powered by Joomlal 1.6 or later —yes, it's so obsolete!). Finally, the JSON API origin
applies to backups taken with aremote client such as Akeeba Remote Control 4.x (obsolete since May 2011), Akeeba
Remote CL| and compatible third party products and services.

Tip

If you just tried taking a backup using Akeeba Backup's interface, please select the Backend option from
the drop-down.

Thistakes you to the View Log visualization page.

p Akeeba Backup: View Log pe<

Help  Control Panel

Control Panel ~ Configuration ~ BackupNow ~ Manage Backups  View Log
Please choose a log file to display: Backend Bl 1 Download log file

[130118 19:25;

[130118 19:25:41] Ke¢ ‘ORE SWITCHING DOMAIN
(130118 19:25:41]
[130118 19:25:41] --— Fini operat
[130118 19:25:41]
[130118 19:25:41] Akeeba Backup sva1807 (2013-01-18)
[130118 19:25:41] Got backup?

[130118 19:25:41]

If you wish to ask for support, you must download the raw log (atext file). Just click on the download button above
the log viewer. Do not copy and paste the text appearing in the log viewer. If you do that, you will lose aday aswe're
going to tell you to download the raw log, ZIP it and attach it to your next post. Once again, please DO NOT copy
and paste text. We absolutely and beyond any doubt need the raw log file in order to support you. Help us help you
so that we can solve your issues as soon as possible.

Warning

When asking for support, make sure that the Log Level was set to "All Information and Debug" in the Basic
section of the Configuration page before backing up. Otherwise the log will be uselessin supporting you.

The bulk of this page is the log visualization box. Each line is preceded by atime stamp, in the format YYMMDD
hh:mm:ss (that's year, month, date with two digits, a space and time in 24-hour format). Each line is colour coded, for
your convenience. Debug information isin smaller, grey type. Normal information isin black type. Warnings appear
inbold yellow letters. It isimportant to read them as they convey information about skipped directories or other things
that will be missing from the backup archive. If any errors occurred, these appear in bold red type.

76



Using the Akeeba Backup component

Whenever you report bugs, all of thisinformation is absolutely necessary. In order to revea as little sensitive infor-
mation as possible, whenever afile path has to be logged, your site's root folder is replaced with the string '<root>".
Keep thisin mind when reading warnings and errors.

2.7. Site Transfer Wizard

Note

Thisfeatureis only available in the for-a-fee Professional edition since version 3.3.5

| mportant

While the Site Transfer Wizard may be useful in transferring a site to another server, it is neither the optimal
nor the only way. In fact, you could just aswell back your site up, move the backup archive to the new server
and use Kickstart to restore it. Yes, it's that easy. The wizard may make this process easier, but it's possible
that it doesn't work under some server combinations. It's not a bug, it has to do with the way PHP works and
how different FTP servers are configured between hosts.

Many timesyou simply want to move your site between hosts, e.g. from alocal or development server back to thelive
server or moveyour sitefrom Host A toHost B. Traditionally, thiswasamulti-step process: take abackup, download it
toyour local PC, upload it to the live server, upload Kickstart, run Kickstart and finalize the restoration. Since version
2.2 we offer a backup engine called DirectFTP which allows you to take a backup directly to a remote FTP server
instead of an archive. This meansthat you no longer need to downl oad/upload a backup archive or even use Kickstart.
By the time the backup is finished, you are able to simply point your browser to the new host and start the restoration.
The biggest drawback of this approach was that setting it up was alittle difficult for novice users. Our Site Transfer
Wizard feature is here to make using that feature dead simple!

The Site Transfer Wizard guides you through a series of steps which allow you to define the connection parameters
to your remote server and automatically takes care of all the details necessary for moving your site to the new host.
It consists of only three simple steps.

Step 1: Choose your profile
Step 1: Choose your profile
We need to create a dedicated "Site Transfer Wizard" backup profile. Where do you want its settings to come from?

Copy settings from Default Backup Profile s

() Create a new profile, resetting its settings to default

The Site Transfer Wizard requiresto create a dedicated backup profilefor the site transfer backup job. This step allows
you to select how thisis going to happen.

Use the existing If you had aready used the Site Transfer Wizard in the past, all of its settings are stored in its
profile dedicated backup profile. Selecting this option will recall them and alow you to modify them or
use the same settings to transfer your site again.

Copy settings Select an existing backup profile to copy all settings from. This allows you to "clone" special
from configuration options (such as the optimal settings defined by the Configuration Wizard) as well
as any filter options, e.g. directories, files and database tables to exclude from the backup. If itis
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the first time you are running the wizard and you are not a very experienced user, it's suggested
to copy the settings from the Default Backup Profile.

Createanew pro- Thiswill reset al the configuration and filter options of the Site Transfer Wizard backup profile
file resetting its  tofactory defaults. This should only be used by experienced users who know what they are doing
settingsto default  or if you are willing to apply specia configuration and/or filter settings manually.

Clicking on Next will take you to the next and most important step.
Step 2: Chose your transfer settings

Step 2: Chose your transfer settings

Specify the connection settings to your remote host, where the site will be transferred to

Connection method FTP, unencrypted v
Host name ftp.example.com
Port 21
Username nicholas
Password  ceeeee

FTP/FTPS/SFTP /public_html
directory to the remote
site's root

4

Use Passive mode

URL to the remote site http://www.example.com

Next

In this step you will tell Akeeba Backup how to connect to your new host in order to transfer your site there.

Connection Y ou can choose between FTP, FTP over SSL (FTPS) or —if you have the Professional version—
method Secure File Transfer over SSL (SFTP). If you are not sure which oneto use, please ask your host.

Most hosts support FTP, afew of them FTPS and very few of them SFTP. Please do not ask us
which method to use. We are not your host and we can not possibly know which method your
host's servers support.
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Host name

Port

Username

Password

FTP/FTPS/SFTP
directory to the
remote site's root

Use Passive
mode

URL to there-
mote site

The hostname of your FTP, FTPS or SFTP server. Please do not specify a protocol. For example,
ftp. exanpl e. comisavalid host namewhereasft p: // ft p. exanpl e. com ISNOT. If
unsure, please ask your host. Once more, we can't possibly know how to connect to your server,
it'syour host that has to give you this information

Thisisthe number of the TCP port used to connect to your server. Usually it's 21 for FTP, 22 for
SFTP and 990 for FTPS. If unsure, please ask your host.

The username used to connect to your remote server. Do note that if your host requires an SSH
certificate to connect to their server through SFTP, you will not be able to use SFTP with Akeeba
Backup to transfer your site. Our software only supports username/password authentication to the
remote server.

The password used to connect to your remote server

Thisisthefull FTP, FTPS or SFTP directory to your remote site's web root. This may not always
be obvious and most likely should not be Ieft blank. Y ou can always connect to your remote site
using FileZilla, navigate to the web root directory of your new host and take a look above the
right-hand directory pane. Y ou will see apath. Copy it and pasteit in this box of the Site Transfer
Wizard.

For FTP/FTPS connections only. The default behaviour is to use FTP Passive Maode for al site
transfers, as it is the only guaranteed way to pass through firewalls. If your remote site requires
FTP Active Mode (very rare) uncheck this box. If you are unsure if this is required, please ask
your host.

Enter the full URL to theremotesite, e.g. ht t p: / / www. exanpl e. com j oonl a. Please, do
not include atrailing slash.

Clicking on Next, Akeeba Backup will try to establish an FTP/FTPS/SFTP connection to your remote host and upload
asmall file named akeeba_connection_test.png. If that fails, it will let you know about the error which occurred so that
you can fix it. If you have entered an incorrect directory, i.e. it doesn't correspond to the location used to store thefiles
accessible through the "URL to the remote site" address, you will also get an error telling you that you have to fix it.

I mportant

Not all hosts are able to initiate FTP/FTPS/SFTP connections to other servers. The most common limiting
factor isaserver-sidefirewall which disallows outbound connections. If you are perfectly sure that your FTP/
FTPS/SFTP connection settings are correct and you still can not connect to your remote site, do not ask us
for support. If you do, we'll tell you to read the documentation (this paragraph!). What you have to do instead
isto contact your current host and ask them to open their firewall so that you can connect to your new host
through FTP/FTPS/SFTP.

If you get an error about not being able to change to the requested directory, you have entered the "FTP/FTPS/
SFTP directory to the remote site's root" wrong. Please refer to the section above about how to determine
its correct setting.

If you get an error reading "Y our FTP/FTPS/SFTP directory is not defined correctly. Y ou will be redirected
back to the previous page to correct it. If in doubt about what this means, please read our documentation.”
then you have entered the "FTP/FTPS/SFTP directory to the remote site's root" wrong. Please refer to the
section above about how to determine its correct setting.

Do not ask for support if you have not read the above and followed all of these instructions. Such requests
will be deleted without areply.
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Step 3: Transfer your site

Step 3: Transfer your site

If you want to make changes to advanced settings, e.g. exclude directories or tables, click the button below to go to Akeeba Backup's Control Panel. Use the Site Transfer Wizard button to get back here and continue the site transfer.
# Visit the Control Panel for advanced settings

Click the Transfer button to transfer your site to the remote host. After the transfer you will be automatically redirected to the installation page to complete the site's installation on the remote host. Remember to remove the
installation directory after restoration!.

A Begin the site transfer

Inthefinal step, you areready to transfer your site! Click on the button titled Begin the site transfer to start transferring
your site to the remote host.

If you get an error message about not being able to write to a remote file or directory, please check that this file or
directory doesn't already exist on your remote site. If it does, try removing it or adjust its permissions so that it is
writable through FTP/FTPS/SFTP. If you are not sure how to do that, please ask your host for instructions, as the
solution is entirely host-specific.

When the transfer is complete, you will be forwarded to the restoration script which was uploaded together with your
site'sfiles and database dump to the remote server. Follow all of its steps to restore your site's database and configure
your site so that it can be used on the remote host.

If you end up back on your source site (the one you are transferring from), a blank page or an Internal Server Error
page, please use your favourite FTP client (e.g. FileZilla) to rename or removethe. ht access file from the remote
site and reload the page. Do not contact us for support unless you do that first. For your information, it is possible that
your .htaccess file contains directives which either have a hardcoded site URL in them or are ssmply not compatible
with your new host. Renaming the file "neutralizes" it and you can access the installation script normally. If your
new host is GoDaddy, do note that it may take anywhere from 10 to 30 minutes after you rename .htaccess before
the changes take any effect at all!

After the restoration is over, click on the "remove the installation directory” link to remove the installation directory
from your new host and begin using your site. If that is not possible or throws an error, please use your favourite FTP
client (e.g. FileZilla) to manually remove the installation directory and all of its contents from your new host. Please
do not ask for support if trying to access your site is causing the installation script to appear again. The solution isto
remove the installation directory manually.

If, after the restoration, you have any problems accessing the remote site, please refer to these troubleshooting instruc-
tions [ https://www.akeebabackup.com/documentati on/troubl eshooter/prbasi cts.html] first. Unless you have followed
all of them, please do not ask us for support. 99.9% of all post-restoration problems that have ever been reported to
our forum are solved by following these ssmple instructions.

Why does Site Transfer Wizard consistently fails after a while, bot
always when transferring the same file?

Thisisalimitation of how most FTP servers work and how PHP works.

» Problem 1: Blocked by FTP server. In order to avoid server timeouts, the site transfer (essentially: a backup) hasto
be performed in multiple small steps. On each step we have to connect to the remote FTP server, log in, transfer a
few files, log out. This roughly means that we have to do thislog in, transfer, log out routine 3-4 times per minute
over several minutes (or hours). This tends to cause most FTP servers to consider this behaviour as an attack and
block logins from this IP for a while. The next time we try to connect to the FTP server we are blocked and the
site transfer fails.

e Problem 2: Large files. The definition of "large" mostly depends on the transfer speed between your original and
your target servers. If afile takes too long to transfer it is possible that the FTP server closes its connection. It is
also possible that, before that, PHP runs into atimeout and halts. In both cases it cases site transfer failure.
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If this happens we recommend an easier, alternative method to transferring your site. Create a regular backup profile
and use the "Upload to Remote FTP Server" or "Upload to Remote SFTP Server" to transfer the backup archiveto the
new host. As a precaution, you are advised to set the Part size for split archives in the Archiver Engine configuration
pane to 20Mb or smaller. After the backup is complete the backup file(s) will be transferred to the new server. Just
upload Kickstart into it and run Kickstart. This method uses far fewer FTP connection requests than the Site Transfer
Wizard, it's faster (usually: five to ten times faster!) and only requires you to upload 1 file manually.

3. Include data to the backup

Note

Thisfeature is available only in Akeeba Backup Professional, the paid version of our component

By default, Akeeba Backup automatically includes the whole database of your Joomlal ™ installation as well as all
the files under your site's root in the backup set. Sometimes you want to include a different database - for example,
one used by your non-Joomlal ™ newsletter software - or files you have placed above your site's root for increased
security. Akeeba Backup Professional can cope with that need by providing you with handy datainclusion filters.

3.1. Multiple Databases Definitions
Note

Thisfeature is available only in Akeeba Backup Professional, the paid version of our component

Sometimes your site grows beyond Joomlal. A forum, a torrent tracker, a custom script... Some of them get to be
installed in adatabase of their own, not as tables in the same database as the one Joomla! isusing. If you really want to
take afull site backup, you really need these databases backed up aswell. The solution to thisisthe Multiple databases
definitions option of Akeeba Backup. Y ou can define an unlimited number of additional MySQL, PostgreSQL, SQL
Server and Windows Azure SQL databases which will get to be backed up (and restored!) along with your regular
Joomlal database.

Warning

Do not use this feature to add your site's database. It is automatically added anyway. Doing so will cause
errors during the restoration of your site! You have been warned. Do not seek support for this kind of
issues.

Warning

Do not confuse the term "database”" with your Joomlal ™ tables. It is possible that a single database contains
tablesfor the current Joomlal ™ site, tables from a standal one photo gallery script, tables from another Joom-
lal™ site on the same server (e.g. a subdomain), tables from a standalone PHPList installation and so forth.
As far as Akeeba Backup is concerned, all of those tables exist in the same database. Unless you tell it
otherwise, it will backup ALL tables of the database.

A common misconception isthat if you want to also backup a subdomain running on Joomlal ™ and having
itstablesinside the same database as the main site, you should add its database a multiple database definition.
DO NOT DO THAT, IT WILL MAKE THE RESTORATION FAIL! After all, Akeeba Backup aready
backs up those tables. Why should you have to back them up a second time?

Warning

If you add an empty database (one which has no tables) it will result in backup errors!
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Note

The settings on this page are defined per profile . Make sure you have selected the desired profile in the
Control Panel page.

.
9 Akeeba Backup: Multiple Databases Definitions o
Hep

Jp  Control Panel

Active Profile: #6 Site Transfer Wizard (do not rename)

Database server host name Database name

@ #| sqlexample.com example

Atfirst, you are presented with agrid view, listing all database definitions. On theleft of each entry, therearetwoicons:
Thetrashcan. Clicking on thisicon will remove the current database definition from the backup set.

Pencil or %' Add. Both will open the database definition editor: the former to edit the database definition, the
|atter to create a new one.

Edit x

rs

Database driver mysqgl | ¥

Database server

sgl.example.com
hostname 9 p

Database server port 12345

Username test
Password ecesecs
Database name example
Prefix expl_
Test Connection Save Cancel

4

The database definition editor opens as a diaog box inside the multiple databases definitions page. The options you
can select for each database are:

» Database driver. You can select which database driver Akeeba Backup will use to connect to the database. Y our
options are;

e MySQLi. Thisisan improved MySQL 5 connection driver. We recommend using it for MySQL databases.

 MySQL. Thisisthe regular MySQL connection driver for PHP. It has the widest compatibility, but the lowest
performance.

« PostgreSQL . Connection to a PostgreSQL database.

e SQL Server. Connection to a Microsoft SQL Server database. You must be running your site on a Windows
server and have the Microsoft-supplied "sglserver" PHP extension installed.
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* Windows Azure SQL. The samething as"SQL Server". Windows Azure SQL databases are, in fact, Microsoft
SQL Server databases running in a remote machine. Y ou must be running your site on a Windows server and
have the Microsoft-supplied "sglserver" PHP extension installed.

» Database server hosthame. The host of your database server. Usually it's| ocal host , but many hosts use some-
thing different. If in doubt, ask your host.

» Database server port. Leave it blank, unless your host has told you to use a non standard port for connecting to
his database server.

» Username. The username of the database user needed to connect to the database.
» Password. The password of the database user needed to connect to the database.
» Database name. The name of the database you are connecting to.

* Prefix. The prefix used in the table name's prefixes.
I mportant

MAJOR PITFALL: Please do not leave the Prefix field blank if you intend to use the Database Table
Exclusion feature to exclude tables or table data of this extra database from the backup. If you don't want
to use areal prefix, please use a"fake" prefix, e.g.t hi sl sAFakePr ef i x__, to keep the Database Table
Exclusion feature happy and functional.

Warning

Some hosts use your account name as a prefix for the database and username. This is not the same as the
Prefix setting above! In fact, you have to incorporate that account prefix in your database and username
values. For example, you're hosted under the account name f oobar and you create a database nydat a
and a user myuser . Your host displays a prefix f oobar _ on the left of the edit boxes where you entered
the database and user names. This means that your REAL database name is f oobar _nydat a and your
real usernameisf oobar _nyuser . Thisisespecialy true for accounts hosted in cPanel and Plesk powered
hosts. It goes without saying that your password doesn't take a prefix!!! Don't laugh, this question has been
already asked in the forum.

If in doubt, contact your host. We can't guess the right values for you because we are neither your host nor
your host's client (that is, you). If you ask your host to give you the connection information to your database,
they must be able to do so.

When you think you have all the connection information ready, click on Test Connection. Thiswill check al settings
except the Prefix. If the connection test succeeds, it will inform you:

Edit x

| il Connected to database!

Same goesif it fails:

Edit x

ﬂ Could not connect to database. Please check your
settings. Last error:
Could not connect to MySQL

If your connection works properly, it'stimeto save your changes by clicking the Save button. Thetop panel will briefly
display a"loading" message and the dialog box will go away. That wasit, your extra database definition is now saved.
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3.2. Off-site Directories Inclusion
Note

Thisfeature is available only in Akeeba Backup Professional, the paid version of our component

More often than not, seasoned web masters prefer to place file repositories outside the site's root (usually, outside the
web server'sroot aswell!) in order to deter potential crackers and "leechers' from having direct access to those files.
Such repositories can include downloads, image galleries, media (audio and video) or controlled access documents
files. Asyou know, Akeeba Backup Corewill only backup file under the site'sroot, which made thesefilesimpossible
to backup. Well, it's possible with Akeeba Backup Professional.

Using the off-site directories inclusion, Akeeba Backup can be instructed to look for filesin arbitrary locations, even
if they are outside the site's root (hence the name). All the directories included with this filter will be placed in the
archive as subdirectories of another folder, in order to avoid directory name clashes. We call this folder the "virtual
folder", because it doesn't physically exist on the server, it only exists inside the backup archive.

For example, if you want to backup an off-site directory named i mages , if we weren't using the virtual folder it's
contents would end up being backed up (and subsequently restored!) inside the Joomla! i mages directory. Thisis
something you'd like to happen. If your virtual folder iscalled my_of f si t e_i ncl udes , thisdirectory would end
up being backed up as something like my_of f si t e_i ncl udes\ 1-i mages . Notice the number and the dash
before the actual directory name? This is a smart feature which allows you to backup many directories of the same
name. Y ou could, for instance, backup two directories named i mages , confident that there would be no name clash
inside the archive.

Since keeping track of these folders is a pain, Akeeba Backup includes ar eadre. t xt text file inside the virtual
folder which tells you which backed up folder corresponds to which physical folder, making it easy for you to restore
these directories to their rightful place.

I mportant

Akeeba Backup will not automatically restore the off-site directories to their original location. Since Akeeba
Backup is meant for backing up, restoring and migrating sites to another host we chose not to automatically
restore off-site directories, as this would break the migration process. A future version of Akeeba Backup
might address this issue more elegantly. We are open to suggestions!

Warning

Under no circumstances should you add your site'sroot asan off-sitedirectory inclusion! Akeeba Back-
up already adds the contents of your site's root to the backup set without any manual intervention. If you
manually add this directory you will be backing up the same files twice, bloating your backup size - which
could in turn lead to backup problems, such as running out of disk space.

9 Akeeba Backup: Off-site Directories Inclusion () l:-'

Back Help

Active Profile: #1
Default Backup Profile

Directory
@] [~] [ROOTPARENT]/test
[©]

At first you are presented with agrid view, listing all the off-site inclusions you may have already added. Next to each
row and on the left hand side of it you will find two icons:
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Thetrashcan. Clicking on thisicon will remove the current directory definition from the backup set.

Pencil or % Add. Both will toggle the row to edit mode: the former to edit the directory definition, the latter
to create anew one.

Directory

|B] @] |G| [ROOTPARENTI/test

When arow enters the edit mode, the pencil icon changes to two different icons:

Thediskette. Clicking on thisicon will save any changes you have made.

Cancdl. Clicking it will abort any changes you have made.

Y ou will also observe that the path to the external directory has also turned to an edit box with afolder icon on its|eft.
Y ou can type in the absolute path to the external directory using the edit box, or click on the folder icon to launch a
visual folder browser, much like the one you use to select an output directory in the component's Configuration page.
If you choose to use the edit box, you can use the following variables:

* [SITEROOT] isthe absolute path to your site's root
* [ROOTPARENT] isthe absolute path to your site root's parent directory, i.e. one level above your site's root.

To the right of the directory you will see another field called Virtua Directory. Thisis the name of the subdirectory
where Akeeba Backup storesthe files and folders of these off-site directory'sfiles. Normally, the subdirectory isplaced
inside the virtual directory for external files, as defined in your backup profile's configuration. If you do not enter a
directory name Akeeba Backup will use a predetermined name. This name is a random value followed by a dash and
the name of the off-site directory you are defining.

Sometimesyou want toinclude off-sitefilesdirectly insidethe archive'sroot. Two very useful casesare overriding your
regular configuration.php file with another one —presumably one tuned for use on your dev site— aswell as overriding
filesin the installation directory, for examplein order to customise the appearance of the installer. In those cases you
don't want the off-site files to be included inside the virtual directory for off-site files. With Akeeba Backup 3.7.5 and
later thisis very easy to accomplish. Just set the Virtual Directory to asingle forward slash (it's this character: / ) and
Akeeba Backup will copy the off-site filesinside the archive's root.

4. Exclude data from the backup

More often than not you have data on your site you don't want to include in the backup set. This can be host-specific
directories (e.g. cgi - bi n, st at s, etc), log files, temporary data, an huge but immutable collection of large media
files, click tracking tables, download log database records and so forth. The exclusion filters allow you to fine tune
what should be |€eft out of the backup set.

4.1. Files and Directories Exclusion

Ever had afile in your site's root put there by your host? Or how about that 200Mb video file in the media directory
you don't want to backup? If you need to exclude just afew files here and there but let the other filesin the directory
be backed up, you can use this filter. Or, let's say you have a downloads folder with a size of 10Gb you don't want
to backup every time. Or, maybe, your host saves Apache logs in your site's root so that they can be accessible by
the provided analyser script. Possibly, you have another script (for example, aforum, atorrent tracker, you name it)
in a subdirectory of your site's root - or even buried deeper in the directory structure - that you don't want to backup.
Anyway, you need to exclude the contents of adirectory from your backup. The Files and Directories Exclusion filters
arejust right for you.
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Before we begin our discussion regarding the operation mode of thisfilter, you have to know some automatic filters
put in place by Akeeba Backup. It will automatically exclude your site's temp-folder, the "cache" directory on your
site'sroot aswell asall filesand directoriesinside the component's output directory. This meansthat you should never,
ever use afolder whose contents you want to backup asyour output directory.

P Akeeba Backup: Files and Directories Exclusion &
Back Help
Normal View Tabular View
Active Profile
#1 Default Backup Profile
Root directory:  [SITEROOT] ;| + | Reset all filters
Current directory: <root=
Subdirectories Files
J J J .settings J CHAMGELOG php 74.75 Kb
[@][a| [m] aoministrator || GOPYRIGHT.pno 114 Kb
2| [ ) backues [2] CREDITS php 1457 Kb
2| E [ cache [2] INSTALL.php 424 kD)
J J J components J LICENSE.php 17.40 Kb |
|[m][m] mes | LICENSES.oho 27.33 kol

The normal view of this page consists of three discrete areas.

The top area contains the component and page names and two links to switch between the normal and the tabular
view modes.

The middle area contains two interface el ements:

» The Root Directory drop-down menu. Akeeba Backup can define filters for the site's files or for each of the off-
site directories separately. The default selection, [SITEROQOT], contains all filters pertaining to the main site'sfiles.
If you have defined off-site directories, you can select the appropriate directory from the drop-down list in order
to definefilters for that directory.

» The Current directory bread crumb list. It shows the current path relative to the Root directory above. Clicking on
asubdirectory allows you to quickly navigateto it.

Below that, there is a button to Reset al filters. Clicking it will remove al Files and Directories Filters, for al of the
current root's subdirectories. Thisis useful in case you have messed up with thefilters alot and you need a quick way
to revert to the factory default settings.

The lower area consists of two panes. Each pane contains rows with icons and text. The icons represent an exclusion
typeand can havethree states: on (yellow background), off (white background), or force enabled (red background). Y ou
can toggl e between the on and off states by clicking on the icon. The force enabled state meansthat this exclusion type
is active (on) and forcibly enabled by another feature of Akeeba Backup, such as the automatic exclusions discussed
above, the regular expressions filters or a programmatic filter (plug-in) by athird-party developer.

The left hand paneisalist of subdirectories of the Current directory. Each row consists of:

Exclusion. When enabled, the entire directory will be skipped from the backup set. It will be asif this directory
never existed on your server.

Skip subdirectories. When enabled, the subdirectories of this directory will be skipped from the backup set. It
will be asif this directory's subdirectories never existed on your server.

Skip files. When enabled, the files inside this directory will be skipped from the backup set. It will be asif the
filesinside this directory never existed on your server.
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» Thedirectory name. Clicking onit will load the contents of this directory in both panes and will make this directory
current.

Theright hand paneisalist of files contained inside Current directory. Each row consists of:

Exclusion. When enabled, the file will be skipped from the backup set. It will be asif this file never existed
on your server.

e Thefile name.

e Thefilesize. It will be expressed in the unit which is more convenient, i.e. bytes, Kb, Mb or Gh. This enablesyou to
quickly pick very large files within your site, which are usually the ones you'd like to exclude from the backup set.

9 Akeeba Backup: Files and Directories Exclusion &) t:'

Back Help

Normal View Tabular View

Active Profile
#1 Default Backup Profile

Roct directory: | [SITERGOT] ~|
Add new filter: | Exclude Directory +| Skip Files - Skip Subdirectories = Exclude File

Type Filter Item

When you click on the Tabular View link, the page radically changes format. Instead of browser panes, you now have
agrid.

On the top side of the grid you have the Add new filter buttons:
» Excludedirectory. Completely skips backing up the given subdirectory.
» Excludefile. Completely skips backing up the given file.
 Skip subdirectories. Skips backing up all the subdirectories inside the given directory.
 SKip files. Skips backing up al the filesinside the given directory.
Each line of the grid displays the following information:
» Thefilter type. It can be one of:
e Excludedirectory. Completely skips backing up the given subdirectory.
¢ Excludefile. Completely skips backing up the given file.
« Skip subdirectories. Skips backing up all the subdirectories inside the given directory.

« Skip files. Skips backing up all the filesinside the given directory.

Trashcan. When you click it, the filter row will be removed.

Pencil. When you click it, the row switches to edit mode

e Thefilter item itself. It isthe relative path to the directory or file which the filter row appliesto. The path isrelative
to the Root directory displayed on the selection box on top.
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When you click on the pencil icon, the filter item becomes an edit box. You can type in the new relative path and
then click outside the edit box, or press Tab on your keyboard, to immediately save the changes. There is no way to
undo your changes.

4.2. Database Tables Exclusion

Sometimes you can have multiple sitesinstalled in the same database, a common situation with sub-domains on cheap
hosts who allow only one database per account. Some other times you have installed a forum, a torrent tracker or
whatever on a subdirectory of your site and it has created tablesin your site's database. Now it is possible to exclude
these tables using the Database tabl es exclusion feature.

ﬂ Akeeba Backup: Database Tables Exclusion &
Back Help
Normal View Tabular View
Active Profile: #1
Default Backup Profile
Current database:
Site's main database LI +  Exclude non-core tables Reset all filters.
atabase tables, views, procedures, functions and triggers
#__admintools_adminiplist
# __admintools_badwords
#__admintools_customperms

#__admintools_log
# __admintools_redirects

#__ak_profiles

sl[s|lsi[s][s|[s][s][s] &

ab
=]
]
5]
J #__admintools_ipblock
5]
]
JI

#__ak_stats

The normal view of this page consists of three discrete areas.

The top area contains the component and page names and two links to switch between the normal and the tabular
view modes.

The middle area contains the Current Database drop-down list. Akeeba Backup can define filters for the site's main
database or for each of the extra database definitions separately. The default selection, Site's main database, contains
all filters pertaining to the main site's database, i.e. the one your Joomlal ™ site runs on. If you have defined extra
databases, you can select the appropriate database from the drop-down list in order to define filters for that database.

The middle area also contains two quick buttons:

» Exclude non-coretables. This option automatically filters out the tables whose name doesn't begin with your site's
prefix. These are usually tables which do not belong to the current Joomlal installation. However, be warned of
the major pitfal! If you host many Joomlal installations on the same database you'll have to use this option every
time you add a new extension on any of the other Joomla! sites. Alternatively, you can use the Regular Expressions
Database Tablesfeature of the Professional edition which can be set up to automatically deal with such installations.

» Reset all filters. Clicking this button will delete all database tablefilters.

Thelower areaconsists of asingle pane, showing the contents of the database: tables, views, triggers, stored procedures
and functions. Each row represents one database entity and consists of icons and text. The two leftmost icons represent
an exclusion type and can have three states: on (yellow background), off (white background), or force enabled (red
background). Y ou can toggle between the on and off states by clicking on the icon. The force enabled state means
that this exclusion type is active (on) and forcibly enabled by another feature of Akeeba Backup, such as regular
expressions filters or simply denote that a specific filter is not applicable to this entity. For example, there is no point
skipping dumping the data of a view, or a stored procedure, as they have no data in the sense a table does. The third
icon, next to the database entity's name, represents the type of the entity, e.g. table, view, etc. You can hover your
mouse over theicon to get atooltip describing the kind of this entity.
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I mportant

The prefixes of the entities’ names appear abstracted. If your site's prefix isj os_ (the default Joomlal ™
setting), the table j os_user s will appear as#__user s. This is done to help you quickly identify the
tables your site runs on.

Each row of this pane consists of the following elements;

Exclusion icon. If enabled, this database entity will not be backed up at al, i.e. it will be missing from the
database dump.

Data exclusion icon. If enabled, only the structure of atablewill be backed up, but not its contents. Thisis useful
e.g. for banner tracking or log tables. Y ou need to keep their structure so that your site works, but you don't need to
back up tens of thousands of historical data rows you can certainly live without.

» Entity typeicon. Depends on the entity type, e.g. if it'saview, table, procedure, etc.

 Entity name. The name of the entity, as described above.

ﬂ Akeeba Backup: Database Tables Exclusion O l:-'

Back Help

Normal View Tabular View

Active Profile: #1
Default Backup Profile

Current database: | Site’s main database ;l
Add new filter: | Exclude this |- Do not backup its contents
Type Filter ltem

Do not backup its contents J J test

When you click on the Tabular View link, the page radically changes format. Instead of a database browser pane,
you now have agrid.

Above the grid you have the Add new filter buttons:
» Exclude this. Completely skips backing up the given database entity.
» Do not backup its contents. Backs up only the structure but not the contents of the given table.
Each line of the grid displays the following information:
» Thefilter type. It can be one of:
e Exclude this. Completely skips backing up the given database entity.

< Do not backup its contents. Backs up only the structure but not the contents of the given table.

Trashcan. When you click it, the filter row will be removed.

Pencil. When you click it, the row switches to edit mode

» Thefilter item itself. It is the abstracted database entity name which the filte