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Abstract

This book covers the use of the Akeeba Ticket System component which allows you to easily create a support ticket
system areain your Joomlal ™-powered web site.
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Chapter 1. Introduction and installation
1. Introducing Akeeba Ticket System

Akeeba Ticket System is a component which allows you to create a support ticket system area in your website. The
userswill be able to create public or private tickets which can only be replied to by themselves or designated support
staff. Integration with Joomlal ™'s access control allows you to fine tune who can create public or private tickets (or
not allowed to post any tickets all), who can provide attachments and who is member of the support staff.

Key features:

» Deep integration with Joomlal ™ ACL (access control)

» Nested categories at an infinite depth

» Beautiful SEF URLs with automatic URL canonicalisation without the need for athird party SEF component
» Bootstrap / jQuery based interface, integrates perfectly with most Joomlal 2.5 and 3.0 templates

» Custom module positions, allows you to easily customise front-end pages

* You can turn off replies/ new tickets (with an optional message)

» Select between a BBcode editor (forum-style) or your favourite WY SIWY G editor (e.g. JCE, JoomlaCK Editor,
TinyMCE and so on)

» Automatic HTML sanitisation to prevent XSS exploits

* Private and public tickets

 Attachments support

» Userscan set their signature in the Joomlal user profile

» Manager notes, for keeping private notes visible only to support staff

» Prefilled new ticket body, customisable per support category, guiding the user to enter all the necessary information
you need to help them

» Email notifications of new, replied to and edited tickets with customisable, HTML templates and optional support
for creating/replying to tickets via email

» Credits system: charge per ticket type or per reply, integrating with Akeeba Subscriptions
* Integrates with standard Search and Smart Search, making public tickets searchable
» Automatically displays related public tickets when the user files a new support ticket, reducing your support load

» Automatically displays related Akeeba Docl mport3 articles when the user files a new support ticket, reducing your
support load ("FAQ" functionality)

I mportant

Some features are planned but not implemented yet, such as: ticket priorities, create new ticket on behalf
of user, custom fields, stashes (reply to many related tickets at once), select individual users who should
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be emailed per category, more avatar plugins, assign a specific support person to a ticket, user feedback,
"kudo" system. When rating the component please take into account that these are planned features, just not
yet implemented.

2. Requirements and compatibility

Akeeba Doclmport requires the following server-side configuration:

e Joomlad™ and PHP version compatibilities are detailed in our Version Compatibility matrix [https://
www.akeebabackup.com/compatibility.html].

* MySQL 5.0.41 or later. Earlier database server versions will not be supported. Do note that earlier releases of
MySQL are obsol ete and not supported any more by Oracle (the company who controlsthe devel opment of MySQL).

3. Installing Akeeba Ticket System

Installing Akeeba Ticket System is no different than installing any other Joomlal ™ extension on your site. Y ou can
read the complete instructions for installing Joomlal™ extensions on the official help page [http://help.joomla.org/
content/view/1476/235/]. Throughout this chapter we assume that you are familiar with these instructions and we will
try not to duplicate them.

Note

The language (trandation) files are NOT installed automatically. Y ou can download and install them from
our language download page [http://cdn.akeebabackup.com/language/ats/index.html]. Do note that you will
have toinstall both the component and the language packages for the component to work.

Asnoted on that page, Akeeba Ltd only produces the English and Greek language files. All other languages
are contributed by third parties. If you spot an error please do not contact Akeeba Ltd; we will be unable
to help you. Instead, please go to the trandlation project page [https://www.transifex.com/projects/p/akee-
ba-ticket-system/] to find the contact information of the translator. Abandoned languages will show the main-
tainer being our staff member "nikosdion". In this case you're out of luck; if you want to fix the language
package you will need to volunteer to take over the trandation project for that language.

3.1. Installing or manually updating the component and
language files

Just like with most Joomlal extensions there are three ways to install or manually update Akeeba Ticket System on
your Site:

« Install from URL. Thisworks only with the Professional release of our component. It isthe easiest and fastest one,
if your server supportsit. Most servers do support this method.

» Upload and install. That's the typical extension installation method for Joomlal extensions. It rarely fails.
e Manual installation. Thisisthe hardest, but virtually fail-safe, installation method.
Please note that installing and updating Akeeba Ticket System (and almost all Joomlal extensions) isactually the same

thing. If you want to update Akeeba Ticket System please remember that you MUST NOT uninstall it beforeinstalling
the new version! When you uninstall Akeeba Ticket System you will lose all your settings. Thisisdefinitely something
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you do not want to happen! Instead, ssimply install the new version on top of the old one. Joomlal will figure out that
you are doing an update and will treat it as such, automatically.

Tip

If you find that after installing or updating Akeeba Ticket System it is missing some features or doesn't work,
please try installing the same version a second time, without uninstalling the component. The reason is that
very few times the Joomlal extensions installer infrastructure gets confused and fails to copy some files or
entire folders. By repeating the installation you force it to copy the missing files and folders, solving the
problem.

3.1.1. Install from URL

The easiest way to install Akeeba Ticket System Professional is using the Install from URL feature in Joomlal.

I mportant

This Joomlal feature requires that your server supports fopen() URL wrappers (al | ow_ur | _f open is
set to 1 in your server's php. i ni file) or has the PHP cURL extension enabled. Moreover, if your server
has a firewall, it has to allow TCP connections over ports 80 and 443 to ww. akeebabackup. comand
cdn. akeebabackup. com If you don't see any updates or if they fail to download please ask your host to
check that these conditions are met. If they are met but you still do not see the updates please file abug report
in the official Joomla! forum [http://forum.joomla.org/]. In the meantime you can use the manua update
methods discussed further below this page.

First, go to our site's download page for Akeeba Ticket System [https.//www.akeebabackup.com/downl oad/ats.html].
Make sure you are logged in. If not, log in now. These instructions won't work if you are not logged in! Click on the
Take meto the downloads for this version button of the version you want to install. Please note that the latest released
versionisawayslisted first on the page. On that page you will find both Akeeba Ticket System Core and Professional.
Next to the Professional edition's Download Now button you will see the DirectLink link. Right click on it and select
Copy link address or whatever your browser calsthis.

Now go to your site's administrator page and click on Extensions, Extension Manager. If you have Joomlal 3.x click
on the Install from URL tab. Clear the contents of the Install URL field and paste the URL you copied from our site's
download page. Then click on the Install button. Joomlal will download and install the Akeeba Ticket System update.

If Joomlal cannot download the package, please use one of the methods described in this section of the documentation.
If, however you get an error about copying files, folder not found or a cryptic "-1" error please follow our installation
troubleshooting instructions [ https://www.akeebabackup.com/documentation/troubleshooter/abinstal lation.htmi].

3.1.2. Upload and install.

You can download the latest installation packages our site's download page for Akeeba Ticket System [https://
www.akeebabackup.com/downl oad/ats.html]. Please note that the latest version is always on top. If you have an older
version of Joomlal or PHP please consult our Compatibility page [ https.//www.akeebabackup.com/compatibility.html]
to find the version of Akeeba Ticket System compatible with your Joomlal and PHP versions. In either case click on
the version you want to download and install.

If you are not a subscriber, click on the Akeeba Ticket System Core to download the ZIP installation package of the
free of charge version.

If you are a subscriber to the Professional release, please make sure that you have loged in first. Y ou should then see
an item on this page reading Akeeba Ticket System Professional. If you do not see it, please log out and log back in.
Click on the Professional item to download the ZIP installation package.
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All AkeebaTicket System installation packages contain the component and all of itsassociated extensions. Installing it
will install all of these items automatically. It can also be used to upgrade Akeeba Ticket System; just install it without
uninstalling the previous release.

In any case, do not extract the ZIP files yet!

Warning

Attention Mac OS X user sl Safari, the default web server provided to you by Apple, isautomatically extract-
ing the ZIP file into a directory and removesthe ZIP file. In order to install the extension through Joomlal's
extensionsinstaller you must select that directory, right-click on it and select Compressto get aZIPfile of its
contents. Thisbehaviour was changed in Mac OS X Mountain Lion, but people upgrading from older versions
of Mac OS X (Mac OS X Lion and earlier) will witness the old, automatic ZIP extraction, behaviour.

Log into your site's administrator section. Click on Extensions, Manage link on the top menu. If you are on Joomlal
3.x please click on the Upload Package File tab. L ocate the Browse button next to the Package File (Joomlal 2.5, 3.0
and 3.1) or Extension package file (Joomlal 3.2 and later) field. Locate the installation ZIP file you had previously
downloaded and select it. Back to the page, click on the Upload & Install button. After a short while, Joomlal ™ will
tell you that the component has been installed.

Warning

Akeeba Ticket System is a big extension (over 2Mb for the Professiona release). Some servers do not al-
low you to upload files that big. If this is the case you can try the Manual installation or ask your host
to follow our installation troubleshooting instructions [ https://www.akeebabackup.com/documentation/trou-
bleshooter/abinstallation.html] under "Y ou get an error about the package not being uploaded to the server".

If you have WAMPServer (or any other prepackaged local server), please note that its default configuration
does not allow files over 2Mb to be uploaded. To work around that you will need to modify your php.ini and
restart the server. On WAM Pserver left-click on the WAMP icon (the green W), click on PHP, php.ini. Find
the line beginning with upl oad_nmax_fi | esi ze. Changeit so that it reads:

upl oad_max_filesize = 6M

Savethisfile. Now, left-click on the WAMP icon, click on Apache, Service, Restart Service and you can now
install the component. Editing the php. i ni file should aso work on all other servers, local and live alike.

If the installation did not work, please take a look at our instalation troubleshooting instructions [https./
www.akeebabackup.com/documentati on/troubl eshooter/abinstallation.html] or try the manual installation described
below.

3.1.3. Manual installation

Sometimes Joomlal ™ is unable to properly extract ZIP archives due to technical limitations on your server. In this
case, you can follow a manual installation procedure.

You can download the latest installation packages our site's download page for Akeeba Ticket System [https://
www.akeebabackup.com/downl oad/ats.html]. Please note that the latest version is always on top. If you have an older
version of Joomlal or PHP please consult our Compatibility page [ https://www.akeebabackup.com/compatibility.html]
to find the version of Akeeba Ticket System compatible with your Joomlal and PHP versions. In either case click on
the version you want to download and install.

If you are not a subscriber, click on the Akeeba Ticket System Core to download the ZIP installation package of the
free of charge version.
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If you are a subscriber to the Professional release, please make sure that you have loged in first. Y ou should then see
an item on this page reading Akeeba Ticket System Professional. If you do not see it, please log out and log back in.
Click on the Professional item to download the ZIP installation package.

All AkeebaTicket System installation packages contain the component and all of itsassociated extensions. Installing it
will install all of these items automatically. It can also be used to upgrade Akeeba Ticket System; just install it without
uninstalling the previous rel ease.

Before doing anything else, you have to extract the installation ZIP file in a subdirectory named akeeba on your
local PC. Then, upload the entire subdirectory inside your site's temporary directory. At this point, there should be a
subdirectory named akeeba inside your site's temporary directory which contains all of the ZIP package'sfiles.

If you are unsure where your site'stemporary directory islocated, you can look it up by going to the Global Configura-
tion, click on the Server tab and take alook at the Path to Temp-folder setting. The default setting isthet mp directory
under your site'sroot. Rarely, especially on automated installations using Fantastico, this might have been assigned the
system-wide/ t np directory. In this case, please consult your host for instructions on how to upload filesinside this
directory, or about changing your Joomlal ™ temporary directory back to the default location and making it writable.

Assuming that you are past this uploading step, click on Extensions, Manage link on thetop menu. If you are on Joomlal
3.x please click on the Install from Directory tab. Locate the Install Directory edit box. It is already filled in with the
absolute path to your temporary directory, for example/ var / www/ j oo a/ t np. Pleaseappend/ akeebatoit. In
our example, it should look something like/ var / www/ j oom a/ t np/ akeeba. Then, click on the Install button.

If you dtill can't install Akeeba Ticket System and you are receiving messages regarding unwritable directories, in-
ability to movefiles or other similar file system related error messages, please consult our installation troubleshooting
instructions [ https.//www.akeebabackup.com/documentation/troubl eshooter/abinstal lation.html]. If these instructions
do not help please do not request support from us; we are unlikely to be able to help you. These errors come from
your site set up and can best be resolved by asking your host for assistance or by asking other users in the official
Joomlal ™ forums [http://forum.joomla.org].

4. Upgrading from Core to Professional

Upgrading from Akeeba Ticket System Core to Akeeba Ticket System Professional is by no means different than
installing the component. Y ou do not have to uninstall the previous version; in fact, you MUST NOT do that. Simply
follow the installation instructions to install Akeeba Ticket System Professional over the existing Akeeba Ticket Sys-
tem Core installation. That's all! All your settings are preserved.

I mportant

When upgrading from Coreto Professional you usually havetoinstall the Professional packagetwice, without
uninstalling anything in between. Sometimes Joomlal does not copy some of thefilesand foldersthefirst time
you install it. However, if you install the package again (without uninstalling your existing copy of Akeeba
Ticket System) Joomlal copiesall of the necessary files and performs the upgrade correctly.

5. Automatic updates

Checking for the latest version and upgrading

You can easily check for the latest published version of the Akeeba Backup component by visiting http://
www.akeebabackup.com/latest. The page liststhe version and rel ease date of the latest Akeeba Ticket System release.
Y ou can check it against the data which appear on the right-hand pane of your Akeeba Ticket System Control Panel.
If your release is out of date, smply click on the Download link to download the install package of the latest release
to your PC.
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Updating automatically with the Joomla! extensions up-
date feature

Warning

This method IS NOT supported on Joomlal 2.5.18 or earlier and Joomla! versions 3.0.0 up to and including
3.2.0. If you are using these versions you MUST update manually (see further down this page)

I mportant

This Joomlal feature requires that your server supports fopen() URL wrappers (al | ow_url _fopen is
set to 1 in your server's php. i ni file) or has the PHP cURL extension enabled. Moreover, if your server
has a firewall, it has to allow TCP connections over ports 80 and 443 to ww. akeebabackup. comand
cdn. akeebabackup. com If you don't see any updates or if they fail to download please ask your host to
check that these conditions are met. If they are met but you still do not see the updates please file abug report
in the official Joomlal forum [http://forum.joomla.org/]. In the meantime you can use the manua update
methods discussed further below this page.

Akeeba Ticket System can be updated just like any other Joomlal extension, using the Joomlal extensions update
feature. Joomlal isresponsible for finding the updates, downloading them and installing them on your server. Y ou can
access the extensions update feature in two different ways:

* From the icon your Joomlal administrator control panel page. On Joomlal 3 you will find the icon in the |eft-hand
sidebar, under the Maintenance header. It has an icon which looks like an empty star. On Joomlal 2.5 you will find
it in the main area of the control panel page, under Quick Icons. When there are updates found for any of your
extensionsyou will see the Updates are available message. Clicking on it will get you to the Update page of Joomla!
Extensions Manager.

» From the top menu of your Joomla! administrator click on Extensions, Extensions Manager. From that page click
on the Update tab found in the left-hand sidebar on Joomlal 3 and the top navigation bar in Joomlal 2.5. Clicking
onit will get you to the Update page of Joomlal Extensions Manager.

If you do not see the updates try clicking on the Find Updates button in the toolbar. If you do not see the updates till
you may want to wait up to 24 hours before retrying. This has to do with the way the update CDN works and how
Joomlal caches the update information. Unfortunately we can't do anything about it, especialy in Joomlal 3 (thereis
no way to forcibly clean the updates cache).

If thereis an update available for Akeeba Ticket System tick the box to the left of its row and then click on the Update
button in the toolbar. Joomlal will now download and install the update.

Warning

Akeeba Ticket System Professional needs you to set up the Download |D before you can install the updates.
You can find your main download ID or create additional Download IDs on our site's Add-on Download
I Ds [http://akee.ba/downloadid] page. Then go to your site's administrator page and click on Components,
Akeeba Ticket System, and click on the Options button in the toolbar. Click on the Live Update tab and paste
your Download 1D there. Finally, click on Save & Close.

On Joomla!l 2.5.19 and all later versions in the 2.5.x range (but not Joomlal 3.x or later) you also need the
Installer - AkeebaTicket System pluginto beinstalled and published on your site. Thispluginisautomatically
installed and published when you install Akeeba Ticket System. If you are not sure, please go to your site's
administrator, click on Extensions, Plug-in Manager and verify that this plugin isinstalled and published. If
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this pluginis not installed or not published you will see the updates but you will NOT be able to install them.
Instead you will see an error message telling you about a 403 or 404 error message received. If you do not
see the plugin on your site please update manually, with the method described below.

If Joomlal cannot download the package, please use one of the manual update methods described below. If, however
you get an error about copying files, folder not found or acryptic "-1" error please follow our installation troubleshoot-
ing instructions [ https://www.akeebabackup.com/documentati on/troubl eshooter/abinstall ation.html] .

Updating manually

As noted in the installation section, installing and updating Akeeba Ticket System is actually the same thing. If the
automati c update using Joomla!'s extensions update feature does not work, pleaseinstall the update manually following
theinstructions in the installation section of this documentation.

I mportant

When installing an update manually you MUST NOT uninstall your existing version of Akeeba Ticket Sys-
tem. Uninstalling Akeeba Ticket System will aways remove al your settings. Y ou definitely not want that
to happen!

Live update (versions 1.0 up to and including 1.3.3)

Note

This method was removed in Akeeba Ticket System 1.4.0

On older versions of Akeeba Ticket System there is a different update method, if your server supportsit. It is called
the "Live Update" feature. Whenever you visit the Akeeba Ticket System Control Panel, it will automatically check
for the existence of an updated version and it will notify you. Clicking on the notification allows you to perform alive
update without further interaction. Do note that if your server is protected by a firewall you'll have to enable port 80
and 443 TCP traffic to www.akeebabackup.com and cdn.akeebabackup.com for this feature to work properly.

6. Requesting support and reporting bugs

Since July 7th, 2011, support is provided only to subscribers. If you already have an active subscription which gives
you accessto the support for Akeeba Ticket System you can request support for it through our site. Y ou will need tolog
in to our site and go to Support, Akeeba Ticket System and click on the New Ticket button. If you can't see the button
please use the Contact Us page to let us know of the ticket system problem and remember to tell us your username.

If you want to report a bug, please use the Contact Us page of our site. You don't need to be a subscriber to report
a bug. Please note that unsolicited support requests sent through the Contact Us page will not be addressed. If you
believe you are reporting a bug please indicate so in the contact form.

I mportant

Support cannot be provided over Twitter, Facebook, email, Skype, telephone, the official Joomlal forum,
our Contact Us page or any other method except the Support section on our site. We also cannot take bug
reports over any other medium except the Contact Us page and the Support section on our site. Support is
not provided to non-subscribers; if you are using the Core version you can request support from other users
in the official Joomlal forum or any other Joomlal-related forum in your country/region. We have to impose
those restrictions in support to ensure a high level of service and quality. Thank you for your understanding.
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7. Uninstallation

Y ou can uninstall the component just like any other Joomlal component. In your site's back-end, just go to Extensions
Manager, click on Uninstall, select Akeeba Ticket System and click on Uninstall. Thiswill completely remove Akeeba
Ticket System including all plugins, modules and ticket information.
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Chapter 2. Overview and Quick Setup

1. Overview

Akeeba Ticket System (ATS) is a support ticket system component. It allows users of your site to submit support
tickets. Typically it's used to provide support for software and hardware sales, but it can also be used for a plethora of
other uses such as providing paid expert opinions (consultancy), answering pre-sales requests in any business sector
(even in retail) and so on. The key difference to aforum is who gets to view the request and who getsto reply. With
atypical forum everyone with access to aforum category can see and reply to all posts. With aticket system only the
user who filed the ticket can view it, unlessit is public (public tickets are readable by everyone). In any case, only the
user who filed the ticket and the designated support staff on your site can reply to tickets. This allows for finer control
than aforum when an authoritative reply is required to the request.

In fact, we developed Akeeba Ticket System because of the limitations we kept on bumping on with several forum
systems. The major limitation was that everyone could reply to a thread. This had the usua outcome that User A
was talking about Problem X and, on the same thread, User B was talking about Problem Y. This had historically
led to great deals of frustration for users and support staff alike. Akeeba Ticket System solves this by incorporating
the concept of ticket ownership (the user who submitted the ticket get posting access to it, other users who are not
member of the support staff don't).

In order for thisto work, ATS is deeply integrated with Joomlal ACL s (access control lists). Thisis avery powerful
feature and requires a little bit of reading to get it right. If your ACL setup is flawed, ATS will behave as told which
would be completely different than what you intend. We have assembled ashort list of very useful, free documentation
on Joomlal ACL which will help you understand how the Joomlal ACL system works and how to make the best
possible setup:

* ACL concepts overview [http://magazine.joomla.org/issues/issue-jan-2012/item/637-Joomla-1-6,-1-7,-and-2-5-
ACL-Concepts-Overview] (beginners)

e Joomlal ACL: Access Levels [http://magazinejoomla.org/issues/issue-feb-2012/item/639-Joomla-ACL-Ac-
cess-Levels] (beginners; scroll all the way down for avery good video)

» A case for role-based ACL [http://magazine.joomla.org/issues/I ssue-Aug-2012/item/825-A-Case-for-Role-Based-
ACL] (advanced)

» Implementing role-based ACL [http://magazine.joomla.org/issues/| ssue-Sept-2012/item/856-1 mplementing-Role-
Based-ACL] (advanced)

* ACL Manager [http://www.aclmanager.net/] isathird party commercial component which can help you effectively
managing ACLs on complex sites.

Continue reading on for asample, albeit very simple, setup of aticket system.

2. Quick Setup

Before beginning please make sure that you have read the information and related links about Joomla access control.
In this chapter we will implement a site using the following specifications:

* Wewill have two ticket categories. Pre-Sales Requests will be accessible to all users which have a user account on
your site. Customer Support will only be available to users who belong in the Customers group.

» Support in the Pre-Sales Requests category will be provided by Super Administrators and users in the Sales Staff
group.
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 Support in the Customer Support category will be provided by Super Administrators and users in the Tech Support
group.

» We will create a single menu item for the support ticket system which will be accessible be all registered users.
Naturally, only the customers will see the Customer Support category thanks to Joomla's access control.

In order to implement these specifications we will have to create Joomla user groups, Joomla viewing access levels
and ATS categories.

We will begin by creating the Joomlal User Groups requires for al of the above. Go to Users, Groups in the back-end
of your site and click on New. Create three user groups:

» Cust oner s with parent group Publ i ¢
» Sal es Staff with parent group Publ i ¢
e Tech Support with parent group Publ i ¢

Please take care to select the correct parent group! Using the Public group as the parent decouples the Akeeba Ticket
System privileges from the account type. Thisis very important!

Then go to Users, Access Levels. Y ou have to create one new viewing access level:
e Custoner Support Access, selectingthe user groups Cust oner s and Tech Support .

Theideaisthat if you are acustomer or amember of the tech support team you will be granted accessto the Customer
Support ticket category.

Now go to Components, Akeeba Ticket System and click on the Categoriestab. Y ou will need to create two categories.

The first category has atitle of Pr e- Sal es Request s. Find the Access drop-down and set it to Regi st er ed.
In the Category Permissions tab click on the Registered group and give it the following permissions:

 Support Staff: Inherited

» Create: Allowed - Enables the users to submit new tickets

» Delete: Inherited

* Edit: Inherited

 Edit State: Inherited

» Create Private: Allowed - Enables the users to submit private tickets

 Create Attachment: Allowed - Enables the users to submit attachments (files) with their tickets

DO NOT set any permission to Denied. If a user belongs to a group where a permission is Denied or that has a group
in any parent level that has this permissions Denied then you can never, ever give that permission to this user. This
is the most common mistake. If you want to deny a permission there's a 99% chance that the Inherited option is what
you really need.

Then click on the Sales staff group and give them the following permissions:

» Support Staff: Allowed - Makes them managers of this Akeeba Ticket System category, enabling special actions
and notifications on new posts

e Create: Allowed
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Delete: Allowed - Allows the managers to del ete tickets and posts

Edit: Allowed - Allows the managers to edit posts

Edit State: Allowed - Allows the managers to publish/unpublish posts and entire tickets

» Create Private: Allowed

Create Attachment: Allowed

Save this category and create a new category with atitle of Cust omer Suppor t . Find the Access drop-down and
setitto Cust omer Support Access. In the Category Permissions tab click on the Customers group and give
it the following permissions:

 Support Staff: Inherited

» Create: Allowed - Enables the users to submit new tickets

» Delete: Inherited

* Edit: Inherited

 Edit State: Inherited

» Create Private: Allowed - Enables the usersto submit private tickets

 Create Attachment: Allowed - Enables the users to submit attachments (files) with their tickets

DO NOT set any permission to Denied. If a user belongs to a group where a permission is Denied or that has a group
in any parent level that has this permissions Denied then you can never, ever give that permission to this user. This
is the most common mistake. If you want to deny a permission there's a 99% chance that the Inherited option is what
you really need.

Then click on the Tech Support group and give them the following permissions:

 Support Staff: Allowed - Makes them managers of this Akeeba Ticket System category, enabling special actions
and notifications on new posts

* Create: Allowed

» Delete: Allowed - Allows the managers to del ete tickets and posts

« Edit: Allowed - Allows the managers to edit posts

 Edit State: Allowed - Allows the managers to publish/unpublish posts and entire tickets
* Create Private: Allowed

* Create Attachment: Allowed

Do note that now the Support Staff doesn't have access to the Customer Support category and the Tech Support users
don't have access to the Pre-Sales requests.

Now let's create the menu item. Go to the Menus menu and select the menu you want to create a link to Akeeba
Ticket System. Create a new menu item of the type Akeeba Ticket System, Categories. Make sure the Access is set
to Regi st er ed.

That'sit! Y ou now haveto assign usersto groups and you're ready to start offering support services through your site:
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» Add your customers to the Customers group.
» Add the support staff to answer pre-sales requests to the Sales Staff group.
» Add the support staff to answer customer support requests to the Tech Support group.

A user may belong to many groups at once. For exampleif Alice needsto be ableto answer both pre-salesand customer
support requests she must be assigned to both the Sales Staff and Tech Support groups.
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Chapter 3. The Component
1. The Control Panel page

Accessible through the back-end Components, Akeeba Ticket System menu item.

Akeeba Ticket System iy

Options

Control Panel Canned Replies Credits Email Templates Tickets Categories

Tickets (Last 30 Days) Ticket Stats

Open Pending Closed Total
Public 22 465 11832 12319
Private 9 180 2132 2321

Total 31 645 13964 14640

; » (X

Live Update not
supported

0 0
2013/01/07 2013/01/14 2013/01/21 2013/01/28 2013/02/04 2013/02/11

The Control Panel page is the main hub of Akeeba Ticket System's management. On this page you get some very
useful information:

» A graph of your tickets and posts for the last 30 days. The bars represent the number of new tickets per day, the
orange line the number of posts per day. Hovering your mouse (or tapping, on atouch display) the graph will show
you the date and number of tickets/ posts at that point.

» The support quality leaderboard, if you have enabled the user feedback feature in the Options of the component.
This showsthe average support quality score of each member of the support staff over the last week (7 days), month
(30 days), year (365 days) and overall.

* Your ticket statistics. Thisis a break-down of open, pending, closed and total public and private tickets. Clicking
on a number will open the Tickets page with the respective filter applied. For example, if you click the number of
Open and Public tickets the Tickets page will open with the filters set to display only open and public tickets.

» The Live Update status. Live Update allows you to easily update Akeeba Ticket System when new versions are
released.

Y ou can navigate between the backend pages of the component by using the links at the top of the page, right below
the component's title. Y ou can access the component options by clicking on the Options button in the toolbar.

2. Options

The Options page is accessible through the back-end Components, Akeeba Ticket System menu item and then clicking
on the Options button in the component's tool bar. These options define how Akeeba Ticket System behaves. This page
has several sections
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Permissions

¥ Configure Akeeba Ticket System Save | Save & Close

Permissions Updates Common Frontend Credits CLI Automation Reply By Email
Default permissions used for all content in this component.
Manage the permission settings for the user groups below. See notes at the bottom.

» Public

» |- Backup Operators
4 Denier

» Foo Bar Group

» |- Manager

4 Administrator

» Registered

> Author

4 Editor

> Publisher

» Shop Suppliers

v Customer Group

Action Select New Setting ! Calculated Setting 2
Configure Inherited % Not Allowed
Access Administration Interface Inherited % Not Allowed
Create Inherited % Not Allowed

In this section you can determine the default permissions of each Joomlal User Group for all Akeeba Ticket System
categories. If you prefer to define these settings per category remember to NEVER use a Deny rule here. A Deny rule
herewill override Allow in children user groups and categories. If you want to deny access just leave the default value,
Inherited. Inherited (denoted by a faded "no entry" symbol next to it) is aso known as a "soft deny" and will deny
access unless you provide an explicit Allow in achild User Group or a category.

On top of the regular Joomlal permissions meanings, the permissions also have a special meaning to Akeeba Ticket
System:

Configure The user is part of your Support Staff and can reply to all tickets.

Access Adminiss  The user is part of your Support Staff and can reply to all tickets.
tration Interface

Create The user can create new public tickets

Delete The user can delete tickets, posts and attachments

Edit The user can edit the existing tickets and posts submitted by other users

Edit Own The user can edit the posts he submitted himself (the limits set in the Frontend options do not
apply to these users)

Edit State The user can publish/unpublish any ticket, post or attachment, no matter who submitted it
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Create Private The user is allowed to create private tickets

Create Attach- The user is alowed to upload attachments
ment
Support Staff Thisprivilegeisonly available when you're configuring the permissions of categories. It givesthe

same privileges as " Access Administration Interface” but it is only applied to a specific category.
If you want to have support staff which has administrative privileges across al categories please
give the user group the "Access Administration Interface” privilege.

Updates

¥ Configure Akeeba Ticket System Save | Save & Close | Cancel

Permissions Updates Common Frontend Credits CLI Automation Reply By Email

Defines the parameters necessary to automatically update the component

Download ID
Minimum stability Alpha (unstable)

«

These options modify the way the integrated Live Update works

Download ID This is your AkeebaBackup.com Download ID. This can be found on our site, in the My Sub-
scriptions page. Y ou need to enter it to receive updates. Without it you will see that new versions
are available but you will not be able to download them.

Minimum stabil-  The minimum stability level of new update you will be notified for. We recommend only using
ity Stable on production sites. If you want to help us test new versions of the software please use a
lower stability level, e.g. Alpha or Beta, knowing that these are unstable versions which might
break in unpredictable ways (usually they don't, but then again they are not stable and well tested)

X Configure Akeeba Ticket System Save | Save & Close | Cancel
Permissions Updates Common Frontend Credits CLI Automation Reply By Email

Settings used throughout the component and its accompanying extensions

Editor WYSIWYG (Joomla!'s visual editor) %

Forced BBcode editor UAs : Android,iPad;,iPhone;,; Windows Phone OS,Windows

A

Filtering method HTML Purifier (best protection) v

Alternate HTML Purifier inclusion . Yes ¥

HTML Purifier allowed tags p,b,alhref],i,u,strong,em,small,big,span[style],font[si

These are options which determine how various aspects of ATS will work.

Editor Select the kind of editor you want to use for the post area. There are two options:
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« BBcode (form code). Thisis alightweight plain text editor which allows optional formatting
using BBcode, the same thing you use in various Internet forums. For example, [b]hello[/b]
will print hello in bold letters.

« WYSIWYG (Joomla!'s visual editor). This is the most advanced option. ATS will use the
WY SIWY G (Joomlal visual editor) specified in the user's profile. That's the same editor you're
using to edit Joomla! articlesin the back-end. Such editors are TinyM CE (included with Joom-
lal), JCE, JoomlaCK and so on. This makes editing tickets much easier but it doesn't work very
well on most tablets and many mobile devices. Which is why we have the next option below.

Forced BBcode As we said, the visual editor is very convenient but barely usable on most tablets and mobile

editor UAs devices. If you want to experience what frustration really means try posting aticket reply using
TinyMCE on an iPad or Nexus tablet. So, we came up with a workaround. Even if you have
selected the WY SIWY G editor option above you can force certain devices to always use the
lightweight BBcode editor. Thefiltering is done based on the User Agent string sent to your server
by these devices browser. Use alist of User Agent string parts separated by commas. The default
string is:

; Android,iPad;,iPhone;,;  Windows Phone OSWindows Phone,;  Windows
CE,BlackBerry;,; Blazer,; BOLT/,/SymbianOS,(Symbian),Fennec/,GoBrowser/,Iris/,Maemo
Browser,MIB/,Minimo/,NetFront/,Opera Mobi/,Opera Mini/,SEMC-
Browser/,Skyfire/, TeaShark/, Teleca Q,uZardWeb/

As you can see it includes the User Agent signature of virtually every mobile device to hit the
market at the time of this writing. We strongly suggest to leave it asit is unless you really want
to frustrate your users.

Filtering method  When you are using the WY SIWY G editor your users get to submit arbitrary HTML. If left un-
filtered there's a very high chance that someone will exploit this to launch an XSS (Cross Site
Scripting) attack in order to hack you. ATS dealswith it by filtering the incoming HTML. There
are three filtering options:

HTML Purifier This uses the third party HTML Purifier library. It's slower but provides the
(best protection)  very best protection you can get.

Joomlal This uses Joomlal's own HTML sanitiser. It's good, it's fast, it's not meant
for thiskind of user data and may fail miserably. We don't really recommend
this option.

| want my site Thisoptionisreserved for peoplewho want their siteto get hacked and devel -

tobehacked (no  opers who believe they've found a better filtering method than HTML Puri-

protection) fier and don't mind being hacked to disprovetheir point. No joking here. This

option turns off all filtering. It'slike jumping off a plane without a parachute.
DON'T DOIT! It's not a question of whether you're going to get hacked. It's
asimple question of when you'll get hacked.

Alternate HTML  Enable if you are using a PHP code cache or you are not sure what a PHP code cache is. Asa
Purifier inclusion  rule of thumb: always set to Y es unless you know very well what you are doing. White pages lurk
ahead if you set it to No when you shouldn't.

HTML Purifier For advanced users only. Y ou get to specify which tags and attributes will be kept by the HTML
allowed tags Purifier filter. The default valueis:

p,b,a[ href] i,u,strong,em,small,big,span[styl €] ,font[size] ,font[ col or] ,ul ol li ,br,img[ src] ,img[width] ,img[ height] ,coc
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Do not change unless you know what you are doing. If you remove everything from the list the
default value will be used (otherwise al posts would end up blank).

URL trandlitera= A comma separated list of trandliteration pairs, used to convert ticket titlesto URLs. Thisisonly

tion used when Unicode Aliasesis set to Off in your site's Global Configuration page. The trandliter-
ation pairs are given in the form: international character, followed by a pipe symbol, followed
by the ASCI| transliteration (unaccented Latin character(s) a-z). For example: #p is used to con-
vert Greek letter pi to "p" and Rlssis used to convert the German eszett (sharp S) toitsdouble s
trangliteration. The default value covers adequately most of European languages, including those
based on Greek and Cyrillic character sets.

Enable ticket pri- When enabled it allows the front-end users (your clients) to define the priority of the ticket, i.e.
orities Low, Medium, High

Do not email When thisoption is enabled and aticket is assigned to some member of the support staff the other
non-assigned members of the support staff are not being sent an email notification for the replies to the ticket.
managers

Custom ticket You can create up to nine extra ticket statuses on top of the default three (Open, Pending and
statuses Closed). In this text area you have to enter one custom status per line in the format number, fol-

lowed by equals sign, followed by the custom status description. For example 1=I n Pr ogr ess
creates anew custom statuswith thetitle"In Progress'. Custom statuses are shown in their numer-
ic order. If you put anumeric key without atitle or atitle without anumeric key it will beignored.

¥ Configure Akeeba Ticket System Save | Save & Close | Cancel
Permissions Updates Common Frontend Credits CLI Automation Reply By Email

Options for the front-end display of the component

Post edit timeout 15

No new tickets ® No Yes
No new replies ® No Yes
Show credits information No ©® Yes

These options define how the front-end of ATS will behave.

Post edit timeout  All users are allowed to edit their posts. We have observed that very few users abuse this feature
and edit the same post dozens of times instead of posting areply. This, of course, screws up the
entire concept of aticket system. After al the post editing feature is supposed to be used for small
corrections (like a mistyped word, a badly phrased part of the request and so on), not posting
replies. In order to prevent users from abusing post editing you can use the Post edit timeout. This
determines the maximum amount of time (in minutes) after a post's submission that the user is
allowed to edit his/her post. The default value of 15 minutes seemsto be the "sweet spot" between
usability and preventing abuse.

Enter 0 to allow only people with the Edit Own privilege to edit their posts. These users are not
affected by this limit.

No new tickets When this option is enabled no user is allowed to create a new ticket. Users are still allowed to
reply to existing tickets unless No New Repliesis also enabled.
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When this option is enabled no user is alowed to reply to his existing tickets. Users are still
alowed to file new tickets unless No New Tickets is aso enabled.

When enabled Creditsinformation will be shown in thefront-end. Creditsarethe ATS"currency”.
Depending on your settings users will be charged credits to create or reply to their tickets.

When enabled the users will be able to rate the quality of the support they received on the ticket
from 1-5 when they choose to close the ticket. The aggregate results will be shown in the leader-
board in the back-end Control Panel page of the component.

When enabled, repliesto component in the front-end will be submitted using AJAX which means
that the page won't have to reload (much less bandwidth consumption and much faster system
response time). If your user's browser doesn't support this feature ATS will automatically show
the regular submission form. If you have trouble submitting tickets that way please set this option
to No and ATS will use the regular submission form which reloads the page upon the submission

of areply.

The InstantReply feature will display related results from old public tickets when a user istrying
to submit a new ticket. The tickets which will be showed are all public tickets which either have
astatus of Closed irrespective of how old they are OR have any other status but are older than X
days. This option defines the X in the previous statement.

Save | Save & Close

Common Frontend Credits CLI Automation Reply By Email

Preferences for credits management

Refund on unpublish ticket © No © Yes
Refund on delete ticket No ® Yes
Refund on unpublish post No © Yes
Refund on delete post No ® Yes

Credits are the ATS "currency". Depending on your settings users will be charged credits to create or reply to their
tickets. These options determine how credits management will work in special cases.

Refund on un-
publish ticket

Refund on delete
ticket
Refund on un-

publish post

Refund on delete
post

If enabled, the credits charged for aticket will be refunded if a member of the support staff un-
publishes (disables) the ticket. Otherwise you will have to manually refund the user's credits (if
you want).

If enabled, the credits charged for aticket will be refunded if amember of the support staff deletes
the ticket. Otherwise you will have to manually refund the user's credits (if you want).

If enabled, the credits charged for a post will be refunded if amember of the support staff unpub-
lishes (disables) the post. Otherwise you will have to manually refund the user's credits (if you
want).

If enabled, the credits charged for a post will be refunded if a member of the support staff deletes
the post. Otherwise you will have to manually refund the user's credits (if you want).
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Permissions Updates Common Frontend Credits CLI Automation Reply By Email

Parameters for the optional CLI scripts. You have to create your own CRON jobs for the CLI scripts to run and these settings have any effect!

Maximum attachment age (days) /30
Maximum inactive ticket age 30

Silent close period 60

These options modify the way the CRON job scripts work.

Maximum attach- Attachments older than this many days will be deleted by the ats-re-
ment age (days) nmove- att achment s. php CRON script

Maximuminac-  Open/ Pending tickets older than this many days (but newer than the "Silent close period") will
tive ticket age be set to Closed status by the at s- aut ocl ose-ti ckets. php CRON script, posting a noti-
fication that the ticket is closed because it's inactive.

Silent close peri-  Open/ Pending tickets older than this many dayswill be set to Closed status by the at s- aut o-
od cl ose-ti ckets. php CRON script, without posting a notification.

Bot usernames When you are using the auto-reply feature in Akeeba Ticket System you need one or more users
to appear asthe senders of the reply text. Thisiswhere you specify their usernames, one per line.

| mportant

The users must already exist in your Joomla! site. If you have not created them aready,
go to Users, User Manager in the back-end of your site and create one or more users.
Then put their usernamesin the Bot usernames setting inside the Options page of Akeeba
Ticket System.
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Parameters which 