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Abstract

This book covers the use of the Akeeba Ticket System component which allows you to easily create a support ticket
system areain your Joomlal ™-powered web site.
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Chapter 1. Introduction and installation
1. Introducing Akeeba Ticket System

Akeeba Ticket System is a component which allows you to create a support ticket system area in your website. The
userswill be able to create public or private tickets which can only be replied to by themselves or designated support
staff. Integration with Joomlal ™'s access control allows you to fine tune who can create public or private tickets (or
not allowed to post any tickets all), who can provide attachments and who is member of the support staff.

Key features:

» Deep integration with Joomlal ™ ACL (access control).

* Nested categories at an infinite depth, using Joomla's native Category management system.

» Meaningful and predictable SEF URL s with automatic canonical URL redirection without the need for athird party
SEF component.

» An interface built around our bespoke CSS framework, using modern CSS 3 (Grid and Flexbox), integrating per-
fectly with most Joomla 3 templates without the need for template overrides.

» Optiona Dark Mode, aways on or automatically enabled based on browser settings.

» Custom module positions, allowing you to easily customise front-end pages.

* You can turn off replies/ new tickets with an optional message e.g. for holidays or planned maintenance periods.
e Automatic HTML sanitisation to prevent XSS exploits and other security issues.

* Private and public tickets.

« Attachments support. Optionally make attachments only visible to and downloadable by the ticket owner and the
support staff, even on public tickets.

» Userscan set their signature in the Joomlal user profile.
» Manager notes, for keeping private notes visible only to support staff and store them encrypted in your database.

» Prefilled new ticket body, customisable per support category, guiding the user to enter all the necessary information
you need to help them.

» Email notifications of new, replied to and edited tickets with customisable, HTML templates..

* Receive new tickets or ticket replies viaemail.

 Credits system: charge per ticket type or per reply, integrating with Akeeba Subscriptions.

* Integrates with standard Search and Smart Search, making public tickets searchable.

» Automatically displays related public tickets when the user files a new support ticket, reducing your support load.

» Automatically displays related Akeeba Docl mport3 articles when the user files anew support ticket, reducing your
support load ("FAQ" functionality).
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» Optional guest tickets (tickets filed by users who do not yet have a user account on your site).
» Assign multiple tickets to a"bucket" and send mass repliesto al of them.

» Saved replies ("canned replies") your support staff can easily use when replying to tickets.

» Automatic replies based on rulesincluding ticket age, who has replied to it, content etc.

» Automation for common administrativetasks using either areal, CLI-based CRON system or by accessing aspecific
URL.

» Custom ticket statuses when the default (Open, Pending and Closed) are not enough for your use case.

» Timecards, i.e. how much time each member of the support staff has spent replying to tickets over a specific period
of time.

I mportant

Some features are only available in the for-a-fee Akeeba Ticket System Professional edition. They are not
present in the Akeeba Ticket System Core edition.

What Akeeba Ticket System is NOT

The term "ticket system" may mean different thingsto different people. Before we discusswhat Akeeba Ticket System
isnot, let us explain the context in which Akeeba Ticket System is designed.

A ticket system, asimplemented in Akeeba Ticket system, meansthat you have customers creating tickets in different
categories. Each category typically represents a particular skill set, area of expertise or product your company or
organisation offers support for. Y ou have teams of support people for each of these categories. Any one of them can
answer any ticket in the category. On most tickets only one person will handle each ticket and if they have to escalate
they will assign it to someone more apt to the task, implemented by assigning the ticket to the other person.

If aticket would only be visible to support staff if someone else (let's call them an "admin") assigned it to them then
the support staff would not answer any tickets unless that "admin" went first and dispatched tickets. That's quite the
opposite concept to aticket system. If you need something like that stop looking for a support ticket system and start
looking for CRM software. What we described in this paragraph is one of the main tenets of a Customer Relationship
Management (CRM) solution.

Akeeba Ticket System is not a CRM, nor are we interested in making it possible to be used as a CRM. This design
goal has some very important corollaries:

* Youcannot havedifferent administrative/ concierge staff and support staff. If someone can assign ticketsto someone
else they can also themselves be assigned tickets and reply to them. Conversely, if someone can be assigned and
reply to tickets they can also assign tickets to someone else.

» You cannot have predefined escalation paths (workflows). The status of aticket can be changed to any other status
any time by any member of the support staff. Escalation paths (e.g. an Open ticket must first go to first level support
before being tagged as "needs review by supervisor") is something that a CRM can handle and requires separate
roles for the staff which, as we explained, is something that will not be implemented in ATS.

» The support staff cannot see only the tickets assigned to them. They will see all open tickets with the Latest Open
Tickets view, even if they are assigned to other members of the support staff.

« Any member of the support staff can reply to any ticket, even if that ticket is assigned to a different member of the
support staff. In our experience, when doing support you will frequently need the combined experience of two or
more members of your support staff to handle complex cases.
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 You cannot display the total time spent per client. You can pull alist of their tickets and see the time spent on each
one, but you definitely cannot print acumulative report or, most importantly, display areport per week, month, year
or other time period. Thisiswhat a CRM or a project management software does.

» You cannot handle client invoicing through Akeeba Ticket System. This is what a CRM sometimes does (and
definitely what an invoicing application is designed to do).

* You cannot have an FAQ section inside Akeeba Ticket System. This is a feature that's best implemented using
Joomlal itself. FAQ sections are arelic of support ticket system software which runs outside of a CMS (Content
Management System) like Joomla!. Since you'd need away to provide organised content for the FAQ section they
implemented aminiature CMS. But Akeeba Ticket System runsinside one of the most advanced Content Manage-
ment Systems out there: Joomlal. It is simply against reason trying to duplicate the functionality of Joomlal inside
aJoomlal component when you can simply use Joomla! itself to handle content.

If you need any of the above features the Akeeba Ticket System is NOT for you. Y ou would become frustrated with
it and ultimately not be ableto use it.

If you are unsure if something you want is possible please ask us a pre-sales question. We always reply to pre-sales
guestions honestly. If your use case is not compatible with the existing features and / or design goals of Akeeba Ticket
System we will tell you upfront. We prefer to lose a sale than having a frustrated user because we recommended that
they use software unsuitable for their use case.

2. Requirements and compatibility

Akeeba Doclmport requires the following server-side configuration:

e Joomlal™ and PHP version compatibilities are detailed in our Version Compatibility matrix [https.//www.akee-
ba.com/compatibility.html].

» MySQL 5.5 or later. Earlier database server versionswill not be supported. Do hote that earlier releases of MySQL
are obsolete and not supported any more by Oracle (the company who controls the devel opment of MySQL).

Asfar as the browser is concerned, you can use any modern version (i.e. published within the last year) of Microsoft
Edge, Safari, Opera, Firefox or Google Chrome. We no longer support Internet Explorer; our software will display
incorrectly or not work at all on this old, buggy and obsolete browser.

In any case, you must make sure that JavaScript is enabled on your browser for the administration interface to work.
If you areusing AV G Antivirus, please disable its Link Checker feature (and reboot your computer) asit is known to
cause problems with several JavaScript-based web applications, including Akeeba Backup and itstools.

You are very strongly advised to disable or properly configure Internet firewalls, antivirus applications and browser
extensions which interfere with the site's loading such as script blockers (such as NoScript) and ad blockers (such as
AdBlockPlus) only for your site's domain hameto ensure that the administration interface (both in the backend and the
frontend of the site, the latter if you are logged in as a ticket system staff member) is displayed correctly. Remember
that these applications and browser extensions are designed to protect you against third party sites. As a result they
are very aggressive and WILL break your own sites. We can't do anything about it: your computer and your browser
are under your control alone.

3. Installing Akeeba Ticket System

Installing Akeeba Ticket System is no different than installing any other Joomlal ™ extension on your site. You can
read the completeinstructionsfor installing Joomlal ™ extensionson the official help page[http://help.joomla.org/con-
tent/view/1476/235/]. Throughout this chapter we assume that you are familiar with these instructions and we will try
not to duplicate them.
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3.1. Installing or manually updating the component

Just like with most Joomla! extensions there are three ways to install or manually update Akeeba Ticket System on
your site:

* Install from URL. Thisworks only with the Professional release of our component. It isthe easiest and fastest one,
if your server supportsit. Most servers do support this method.

» Upload and install. That's the typical extension installation method for Joomlal extensions. It rarely fails.
» Manual installation. Thisisthe hardest, but virtually fail-safe, installation method.

Please note that installing and updating Akeeba Ticket System (and almost al Joomla! extensions) isactually the same
thing. If you want to update Akeeba Ticket System please remember that you MUST NOT uninstall it beforeinstalling
the new version! When you uninstall Akeeba Ticket System you will lose all your settings. Thisisdefinitely something
you do not want to happen! Instead, simply install the new version on top of the old one. Joomlal will figure out that
you are doing an update and will treat it as such, automatically.

Tip

If you find that after installing or updating Akeeba Ticket System it is missing some features or doesn't work,
please try installing the same version a second time, without uninstalling the component. The reason is that
very few times the Joomlal extensions installer infrastructure gets confused and fails to copy some files or
entire folders. By repeating the installation you force it to copy the missing files and folders, solving the
problem.

3.1.1. Install from URL

The easiest way to install Akeeba Ticket System Professional is using the Install from URL feature in Joomlal.

| mportant

This Joomlal feature requires that your server supports fopen() URL wrappers(al | ow_ur| _fopen isset
to 1inyour server'sphp. i ni file) or has the PHP cURL extension enabled. Moreover, if your server has
afirewall, it hasto alow TCP connections over ports 80 and 443 to ww. akeeba. comand cdn. akee-
ba. com If you don't see any updates or if they fail to download please ask your host to check that these
conditions are met. If they are met but you still do not see the updates please file a bug report in the official
Joomlal forum [http://forum.joomla.org/]. In the meantime you can use the manual update methods discussed
further below this page.

First, go to our site's download page for Akeeba Ticket System [https.//www.akeeba.com/download/ats.html]. Make
sureyou arelogged in. If not, log in now. These instructionswon't work if you are not logged in! Click on the Take me
to the downloads for this version button of the version you want to install. Please note that the latest released version
isalways listed first on the page. On that page you will find both Akeeba Ticket System Core and Professional. Next
to the Professional edition's Download Now button you will see the DirectLink link. Right click on it and select Copy
link address or whatever your browser calls this.

Now go to your site's administrator page and click on Extensions, Extension Manager. If you have Joomlal 3.x click
on the Install from URL tab. Clear the contents of the Install URL field and paste the URL you copied from our site's
download page. Then click on the Install button. Joomlal will download and install the Akeeba Ticket System update.

If Joomlal cannot download the package, please use one of the methods described in this section of the documentation.
If, however you get an error about copying files, folder not found or a cryptic "-1" error please follow our installation
troubleshooting instructions [ https://www.akeeba.com/documentati on/troubl eshooter/abinstall ation.html] .
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3.1.2. Upload and install.

Y ou can download the latest install ation packages our site's download page for Akeeba Ticket System [https.//www.a
keeba.com/download/ats.html]. Please note that the latest version is always on top. If you have an older version of
Joomlal or PHP please consult our Compatibility page [https.//www.akeeba.com/compatibility.html] to find the ver-
sion of Akeeba Ticket System compatible with your Joomlal and PHP versions. In either case click on the version
you want to download and install.

If you are not a subscriber, click on the Akeeba Ticket System Core to download the ZIP installation package of the
free of charge version.

If you are a subscriber to the Professional release, please make sure that you have logged in first. Y ou should then see
an item on this page reading Akeeba Ticket System Professional. If you do not see it, please log out and log back in.
Click on the Professional item to download the ZIP installation package.

All AkeebaTicket System installation packages contain the component and all of its associated extensions. Installing it
will install all of these items automatically. It can also be used to upgrade Akeeba Ticket System; just install it without
uninstalling the previous release.

In any case, do not extract the ZIP files yet!
Warning

Attention Mac OS X users! Safari, the default web server provided to you by Apple, is automatically ex-
tracting the ZIP file into a directory and removesthe ZIP file. In order to install the extension through Joom-
lal's extensions installer you must select that directory, right-click on it and select Compressto get aZIPfile
of its contents. This behaviour was changed in Mac OS X Mountain Lion, but people upgrading from older
versionsof Mac OS X (Mac OS X Lion and earlier) will witnessthe old, automatic ZI P extraction, behaviour.

Log in to your site's administrator section. Click on Extensions, Manage link on the top menu. If you are on Joomlal
3.x please click on the Upload Package File tab. L ocate the Browse button next to the Package File (Joomlal 2.5, 3.0
and 3.1) or Extension package file (Joomlal 3.2 and later) field. Locate the installation ZIP file you had previously
downloaded and select it. Back to the page, click on the Upload & Install button. After a short while, Joomlal ™ will
tell you that the component has been installed.

Warning

Akeeba Ticket System isabig extension (over 2Mb for the Professiona release). Some servers do not alow
you to upload filesthat big. If thisisthe case you can try the Manual installation or ask your host to follow our
installation troubleshooting instructions [ https://www.akeeba.com/documentation/troubl eshooter/abinstalla-
tion.html] under "Y ou get an error about the package not being uploaded to the server”.

If you have WAMPServer (or any other prepackaged local server), please note that its default configuration
does not allow files over 2Mb to be uploaded. To work around that you will need to modify your php.ini and
restart the server. On WAM Pserver left-click on the WAMP icon (the green W), click on PHP, php.ini. Find
the line beginning with upl oad_max_fi | esi ze. Changeit so that it reads:

upl oad_max_filesize = 6M

Savethisfile. Now, left-click on the WAMP icon, click on Apache, Service, Restart Service and you can now
install the component. Editing the php. i ni file should also work on all other servers, local and live alike.

If the installation did not work, please take alook at our installation troubleshooting instructions [ https://www.akee-
ba.com/documentati on/troubl eshooter/abinstallation.html] or try the manual installation described below.
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3.1.3. Manual installation

Sometimes Joomlal ™ is unable to properly extract ZIP archives due to technical limitations on your server. In this
case, you can follow a manual installation procedure.

Y ou can download the latest install ation packages our site's download page for Akeeba Ticket System [https.//www.a
keeba.com/download/ats.html]. Please note that the latest version is always on top. If you have an older version of
Joomlal or PHP please consult our Compatibility page [https.//www.akeeba.com/compatibility.html] to find the ver-
sion of Akeeba Ticket System compatible with your Joomlal and PHP versions. In either case click on the version
you want to download and install.

If you are not a subscriber, click on the Akeeba Ticket System Core to download the ZIP installation package of the
free of charge version.

If you are a subscriber to the Professional release, please make sure that you have logged in first. Y ou should then see
an item on this page reading Akeeba Ticket System Professional. If you do not see it, please log out and log back in.
Click on the Professional item to download the ZIP installation package.

All AkeebaTicket System installation packages contain the component and all of itsassociated extensions. Installing it
will install all of these items automatically. It can also be used to upgrade Akeeba Ticket System; just install it without
uninstalling the previous release.

Before doing anything else, you have to extract the installation ZIP file in a subdirectory named akeeba on your
local PC. Then, upload the entire subdirectory inside your site's temporary directory. At this point, there should be a
subdirectory named akeeba inside your site's temporary directory which contains al of the ZIP package'sfiles.

If you are unsure where your site'stemporary directory islocated, you can look it up by going to the Global Configura-
tion, click on the Server tab and take alook at the Path to Temp-folder setting. The default setting isthet nmp directory
under your site'sroot. Rarely, especially on automated installations using Fantastico, this might have been assigned the
system-wide/ t np directory. In this case, please consult your host for instructions on how to upload filesinside this
directory, or about changing your Joomlal ™ temporary directory back to the default location and making it writable.

Assuming that you are past this uploading step, click on Extensions, Managelink on thetop menu. If you are on Joomlal
3.x please click on the Install from Directory tab. Locate the Install Directory edit box. It is already filled in with the
absolute path to your temporary directory, for example/ var / www/ j oo a/ t np. Pleaseappend/ akeebatoit. In
our example, it should look something like/ var / ww/ j oom a/ t np/ akeeba. Then, click on the Install button.

If you still can't install Akeeba Ticket System and you are receiving messages regarding unwritable directories, in-
ability to movefiles or other similar file system related error messages, please consult our installation troubleshooting
instructions [ https://www.akeeba.com/documentation/troubleshooter/abinstallation.html]. If these instructions do not
help please do not request support from us; we are unlikely to be able to help you. These errors come from your site
set up and can best be resolved by asking your host for assistance or by asking other usersin the official Joomlal ™
forums [http://forum.joomla.org].

4. Upgrading from Core to Professional

Upgrading from Akeeba Ticket System Core to Akeeba Ticket System Professional is by no means different than
installing the component. Y ou do not have to uninstall the previous version; in fact, you MUST NOT do that. Simply
follow the installation instructions to install Akeeba Ticket System Professional over the existing Akeeba Ticket Sys-
tem Coreinstallation. That'sall! All your settings are preserved.

I mportant

When upgrading from Coreto Professional you usually havetoinstall the Professional packagetwice, without
uninstalling anything in between. Sometimes Joomlal doesnot copy some of thefilesand foldersthefirst time
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you install it. However, if you install the package again (without uninstalling your existing copy of Akeeba
Ticket System) Joomlal copies all of the necessary files and performs the upgrade correctly.

5. Automatic updates

Akeeba Ticket System can be updated just like any other Joomlal extension, using the Joomlal extensions update
feature. Please note that Joomlal isfully responsible for discovering available updates and installing them on your site.
Akeeba Ltd does not have any control of the update process.

Note

This Joomlal feature requires that your server supports fopen() URL wrappers (al | ow_ur| _f open isset
to 1in your server'sphp. i ni file) or has the PHP cURL extension enabled. Moreover, if your server has
afirewall, it has to allow TCP connections over ports 80 and 443 to ww. akeeba. comand cdn. akee-
ba. com If you don't see any updates or if they fail to download please ask your host to check that these
conditions are met. If they are met but you still do not see the updates please file a bug report in the official
Joomlal forum [http://forum.joomla.org/]. In the meantime you can use the manual update methods discussed
further below this page.

Warning

Akeeba Ticket System Professional needs you to set up the Download ID before you can install the updates.
Please consult the Entering your Download 1D documentation section for more information.

Y ou can access the extensions update feature in different ways depending on your Joomla version:

Joomla 3: From the icon your Joomlal administrator control panel page. You will find the icon in the left-hand
sidebar, under the Maintenance header. When there are updates found for any of your extensions you will see the
Updates are available message. Clicking on it will get you to the Update page of Joomlal Extensions Manager.

Joomla 3 (alternate method): From the top menu of your Joomlal administrator click on Extensions, Manager. From
that page click on the Update tab found in the left-hand sidebar. Clicking on it will get you to the Update page of
Joomlal Extensions Manager.

Joomla 4: From the icon your Joomlal administrator control panel page. By default you will find the icon in the
right-hand modules area, under the Update Checks header. When there are updates found for any of your extensions
you will seethe Updates are avail able message. Clicking onit will get you to the Update page of Joomlal Extensions
Manager.

Joomla 4 (alternate method): From the sidebar of your Joomlal administrator click on System. On the new page
find the Update area towards the bottom of the middle column and click the Extensions link. This takes you to the
Update page of Joomlal Extensions Manager.

If you do not see the updates try clicking on the Find Updates button in the toolbar. If you do not see the updates till
you may want to wait up to 24 hours before retrying. This has to do with the way the update CDN works and how
Joomlal caches the update information.

If thereis an update available for Akeeba Ticket System tick the box to the left of its row and then click on the Update
button in the toolbar. Joomlal will now download and install the update.

If Joomlal cannot download the package, please use one of the manual update methods described below. If, however
you get an error about copying files, folder not found or acryptic "-1" error please follow our installation troubleshoot-
ing instructions [ https.//www.akeeba.com/documentati on/troubl eshooter/abinstall ation.html].

If you get awhite page whileinstalling the update pleasetry either the Built-in method (described above) or the manual
update method (described below).
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Updating manually

As noted in the installation section, installing and updating Akeeba Ticket System is actually the same thing. If the
automati c update using Joomla!'s extensi ons update feature does not work, pleaseinstall the update manually following
theinstructions in the installation section of this documentation.

I mportant

When installing an update manually you MUST NOT uninstall your existing version of Akeeba Ticket Sys-
tem. Uninstalling Akeeba Ticket System will always remove al your settings. Y ou definitely not want that
to happen!

Sometimes Joomlal may forget to copy some files when updating extensions. If you find Akeeba Ticket System
suddenly not working or if you get awarning that your installation is corrupt you need to download the latest version's
ZIPfileand install it twice on your site, without uninstalling it before or in-between these installations. Thiswill most
certainly fix thisissue.

If the error occurs again after a while, without you updating our software, please contact your host. Some hosts will
delete or rename files automatically and without any confirmation as part of a (broken and unfit for purpose) "maware
scanner / antivirus'. Unfortunately, these scanners return alot of false positives -innocent files mistakenly marked as
malicious- but rename / delete them nonethel ess, breaking software installed on the server. If you are on such a host
we very strongly recommend that you move to a decent host, run by people who actually know what they are doing.
It will be far less headache for you and would actually improve your site's security.

5.1. Troubleshooting the update

Like most Joomlaextensions, our software relies on Joomla's built-in extensions updater. In simpleterms, code written
by the Joomla project, shipped with Joomla itself and running on your site is responsible for retrieving information
about the latest available versions, determining whether an update is available, downloading the update package and
installing it on your site. Akeeba Ltd has no control over that code.

Despite this not being our code, we do understand that our clients do come across problems with updates and need our
help. The way the Joomla built-in extensions updater is written makes it prone to some easily preventable, common
errors. Itserror reporting ranges from unhel pful to non-existent. In an effort to help you, we've compiled and condensed
all the troubleshooting we've done for years on our sites and our clients sites.

We do understand that the instructions in this section are convoluted and complicated. We are afraid that thisis the
simplest form they can be reduced to. We'd like to assure you that they do not reflect on the quality of software we can
produce. These instructions are necessitated by and reflect the way Joomlaitself works.

If you were using our software between 2009 and 2016 you might remember that we were using our own code, Akeeba
Live Update, to find, download and install updates to our software. It was a much better solution and much easier to
troubleshoot; it would tell you exactly what to fix and ask you to click a button to let it verify the fix. Unfortunately,
the Joomla Extensions Directory (JED) made it impossible to use ouw own updater code, even as an aternative to
the Joomla built-in extensions updater, in 2016. Doing otherwise is a violation of JED's terms of service and would
result in all of our extensions being unlisted. That's why we are now using the Joomla built-in extensions updater even
though we know it's nowhere near as good as what we used to have. Sorry, folks.

5.1.1. Addressing server issues

In some cases you will see that Joomla cannot retrieve the latest version information or update package for our soft-
ware, reporting it cannot connect to cdn.akeeba.com (extensionsrel eased after August 2020) or cdn.akeebabackup.com
(extensions released before August 2020). Related to that, Joomla may report that it's unable to download the Profes-
sional edition's update package, saying it's unable to connect to our site www.akeeba.com (extensions released after
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August 2020) or www.akeebabackup.com (extensions released before August 2020). This can mean a few different
things which all have to do with how your host is set up.

Our CND and our site are accessible over HTTPS and use avalid, signed TL S certificate. At the time of this writing
the TLS certificates are issued by Let's Encrypt and Amazon Web Services. The TL S certificates used for HTTPS on
our CDN and site use the recommended SHA-256 hashing algorithm and the servers only support modern versions
of the TLS protocol (at the time of this writing it's TLS 1.2 and later). If your host has an out of date Certification
Authority cache or compiled PHP against an old TLS library which does not support modern versions of TLS your
site will be unable to connect to our servers.

If this is not the case, please be aware that some hosts run a proxy server or a firewall which can either prevent or
cache outgoing connections in front of their servers. Depending on how this isimplemented it can cause two distinct
types of problems.

Thefirst problem is that your site might be unable to connect to our CDN and our server to retrieve the latest version
information and the update package itself respectively. If this happens you need to ask your host to allow connections
to TCP/IP port 443 (HTTPS) for www.akeeba.com and cdn.akeeba.com. If they ask you for an IP address please ask
them to resolve these domain names from their server. Thelatter isa Content Delivery network (CDN) with hundreds
of servers, powered by Amazon CloudFront, meaning that its I P address depends on where you are accessing it from.

The second problem is that when Joomla tries to retrieve the latest version information or an update file from our
serversyour host's proxy getsin the way and returns information it has cached. We explicitly ask for that information
not to be cached, using standard HT TP headers, but some hosts choose to ignore web standards and do their own thing.
Also worth noting isthat your host should not interfering with HTTPS (encrypted) traffic, so al the more reason to be
worried about their implementation in this case. Unfortunately, we have caught afew hosts doing that over the years.

None of theseissues can be addressed by you or us. Y ou will need to contact your host about them. Before you assume
any of theseissues are in play and if you are using the Professional edition of our software please do check that your
Download ID isvalid first.

5.1.2. Check the validity of your Download ID
Note

The information in this section only appliesto the Professional edition. If you are using the Core edition you
can skip over it.

If you are using the Professional version of our software we need to verify that you have an active subscription that gives
you accessto downloads of the software you aretrying to update. We do that by means of aDownload ID which hasthe
format 0123456789abcdef0123456789abcdef (Main Download ID) or 12345:0123456789abcdef0123456789abcdef
(Add-on Download ID). In and by itself the Download ID does not carry any information about your subscription
status. It isan identifier linked to your account on our site.

First, you need to check that you are using avalid Download ID. Do not assume that your Download ID is entered
at al, or that it isvalid. Thiskind of false assumption accounts for half of the update issues we are asked to help our
clients with. Always check on our site. Log into our site and go to Add-on Download 1Ds from the top menu. Copy
the Download ID and paste it to our extension's Options page in the Download 1D box, under the Update tab.

If you had to enter or change the Download 1D but Joomla was already reporting an updated version you need to
follow theinstructionsin the Entering or changing your Download 1D after an update is available section. Otherwise
installing the update will NOT work at all due to the way Joomla caches update information in its database.

5.1.2.1. Check your subscription status

As noted above, the Download 1D itself does not carry any information about whether you are allowed to download an
update. This check is done on our server when it receives the Download ID along with Joomla's request to download
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an update. The check performed is simple: do you have an active subscription which gives you access to the software
you are trying to download?

Do not assume that your subscriptionisactive. It is possible that you missed an email warning you about the subscrip-
tion expiring and amanual action to renew it being required on your part. This may even happen when you have are-
curring subscription if our reseller, Paddle, cannot automatically charge your credit card / PayPal account for any rea
son. Or you may have simply let your manually renewing subscription lapsed or canceled your recurring subscription.

Always log into our site and go to the My Subscriptions page to check your subscription status. If your subscription
has expired you can renew it. Once the payment is compl ete and accepted by our reseller you will be able to download
the updates within the next 20" or less (typically: within seconds).

5.1.2.2. Multiple Professional edition Akeeba extensions with different Download
IDs

It's possible that you have more than one of our Professional extensions but you want to use different Download I1Ds
for each one of them. For example, if each extension was bought by a different company working on your site or if
you are trying to migrate to a new user account on our site.

In this case you need to unpublish the following plugins on your site:
* Instaler - Akeeba Backup Professional

 Instaler - Akeeba Ticket System Professional

* Instaler - Admin Tools Professional

Do remember to check the Download IDs for each and every of our extensions.

5.1.2.3. Entering or changing your Download ID after an update is available

If you had to enter or change a Download ID after Joomla finds an update for it you will need to jump through a few
hoops. This happens because of the way Joomla caches update information and some design choices in the Joomla
extensions updater which prevent it from working smoothly in this case.

Please follow al of the steps below in the exact order presented from a single browser tab without having any other
tabs or windows to your site open. Please follow all of the steps even if you think that something is redundant or
repetitive; it'snot and there isareason wetell you to do it. We understand that the process outlined below isgruelling.
Unfortunately it is necessary because of how Joomlaitself works. This code is NOT under our contral. If it was our
code you wouldn't have to do anything at all; we know how to write software with better UX than this...

For Joomla 3:
1. Go to the backend of your site

2. Go to our software's main page e.g. click on Components and then on Akeeba Backup or Admin Tools or Akeeba
Ticket System Professional depending on which of our software you have.

3. Click on Optionsin the top right corner. This opens Joomla's com_config component showing the settings for our
software.

4. Clear your Download ID.
5. Click on Save & Close.
6. Click on Optionsin the top right corner again.

7. Enter your Download ID.
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8. Click on Save & Close.

9. If you have more than one Professional version of our software installed repeat the process from the beginning until
here for each one of : Akeeba Backup Professional, Admin Tools Professional, Akeeba Ticket System Professional.

10.Go to Extensions, Manage, Update.
11.Click on Clear Cache.

12.Go to System, Clear Cache

13.From the dropdown select Administrator

14.Click on Clear All even if thelist is empty. Joomla has a hidden query cache which screws up updates if you don't
clear it.

15.Go to Extensions, Manage, Update.

16.Click on Clear Cache again.

17.Click on Find Updates.

18.Y ou should now be able to perform the updates to our software

For Joomla 4:

1. Go to the backend of your site.

2. Go to the System menu item, find the Update section and click on Update Sites.

3. Click on the update site for our software, e.g. Akeeba Backup Professional, Akeeba Ticket System Professional or
Admin Tools Professional depending on which of our software you have.

4. Enter your Download ID in the Download Key box.
5. Click on Save & Close.

6. If you have more than one Professional version of our softwareinstalled repeat the process from the beginning until
herefor each one of: Akeeba Backup Professional, Admin Tools Professional, Akeeba Ticket System Professional.

7. Go to the System menu item, find the Update section and click on Extensions.

8. Click on Clear Cache.

9. Go to the System menu item, find the Maintenance area, click the Clear Cache link.
10.Click on the Delete All button even if the list is empty.

11.Go to the System menu item, find the Update area, click the Extensions link.
12.Click on the Clear Cache button in the toolbar again.

13.Click on the Find Update button.

14.Y ou should now be able to perform the updates to our software

5.1.3. Updates are showing after installing the latest version

Sometimesyou might see that Joomlareports that the version you have installed or even apreviousversionisavailable
as an update. This can mean three things:
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» Joomla's update cache is stuck. See the information on resetting Joomla's update cache.
* You have a server issue connecting to our CDN. See the information on addressing server issues.

» You have found a bug in Joomlas built-in extensions updater. You need to contact the Joomlal forum [https.//
forum.joomla.org]. Unfortunately there is nothing we can do about Joomla core bugs.

5.1.4. Updates not showing despite having an older version

Sometimes you may see that Joomlarefusesto report the availability of anew version of our software. This can mean
three things:

e Theupdate site for our softwareis disabled. See the information on checking the update site.
» Joomld's update cache is stuck. See the information on resetting Joomla's update cache.
» You have a server issue connecting to our CDN. See the information on addressing server issues.

* You have found a bug in Joomlas built-in extensions updater. You need to contact the Joomlal forum [https://
forum.joomla.org]. Unfortunately there is nothing we can do about Joomla core bugs.

5.1.4.1. Check the update site

First we are going to check if the Update Site is disabled. Go to the backend of your site. On Joomla 3 go to the
Extensions, Manage, Update Sites menu item. On Joomla 4 go to the System menu item, find the Update area and
click on the Update Sites link.

On that page you will see alist of the update sites for the extensions you have installed on your site. If you see our
software in that list — you may have to search for it — make sure it's published, i.e. there's a green checkmark in the
Status column. If it's not already published publish it now. If you had to publish the Update Site you a so need to follow
the instructions under Refresh the update cache for your updates to work.

If our software does not appear on that list you will need to click on Rebuild. Watch out! Using Rebuild removes all
Download IDs and Download Keys from all installed extensions on your site and will cause extension installation to
fail. You will aso need to follow the instructions under Check the validity of your Download ID for your updates
to work.

5.1.4.2. Refresh the update cache

Joomla does not download the latest version information every time you ask it to tell you if there's a new version
available for an extension. This would be too slow and bog down the servers of the third party developers providing
this update information. Instead, it caches the updates for 1 to 24 hours (configurable), with the default being 6 hours.
In very rare cases this updates cache may get “ stuck” beyond this time limit and needs to be manually refreshed.

First try the normal way to get the update cache refreshed. Please follow all of the steps below in the exact order
presented from a single browser tab without having any other tabs or windows to your site open. Please follow all of
the steps even if you think that something is redundant; it's not and there is areason wetell you to do it.

On Joomla 3:

1. Go to the backend of your site.

2. Go to the Extensions, Manage, Update menu item.
3. Click on the Clear Cache button in the toolbar.

4. Click on the Find Update button.
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On Joomla 4:

1.

2.

3.

4.

Go to the backend of your site.
Go to the System menu item, find the Update area, click the Extensions link.
Click on the Clear Cache button in the toolbar.

Click on the Find Update button.

This will tell Joomlato get the up-to-date information about available versions for al extensions installed on your
computer. If you do not see anything changing to the better you have hit a rare issue which involves another Joomla
cachethat isinvisible even to the Super Users: the Joomla database query cache. Please follow all of the steps below
in the exact order presented from a single browser tab without having any other tabs or windows to your site open.
Please follow all of the steps even if you think that something is redundant or repetitive; it's not and there is areason
wetell youtodoit.

On Joomla 3:

1.

8.

9.

Go to the backend of your site.

Go to the Extensions, Manage, Update menu item.
Click on the Clear Cache button in the tool bar.

Go to the System, Clear Cache menu item.

From the dropdown select Administrator.

Click on the Delete All button even if thelist is empty.
Go to the Extensions, Manage, Update menu item.
Click on the Clear Cache button in the toolbar again.

Click on the Find Update button.

On Joomla 4:

7.

8.

. Go to the backend of your site.

Go to the System menu item, find the Update area, click the Extensions link.

Click on the Clear Cache button in the tool bar.

Go to the System menu item, find the Maintenance area, click the Clear Cache link.
Click on the Delete All button even if thelist is empty.

Go to the System menu item, find the Update area, click the Extensions link.

Click on the Clear Cache button in the toolbar again.

Click on the Find Update button.

If you still cannot retrieve updates for our software you need to check if you have a server issue. If that's not the case
you need to check the update site since it might have been automatically unpublished by Joomla.
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5.1.5. Miscellaneous troubleshooting and information

5.1.5.1. The update fails to download

If you are trying to update a Professional edition please check your Download ID. Typicaly you will get an error
message telling you that an error 403 or 500 was received when trying to download the update package. Whether
you see that message or a generic download failure message depends on the version of Joomla you have installed
on your site.

If this doesn't help you need to check if you have a server issue.

5.1.5.2. Updating with a third party service fails

Typically, third party site management services ask Joomlato provide the update information and install update on your
behalf. Therefore the troubleshooting information in this section would solve both in-site and remote (via a service)
extension updates.

If you can install an update by logging into your site's backend but NOT through a service you need to contact the
third party site management service and report this issue. Unfortunately we cannot help with it. Third party services
DO NOT ask usfor permissions to implement an updater for our software.

5.1.5.3. Manual update

As noted earlier in the documentation, a manual update is the same as installing the extension. Download the latest
version from our site and install it on your site without uninstalling our extension.

5.1.5.4. Update installation problems

If your update does download but fails to install try the manual update method (installing the new version on top of
the old one). If that fails, too, you should follow the instructions on the installation troubleshooting section you can
read earlier in this documentation.

6. Entering your Download ID

Note

If you are using Akeeba Ticket System Core, the free of charge edition of Akeeba Ticket System, you do
not need to and must not enter a Download I1D. The Download ID is only required for the for-a-fee Akeeba
Ticket System Professional edition.

Akeeba Ticket System Professional isthe for-a-fee edition of Akeeba Ticket System with additional features. Down-
loading it, either for installation from scratch or as an update to an aready installed but older version on your site,
requires confirming that you have an active subscription which gives you accessto Akeeba Ticket System Professional
downloads. When you download the installation ZIP file from our site this means that you need to log in to our site
first. However, when downloading updates through Joomla you really don't want to and usually cannot be asked to
login to our site.

Using your Download IDs on your clients' sites

Our software license allows you to use your Download | Ds on the sites of your clients. However, you must tell your
clients that:

» Downloads and support for the software covered by the Download 1D is provided by you, not Akeeba Ltd.
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« If they want to receive support and / or downloads directly from Akeeba Ltd they need to purchase a qualifying
subscription on our site. In this case they do not qualify for the renewal discount.

» They arenot alowed to use the Download ID on any other site or use the Download I D to download the software for
any reason other than updating or reinstalling the covered software on the same site the Download 1D was entered
in. In other words, they cannot use the Download ID to install or update our software on any other site.

If you are no longer administering a site where you have entered a Download 1D you must revoke or regenerate
that Download ID. Y ou need to do the same if you believe that your Download ID is being used by third parties
in an unauthorized manner. Please note that unauthorized use of Download IDs could have conseguences on your
subscription with us.

Finding your Download ID

Download 1Ds comein two flavors, your main Download ID and Add-on Download 1Ds.

Y ou can find your main Download ID in the My Subscriptions [ https://www.akeeba.com/my-subscriptions.html] page
of our site. We recommend using this Download ID only on your own site(s). This Download ID cannot be revoked,
it can only be regenerated. If it's regenerated you will need to enter the new Download ID on all of your sites which
can be a significant hassle.

Y ou can generate an unlimited number of Add-on Download | Ds without additional charge in the Add-on Download
I Ds [ https://www.akeeba.com/downl oad/add-on-dlid.html] page. Unlike the main Download ID you can revoke (dis-
able) any Add-on Download ID at any time. Aslong as you only use one Add-on Download ID per site revoking or
regenerating it will not affect the other sites' ability to download and install updates.

Entering your Download ID on a newly installed copy of
Admin Tools

If you just installed Akeeba Ticket System on your site go to Components, Akeeba Ticket System. Y ou will be shown
amessage at the top of the page that you need to enter your Download ID. The message includes alink to a page on
our site where you can find and copy your main Download 1D. After entering either your main Download ID (NOT
recommended) or an Add-on Download ID (recommended) click on the Apply button to save it.

If Akeeba Ticket System or Joomlal was already showing you that an update for Akeeba Ticket System is available
please follow the steps under "Further stepsif a download was available before entering a new Download 1D" below.

Enter or view your Download ID on Joomla 3

If your site is built on Joomlal 3 go to Components, Akeeba Ticket System and click on the Options button in the
toolbar.

Click on the Live Update tab.
Enter your main or Add-on Download 1D in the Download ID are and click on Save & Close on the toolbar.

If Akeeba Ticket System or Joomlal was already showing you that an update for Akeeba Ticket System is available
please follow the steps under "Further stepsif a download was available before entering a new Download ID" below.

Enter or view your Download ID on Joomla 4

If your site is built on Joomlal 4 DO NOT use the Options method above. It will not work. Joomlal 4 provides a
centralised download key management interface.
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From the main administrator page of your site click on System on the sidebar.
Click on the Update Sites link towards the bottom of the middle column on the System page.
Find the Akeeba Ticket System Professional entry on the list and click on it to open the edit page.

Enter your main or Add-on Download ID in the Download Key area. Click on the Save & Close button on the tool bar
to apply the Download ID.

If Akeeba Ticket System or Joomlal was already showing you that an update for Akeeba Ticket System is available
please follow the steps under "Further stepsif adownload was available before entering a new Download D" below.

Further steps if a download was available before enter-
ing a new Download ID

Joomla applies the Download ID when it is looking for updates, not when it tries to download updates. This is a
weird implementation detail that dates back to design decisions made before Joomla 1.6 was released, back in 2009.
Unfortunately, this means that entering a new Download ID after Joomla shows that updates are available does NOT
apply the new Download | D immediately and causes updatesto fail. Y ou need to follow all of the steps outlined bel ow,
in this specific order, without doing anything else on your site's administrator area in between to let Joomla see the
new Download ID. Please do not file support tickets or bug reports about this with us; extension updates are managed
by Joomla core code and we have no influence over it.

» Go to Joomld's extension update page.

On Joomla 3: From the top menu of your Joomlal administrator click on Extensions, Manager. From that page click
on the Update tab found in the left-hand sidebar.

On Joomla 4: From the sidebar of your Joomlal administrator click on System. On the new page find the Update
area towards the bottom of the middle column and click the Extensions link.

» Click on the Clear Cache button in the toolbar.

* Next up, we need to clear the Joomla administrator cache. This is required because Joomla caches the database
queries which retrieve the Download ID in its administrator cache. If you do not clear the cache it won't see the
new Download ID.

On Joomla3: From the top menu of your Joomlaadministrator click on System, Clear Cache. Inthe drop-down menu
abovethelist choose Administrator (by default the other option, Site, is selected). Click on Delete All in the toolbar.

On Joomla4: From the sidebar of your Joomlal administrator click on System. On the new page find the Maintenance
areatowards the top of the left column and click the Clear Cache link. Unfortunately, Joomla4 makesit impossible
to easily select just the administrator cache so we'll be deleting all cached content. Click on Delete All in thetoolbar.

* Go back to to Joomla's extension update page.

On Joomla 3: From the top menu of your Joomlal administrator click on Extensions, Manager. From that page click
on the Update tab found in the left-hand sidebar.

On Joomla 4: From the sidebar of your Joomla! administrator click on System. On the new page find the Update
area towards the bottom of the middle column and click the Extensions link.

* Click on the Clear Cache button in the toolbar again, even if you don't see any update items. The page should be
empty. If it's not empty repeat all of these instructions from the beginning. Sometimes Joomla does not clear the
cache when you tell it to so you need to do this entire weird dance all over again. Sorry, it's not something that has
to do with us, it's a core Joomla code issue.
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* Click on the Find Updates button in the toolbar again.

 You should now see the update to our software and be ableto install it.

Troubleshooting updates to the Professional release

If you still cannot install our software please check that the Download 1D isentered correctly. If it'snot entered correctly
enter the correct Download ID and follow all of these instructions again.

If the Download ID isentered correctly but it's not active in the Add-on Download | Ds page you will need to enableiit.
After enabling it you will be able to download and install the update without having to follow these instructions again.

If the Download ID is correct please make sure that you have an active qualifying subscription on our site. If your
subscription has expired you need to purchase a renewal on our site. Once the renewal is active you will be able to
download and install the update without having to follow these instructions again, as long as you have not changed
your Download ID.

If you still cannot download updates despite having the correct Download ID and an active subscription try waiting
for 24 to 48 hours. In very rare cases Joomla's update cache gets stuck despite following the instructions above and
you just need to wait until Joomla decidesit hasto reload it.

If the updates are still not downloading please make sure that you are using a version of Joomla and PHP that is
supported by the new version of our software. If you are not sure please consult our Compatibility page [https://
www.akeeba.com/compatibility.html].

If you've followed al these troubleshooting steps and the update is not downloading at al you need to contact your
host and ask them to allow traffic to www.akeeba.com and cdn.akeeba.com over port TCP 443 (HTTPS), make sure
that the PHP cURL module is installed and activated on the version of PHP your site is using and that finally the
libcurl and libssl system libraries the cURL module is compiled against are up-to-date versions. If your host cannot
help you with any of these requests (despite thisbeing literally what you are paying them to do) you can install updates
manually. Kindly note that Akeeba Ltd is not responsible for your hosting environment and that the requirements
for downloading updates from our site are met by server software released roughly 5 years ago. If your host cannot
provide 5 year old software and open portsin their firewall you should probably be migrating your site to amore up-
to-date, competent host.

7. Requesting support and reporting bugs

Since July 7th, 2011, support is provided only to subscribers. If you aready have an active subscription which gives
you accessto the support for Akeeba Ticket System you can request support for it through our site. Y ou will need tolog
in to our site and go to Support, Akeeba Ticket System and click on the New Ticket button. If you can't see the button
please use the Contact Us page to let us know of the ticket system problem and remember to tell us your username.

If you want to report a bug, please use the Contact Us page of our site. You don't need to be a subscriber to report
a bug. Please note that unsolicited support requests sent through the Contact Us page will not be addressed. If you
believe you are reporting a bug please indicate so in the contact form.

I mportant

Support cannot be provided over Twitter, Facebook, email, Skype, telephone, the official Joomlal forum,
our Contact Us page or any other method except the Support section on our site. We also cannot take bug
reports over any other medium except the Contact Us page and the Support section on our site. Support is
not provided to non-subscribers; if you are using the Core version you can request support from other users
in the official Joomlal forum or any other Joomlal-related forum in your country/region. We have to impose
those restrictions in support to ensure a high level of service and quality. Thank you for your understanding.
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8. Uninstallation

Akeeba Ticket System can be uninstalled just like any other Joomla extension.

Warning

Uninstalling Akeeba Ticket System will delete your tickets and attachments. This process is IR-
REVERSIBLE. If you lose your support tickets by uninstalling Akeeba Backup we cannot help you retrieve
them, they are gone forever.

Uninstalling Akeeba Ticket System will NOT remove the categories you create for the support ticket system.
Thisisalimitation / bug of Joomla's category management system. Y ou need to del ete the categories yoursel f
before uninstalling Akeeba Ticket System.

First, go the extensions manager page.

» Joomla3: From thetop menu of your Joomlal administrator click on Extensions, Manage. From theleft-hand sidebar
choose Manage.

» Joomla4: From the sidebar of your Joomlal administrator click on System. On the new page find the Manage area
towards the top of the middle column and click the Extensions link.

In the Search box type Akeeba Ticket System package. It will show you asingle item called "Akeeba Ticket System
package" whose Type is Package.

I mportant

Only ever try to uninstall the Package type extension. DO NOT try to uninstall the component, its plugins
or module individually. It will leave stuff behind.

Select the item's checkbox and click on the Uninstall button in the toolbar. The extension and all its dependencies will
be automatically uninstalled.

Information about FOF

All of our software, aswell as some third party software, installs our FOF framework version 3 or 4. Thisis automat-
ically removed when the last extension to useit is being uninstalled.

Please DO NOT try to uninstall the file_fof30 or file_fof40 File type extension manually. Joomlawill let you do that
even when it's not safe, meaning that your site may become inaccessible.

Furthermore, please note that Joomla 3 (but NOT Joomla 4) comes with a similarly named FOF extension of the
Library type installed. This is an ancient (last updated April 2015), no longer supported version (2.4.3) of our FOF
framework that's bundled with Joomlaitself. It is NOT part of Akeeba software. Moreover, it cannot be uninstalled -
it's a protected extension. Please do not ask us for assistance about this extension, it's part of Joomlaitself.

Finally, if you had areally old version of our software installed you might find an extension named FOF (ef zero ef).
That was an updated version of FOF 2.x, named in a way that does not conflict with Joomla's copy of FOF 2 (it's
complicated...). We have not used this framework since mid-2015 so you should be able to safely removeit aslong as
no third party extension still usesit. Since it's been so many years since we last updated it or used it in our software
we will no longer answer inquiries about it. Thank you for your understanding.
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Chapter 2. Overview and Quick Setup

1. Overview
Note

Some of the features described in this Overview and Quick Setup chapter may only apply to the for-a-fee
Akeeba Ticket System Professional edition.

Akeeba Ticket System (ATS) is a support ticket system component. It allows users of your site to submit support
tickets. Typically it's used to provide support for software and hardware sales, but it can also be used for a plethora of
other uses such as providing paid expert opinions (consultancy), answering pre-sales requests in any business sector
(evenin retail) and so on. The key difference to a forum is who gets to view the request and who getsto reply. With
atypical forum everyone with access to aforum category can see and reply to all posts. With aticket system only the
user who filed the ticket can view it, unlessit is public (public tickets are readabl e by everyone). In any case, only the
user who filed the ticket and the designated support staff on your site can reply to tickets. This allows for finer control
than aforum when an authoritative reply is required to the request.

In fact, we developed Akeeba Ticket System because of the limitations we kept on bumping on with several forum
systems. The major limitation was that everyone could reply to a thread. This had the usual outcome that User A
was talking about Problem X and, on the same thread, User B was talking about Problem Y. This had historically
led to great deals of frustration for users and support staff alike. Akeeba Ticket System solves this by incorporating
the concept of ticket ownership (the user who submitted the ticket get posting access to it, other users who are not
member of the support staff don't).

In order for thisto work, ATS is deeply integrated with Joomlal ACL s (access control lists). Thisis avery powerful
feature and requires a little bit of reading to get it right. If your ACL setup is flawed, ATS will behave as told which
would be completely different than what you intend. We have assembled a short list of very useful, free documentation
on Joomlal ACL which will help you understand how the Joomlal ACL system works and how to make the best
possible setup:

» ACL concepts overview [http://magazinejoomla.org/issues/issue-jan-2012/item/637-Joomla-1-6,-1-7,-and-2-5-
ACL-Concepts-Overview] (beginners)

e Joomlal ACL: Access Levels [http://magazinejoomla.org/issues/issue-feb-2012/item/639-Joomla-ACL-Ac-
cess-Levels] (beginners; scroll all the way down for avery good video)

» A case for role-based ACL [http://magazine.joomla.org/issues/I ssue-Aug-2012/item/825-A-Case-for-Role-Based-
ACL] (advanced)

» Implementing role-based ACL [http://magazine.joomla.org/issues/| ssue-Sept-2012/item/856-1 mplementing-Role-
Based-ACL] (advanced)

» ACL Manager [http://www.aclmanager.net/] isathird party commercial component which can help you effectively
managing ACLs on complex sites.

Continue reading on for a sample, abeit very simple, setup of aticket system.

2. Quick Setup

Note

Some of the features described in this Overview and Quick Setup chapter may only apply to the for-a-fee
Akeeba Ticket System Professional edition.
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Before beginning please make sure that you have read the information and related links about Joomla access control.
In this chapter we will implement a site using the following specifications:

» Wewill havetwo ticket categories. Pre-Sales Requests will be accessible to all users which have a user account on
your site. Customer Support will only be available to users who belong in the Customers group.

» Support in the Pre-Sales Requests category will be provided by Super Administrators and users in the Sales Staff
group.

 Support in the Customer Support category will be provided by Super Administrators and users in the Tech Support
group.

» We will create a single menu item for the support ticket system which will be accessible be all registered users.
Naturally, only the customers will see the Customer Support category thanks to Joomla's access control.

In order to implement these specifications we will have to create Joomla user groups, Joomla viewing access levels
and ATS categories.

We will begin by creating the Joomlal User Groups requires for al of the above. Go to Users, Groups in the back-end
of your site and click on New. Create three user groups:

» Cust oner s with parent group Publ i ¢
» Sal es St aff with parent group Publ i ¢
e Tech Support with parent group Publ i ¢

Please take care to select the correct parent group! Using the Public group as the parent decouples the Akeeba Ticket
System privileges from the account type. Thisis very important!

Then go to Users, Access Levels. You have to create one new viewing access level:
e Custoner Support Access, selectingthe user groups Cust oner s and Tech Support .

Theideaisthat if you are acustomer or amember of the tech support team you will be granted accessto the Customer
Support ticket category.

Now go to Components, Akeeba Ticket System and click on the Categoriestab. Y ou will need to create two categories.

The first category has atitle of Pr e- Sal es Request s. Find the Access drop-down and set it to Regi st er ed.
In the Category Permissions tab click on the Registered group and give it the following permissions:

 Support Staff: Inherited

* Create: Allowed - Enables the users to submit new tickets

» Deélete: Inherited

* Edit: Inherited

+ Edit State: Inherited

 Create Private: Allowed - Enables the users to submit private tickets

» Create Attachment: Allowed - Enables the users to submit attachments (files) with their tickets

DO NOT set any permission to Denied. If a user belongs to a group where a permission is Denied or that has a group
in any parent level that has this permissions Denied then you can never, ever give that permission to this user. This
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is the most common mistake. If you want to deny a permission there's a 99% chance that the Inherited option is what
you really need.

Then click on the Sales staff group and give them the following permissions:

 Support Staff: Allowed - Makes them managers of this Akeeba Ticket System category, enabling special actions
and notifications on new posts

+ Create: Allowed

e Delete: Allowed - Allows the managers to del ete tickets and posts

* Edit: Allowed - Allows the managers to edit posts

 Edit State: Allowed - Allows the managers to publish/unpublish posts and entire tickets
* Create Private: Allowed

* Create Attachment: Allowed

Save this category and create a new category with atitle of Cust omer Suppor t . Find the Access drop-down and
setitto Cust onmer Support Access. Inthe Category Permissions tab click on the Customers group and give
it the following permissions:

 Support Staff: Inherited

 Create: Allowed - Enables the users to submit new tickets

 Delete: Inherited

* Edit: Inherited

+ Edit State: Inherited

 Create Private: Allowed - Enables the users to submit private tickets

 Create Attachment: Allowed - Enables the users to submit attachments (files) with their tickets

DO NOT set any permission to Denied. If a user belongs to a group where a permission is Denied or that has a group
in any parent level that has this permissions Denied then you can never, ever give that permission to this user. This
is the most common mistake. If you want to deny a permission there's a 99% chance that the Inherited option is what
you really need.

Then click on the Tech Support group and give them the following permissions;

 Support Staff: Allowed - Makes them managers of this Akeeba Ticket System category, enabling special actions
and notifications on new posts

+ Create: Allowed

» Delete: Allowed - Allows the managers to del ete tickets and posts

* Edit: Allowed - Allows the managers to edit posts

 Edit State: Allowed - Allows the managers to publish/unpublish posts and entire tickets
* Create Private: Allowed

» Create Attachment: Allowed
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Do note that now the Support Staff doesn't have access to the Customer Support category and the Tech Support users
don't have access to the Pre-Sales requests.

Now let's create the menu item. Go to the Menus menu and select the menu you want to create a link to Akeeba
Ticket System. Create a new menu item of the type Akeeba Ticket System, Categories. Make sure the Access is set
to Regi st er ed.

That'sit! Y ou now haveto assign usersto groups and you're ready to start offering support services through your site:
» Add your customers to the Customers group.

» Add the support staff to answer pre-sales requests to the Sales Staff group.

» Add the support staff to answer customer support requests to the Tech Support group.

A user may belong to many groups at once. For exampleif Alice needsto be ableto answer both pre-salesand customer
support requests she must be assigned to both the Sales Staff and Tech Support groups.

25



Chapter 3. The Component
1. The Control Panel page

Accessible through the back-end Components, Akeeba Ticket System menu item.

Akeeba Ticket System's Control Panel

Akeeba Ticket System i

Options

Control Panel Canned Replies Credits Email Templates  Tickets Categories

Tickets (Last 30 Days) Ticket Stats

Open Pending Closed Total
Public 22 465 11832 12319
Private 9 180 2132 2321

Total 31 645 13964 14640

: » (X

Live Update not
supported

0 0
2013/01/07 2013/01/14 2013/01/21 2013/01/28 2013/02/04 2013/02/11

The Control Panel page is the main hub of Akeeba Ticket System's management. On this page you get some very
useful information:

» A graph of your tickets and posts for the last 30 days. The bars represent the number of new tickets per day, the
orange line the number of posts per day. Hovering your mouse (or tapping, on atouch display) the graph will show
you the date and number of tickets/ posts at that point.

» The support quality leaderboard, if you have enabled the user feedback feature in the Options of the component.
This showsthe average support quality score of each member of the support staff over the last week (7 days), month
(30 days), year (365 days) and overall.

» Your ticket statistics. Thisis a break-down of open, pending, closed and total public and private tickets. Clicking
on anumber will open the Tickets page with the respective filter applied. For example, if you click the number of
Open and Public tickets the Tickets page will open with the filters set to display only open and public tickets.

Y ou can navigate between the backend pages of the component by using the links at the top of the page, right below
the component'stitle. Y ou can access the component options by clicking on the Options button in the toolbar.

2. Options

Note

Some of the features described may only apply to the for-a-fee Akeeba Ticket System Professional edition.

The Options page is accessible through the back-end Components, Akeeba Ticket System menu item and then clicking
on the Options button in the component's tool bar. These options define how Akeeba Ticket System behaves. Thispage
has several sections.
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Are you missing some options?

Starting with Akeeba Ticket System 3.2.0 the options formerly in the CLI Automation and Reply by Email sections
have been moved into the plugins in the ats folder following the substantial overhaul of the Akeeba Ticket System
automation. Please refer to the respective plugins for these options, namely:

» Akeeba Ticket System - Automatically close old tickets

o AkeebaTicket System - Automatic Replies

» Akeeba Ticket System - Fetch Email

Permissions

In this section you can determine the default permissions of each Joomlal User Group for all Akeeba Ticket System
categories. If you prefer to define these settings per category remember to NEVER use a Deny rule here. A Deny rule
herewill override Allow in children user groups and categories. If you want to deny access just |eave the default value,
Inherited. Inherited (denoted by a faded "no entry” symbol next to it) is aso known as a "soft deny" and will deny
access unless you provide an explicit Allow in achild User Group or a category.

On top of the regular Joomlal permissions meanings, the permissions also have a special meaning to Akeeba Ticket
System:

Configure The user is part of your Support Staff and can reply to all tickets.

Access Adminiss  Theuser is part of your Support Staff and can reply to all tickets.
tration Interface

Create The user can create new public tickets

Delete The user can delete tickets, posts and attachments

Edit The user can edit the existing tickets and posts submitted by other users

Edit Own The user can edit the posts he submitted himself (the limits set in the Frontend options do not
apply to these users)

Edit State The user can publish/unpublish any ticket, post or attachment, no matter who submitted it

Create Private The user is allowed to create private tickets

Create Attach- The user is alowed to upload attachments
ment
Support Staff Thisprivilegeisonly available when you're configuring the permissions of categories. It givesthe

same privileges as"Access Administration Interface” but it is only applied to a specific category.
If you want to have support staff which has administrative privileges across al categories please
give the user group the "Access Administration Interface” privilege.

Updates

These options modify the way the integrated Live Update works
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Download ID

Enable anony-
mous PHP,
MySQL and
Joomlal version

reporting

Common

Only applies to the Professional version. This is your Akeeba Download ID. This can be found
on our site, in the My Subscriptions page. Y ou need to enter it to receive updates. Without it you
will see that new versions are available but you will not be able to download them.

When enabled (default) you allow us to collect anonymous data about the PHP, MySQL and
Joomlal version used on your site. We DO NOT record your site's |P address, domain name or
any other personaly identifiable information. Information is sent at most once a week and only
when you visit Akeeba Ticket System's Control Panel page in the backend of your site. The only
data sent is a randomly generated, (hopefuly) unique 1D issued per site which CAN NOT be
deanonymized (this means that it CAN NOT be traced back to a specific site, subscription or
person), the PHP version you are using, the MySQL version you are using and the Joomla! version
you are using. Thisinformation is used by us to make decisions about future devel opment of our
software, i.e. which old versions to drop.

These are options which determine how various aspects of ATS will work.

Cross-browser
Emoji compati-
bilty

Filtering method

Different browsers and operating systems have varying support for Emoji [https://en.wikipedi-
a.org/wiki/Emoji]. In most cases they are displayed as full color pictures, in some cases they are
displayed as monochrome outlines and in some casesthey are not displayed at all. Thislendstoan
inconsistent user experience, especially when the person writing a post and the person reading it
are using different Operating Systems and browsers. For example, the US flag Emoji will indeed
appear asaUSflag to someone using Safari on macOS but to someone using Chrome on Windows
10 it will appear asthetwo letters U and S enclosed in squares.

Akeeba Ticket System can load the third party Twemoji library, created by Twitter, to replace
Emoji everywhere in the ticket system with images thus providing a consistent user experience.
The Twemgji library isloaded from MaxCDN -- the recommended source which is used by other
sitesaswell -- meaning that it will load very fast if it's not already in your client's browser cache.

This option controls when to load the Twemgji library. None (default) means that it will never
be loaded, therefore the browser is responsible for rendering Emoji correctly. The two options
Frontend and Backend will only load the Twemogji library either in the site's public frontend or
administrative backend respectively. The Both option will load the Twmoji library in both the
site's public frontend and administrative backend.

When you are using the WY SIWY G editor your users get to submit arbitrary HTML. If left un-
filtered there's a very high chance that someone will exploit this to launch an XSS (Cross Site
Scripting) attack in order to hack you. ATS deals with it by filtering the incoming HTML. There
are three filtering options:

HTML Purifier This uses the third party HTML Purifier library. It's slower but provides the
(best protection)  very best protection you can get.

Joomlal This uses Joomlal's own HTML sanitiser. It's good, it's fast, it's not meant
for thiskind of user data and may fail miserably. We don't really recommend
this option.

| want my site Thisoptionisreserved for peoplewho want their siteto get hacked and devel-

tobehacked (no  opers who believe they've found a better filtering method than HTML Puri-

protection) fier and don't mind being hacked to disprovetheir point. No joking here. This

option turns off all filtering. It'slike jumping off a plane without a parachute.
DON'T DO IT! It's not a question of whether you're going to get hacked. It's
asimple question of when you'll get hacked.
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Alternate HTML
Purifier inclusion

HTML Purifier
allowed tags

Allow unsafe up-
loads

URL trandlitera-
tion

Enable ticket pri-
orities

Do not email
non-assigned
managers

Custom ticket
statuses

Attachments
folder

Enable if you are using a PHP code cache or you are not sure what a PHP code cache is. As a
rule of thumb: always set to Y es unless you know very well what you are doing. White pages lurk
ahead if you set it to No when you shouldn't.

For advanced users only. Y ou get to specify which tags and attributes will be kept by the HTML
Purifier filter. The default valueis:

p,b,a[ href] i,u,strong,em,small,big,span[styl €] ,font[size] ,font[color],ul ol li,br,img[ sr-
c],img[width],img[height] ,code,pre,blockquote

Do not change unless you know what you are doing. If you remove everything from the list the
default value will be used (otherwise al posts would end up blank).

Joomla 3.5 and later automatically blocks certain uploads which might be unsafe for public con-
sumptions, e.g. executable code. This might not be desirable if your ticket system is used to pro-
vide software support and uses the Private Attachments setting described below. In this case you
might want to allow unsafe uploads so you can inspect them.

USE WITH EXTREME CAUTION. If you enable this option the security checks are indeed
turned off and malicious code can be uploaded to your site.

As a precaution, ATS aways renamed uploaded files to a random name without an extension,
therefore ensuring that your site is not going to accidentally serve or execute any malicious code
uploaded as an attachment.

If you are not sure keep this option DISABLED.

A comma separated list of trangliteration pairs, used to convert ticket titlesto URLS. Thisis only
used when Unicode Aliasesis set to Off in your site's Globa Configuration page. The trangliter-
ation pairs are given in the form: international character, followed by a pipe symbol, followed
by the ASCI| trandliteration (unaccented Latin character(s) a-z). For example: yp is used to con-
vert Greek letter pi to "p" and R|ss is used to convert the German eszett (sharpr%) toitsdouble s
trangliteration. The default value covers adequately most of European languages, including those
based on Greek and Cyrillic character sets.

When enabled it allows the front-end users (your clients) to define the priority of the ticket, i.e.
Low, Medium, High

When thisoption is enabled and aticket is assigned to some member of the support staff the other
members of the support staff are not being sent an email notification for the replies to the ticket.

You can create up to nine extra ticket statuses on top of the default three (Open, Pending and
Closed). In this text area you have to enter one custom status per line in the format number, fol-
lowed by equals sign, followed by the custom status description. For example 1=l n Pr ogr ess
createsanew custom statuswith thetitle"In Progress". Custom statuses are shown in their numer-
ic order. If you put anumeric key without atitle or atitle without anumeric key it will beignored.

Enter afolder where ATS will save ticket attachments.

Y ou should not need to change the default path in most use cases. This option is meant for ad-
vanced customization by expert users. If you do not understand what this option does please do
not changeit. Your site will be fine with the default value.

The folder you enter hereis sought on your server in the following order:

1. Asasubdirectory of your site'smedi a folder.
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Frontend

2. Asasubdirectory of your site'sinstallation root.
3. Asan absolute path on your server.

If the folder cannot be found in any of these ways ATS will use the default directory me-
di a/ com at s/ att achnment s under your site's root.

| mportant

If you change this folder after attachments have been created, existing attachments will
NOT be transferred to the new folder. Y ou will have to do that manually. If you do not
do that, the attachments will be unavailable for download.

These options define how the front-end of ATS will behave.

Post edit timeout

Private attach-
ments

No new tickets

No new replies

Show creditsin-
formation

Time spent field
mandatory

Enable user feed-
back

Enable AJAX
replies

All users are allowed to edit their posts. We have observed that very few users abuse this feature
and edit the same post dozens of times instead of posting areply. This, of course, screws up the
entire concept of aticket system. After all the post editing feature is supposed to be used for small
corrections (like a mistyped word, a badly phrased part of the request and so on), not posting
replies. In order to prevent users from abusing post editing you can use the Post edit timeout. This
determines the maximum amount of time (in minutes) after a post's submission that the user is
allowed to edit his’her post. The default value of 15 minutes seemsto bethe " swest spot” between
usahility and preventing abuse.

Enter 0 to allow only people with the Edit Own privilege to edit their posts. These users are not
affected by this limit.

When enabled attachments will only be visible to and can only be downloaded by to the user
who created the ticket and the support staff, even in public tickets. When disabled, attachments
in public tickets will be visible to and can be downloaded by everyone on the Internet.

When this option is enabled no user is allowed to create a new ticket. Users are still allowed to
reply to existing tickets unless No New Repliesis also enabled.

When this option is enabled no user is allowed to reply to his existing tickets. Users are still
allowed to file new tickets unless No New Tickets is aso enabled.

When enabled Creditsinformation will be shown inthefront-end. Creditsarethe ATS"currency".
Depending on your settings users will be charged credits to create or reply to their tickets.

When enabled the Time Spent field will be mandatory. This meansthat support staff won't be able
to submit aticket reply unless they fill in anon-zero time spent answering the ticket.

When enabled the users will be able to rate the quality of the support they received on the ticket
from 1-5 when they choose to close the ticket. The aggregate results will be shown in the leader-
board in the back-end Control Panel page of the component.

When enabled, replies to component in the front-end will be submitted using AJAX which means
that the page won't have to reload (much less bandwidth consumption and much faster system
response time). If your user's browser doesn't support this feature ATS will automatically show
the regular submission form. If you have trouble submitting tickets that way please set this option
to No and ATS will use the regular submission form which reloads the page upon the submission

of areply.
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Instant replies
day limit

Show site tem-
platein In-
stantReply results

Show CAPTCHA
when filing Guest
tickets

Force user cre-
ation when filing
Guest tickets

Load Akeeba
FEF

Load CSS reset
with Akeeba FEF

The InstantReply feature will display related results from old public tickets when a user istrying
to submit a new ticket. The tickets which will be showed are all public tickets which either have
astatus of Closed irrespective of how old they are OR have any other status but are older than X
days. This option defines the X in the previous statement.

This options defines how the InstantReply reults are displayed to the user in the pop-up modal
dialog when they click on the View button on each InstantReply result. When this option is set to
Y es the site's template, including menus and modules, is displayed inside the modal box. When
thisis set to No the site's template is not displayed.

Note

Thetemplate display isturned off by passing the tmpl=component parameter to the URL..
Y our template needs to support this. Most templates do, but they might be using a dif-
ferent CSs stylesheet. As a result the display of the results when this option is turned
off might not be the same as when viewing the relevant ATS ticket / Doclmport article
onyour site.

Only applies to Akeeba Ticket System categories which allow the Create privilege to the Guest
(not logged in user) group. If this option is enabled (default) and a Guest user triesto file a new
ticket they will have to solve a CAPTCHA for their ticket to be accepted. Thisis a good way to
deter spam in ticket submissions by Guest users.

This feature will only work if you have enabled one or more plugins in the "captcha" group in
Joomla's Plugins page and you have selected a default CAPTCHA method in Joomla's Global
Configuration. The CAPTCHA shown to Guest users will be the one defined in Joomla's Global
Configuration. Please note that the CAPTCHA plugin MUST have its Access set to Public or
Guest. Any other access level will make it impossible for Joomla! to display a CAPTCHA to
Guest users and it may make it impossible to file tickets as a Guest.

Only applies to Akeeba Ticket System categories which allow the Create privilege to the Guest
(not logged in user) group. Whenthisoptionisdisabled (default), AkeebaTicket Systemwill abide
by the Options of Joomla's Users component. If you have disabled user registration Guests will
not be ableto file new tickets. If you have allowed user registration but require account activation
(either by the users themselves or by an administrator) the relevant activation emailswill be sent
out. When, however, this option is enabled Akeeba Ticket System will ignore Joomla's settings.
Filing tickets as a Guest will always result in anew, activated user being created.

Akeeba Ticket System uses HTML markup compatible with the Akeeba Frontend Framework
(Akeeba FEF) CSSframework. If you do not load FEF your ticket system will appear unstyled and
some of its interface elements, such as dropdowns and tabs, will not work. This setting controls
when to load Akeeba FEF's CSS and JavaScript files.

We strongly recommend keeping this option to Both.

The only time you might want to changeit isif you are using Joomlal template overrides [https.//
docs,joomla.org/How_to_override the output from_the Joomlal_core] to output HTML com-
patible with the CSS framework used by your template. Please note that in this case you need
to make sure that you also override the JavaScript files, otherwise your ticket system will not
operate correctly.

Only applies when Akeeba FEF is |oaded per the previous setting.

Our CSS framework includes a feature called CSS reset, removing any third party styling from
interface elements (such as input boxes) before applying its own CSS rules. It is recommended
to enable it for consistency.
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Dark Modein
backend and
Dark Modein
frontend

Credits

If you are writing custom CSS and find that the CSS reset gets in your way you can disable it
by changing this options.

Only use when also loading Akeeba FEF per the Load Akeeba FEF option notes above.

Akeeba Ticket System normally comeswith a"light mode" stylesheet that uses dark text on light
background. Most sites use alight theme so that makes sense.

However, if your site uses a "dark mode" stylesheet (light text on a dark background) this can
have ajarring effect on your site'svisitors. To this end, we created a Dark Mode stylesheet which
can be optionally loaded.

These two settings determine if and when Akeeba Ticket System's Dark Mode stylesheet will be
loaded in the administrative backend and public frontend respectively.

The Auto setting loads the Dark Mode stylesheet based on the browser's preferences. Namely,
when the browser recommends the use of dark mode we load the Dark Mode stylesheet. Other-
wisethe Light Mode styleshest is used. If you have a site template which automatically switched
between Light and Dark stylesheets based on browser settings this is the setting you should use.

The Never setting meansthat ATS will always load the Light M ode stylesheet. Thisiswhat most
sites need.

The Always setting meansthat ATS will always|oad the Dark Mode stylesheet. This should only
be usad if your site'stemplate isusing a Dark Mode (light text on dark background) stylesheet.

Credits are the ATS "currency". Depending on your settings users will be charged credits to create or reply to their
tickets. These options determine how credits management will work in special cases.

Refund on un- If enabled, the credits charged for a ticket will be refunded if a member of the support staff un-

publish ticket publishes (disables) the ticket. Otherwise you will have to manually refund the user's credits (if
you want).

Refund on delete  If enabled, the credits charged for aticket will be refunded if amember of the support staff deletes

ticket the ticket. Otherwise you will have to manually refund the user's credits (if you want).

Refund on un- If enabled, the credits charged for a post will be refunded if amember of the support staff unpub-

publish post lishes (disables) the post. Otherwise you will have to manually refund the user's credits (if you
want).

Refund on delete  If enabled, the credits charged for a post will be refunded if a member of the support staff deletes

post the post. Otherwise you will have to manually refund the user's credits (if you want).

Automation

These options modify the way the CRON URL works.

We strongly recommend using the CLI-based CRON script at s- cr on. php instead of the CRON URL whenever
possible. If you are only using the CLI-based CRON script you do not need to change any of the options here.

Secret Key

Enter asecret key that consists of |etters a-z (without accents or diacritics) and numbers 0-9. Make
sureit's at least 24 characters long. This key will need to be present in the CRON URL for it to
work.
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CRON URL time
limit

If unsure, you can use the Random.org password generator [https.//www.random.org/pass-
words/?num=1& len=24& format=html & rnd=new] to create atruly random secret key.

Warning

Do not usespecial characters, such asthosedelivered by pressing SHIFT and the numbers
keys at the top of aUS layout keyboard (e.g. !, @, # and so on). These characters don't
work well in URLs and may cause your CRON URL to not work.

The execution of CRON commands using the CRON URL will be limited to approximately no
morethan thismany seconds. The default value, 10, isgood enough for most sites. If you get server
errors when accessing the CRON URL set this lower, e.g. 5. ANythign below 3 is practically
unusable.

Do note that the mailfetch command may take more than this many seconds. After retrieving
al unread email it will process at least one email before checking the time limit. This might be
longer than the timelimit defined here and it'sdeliberate. Fetching email may take afew or severa
seconds. If the time limit was checked before processing at least one email and the time limit had
aready been reached while fetching email messages you'd end up never processing any email at
al. Thiswould makethe new ticket by email and reply by email feature essentially non-functional.

3. Custom fields

This is accessible through the back-end Components, Akeeba Ticket System menu item and then clicking on the
Custom Fields link below the component's tool bar.

Custom fields alow you to collect additional information from your user in an organised and efficient way. Custom
fields can only be entered when the user files a new ticket and cannot be edited later on. Each custom field can be
shown to one or more categories.

The parameters for each custom field are:

Title

Slug

When to Show

Category

Field Type

The display title of the field.

The internal name of the field. It should consist of only lowercase, unaccented letters (a-z) and
numbers (0-9). Thisis used internally to tell custom fields apart and should be unique.

Fields can be shown for all categories or for a specific category only.

If you set the option above to Speci fi ¢ cat egory this defines for which categories the
field will be displayed. When the When to show option isset to Al | cat egori es thiswill
be ignored.

Chose the type of the field. The available options are:
e Checkbox. Creates asingletick box.

e Calendar. Creates a date picker field. The user will be able to type in a date or select a date
using the standard Joomla! pop-up date picker.

* Drop-down. Createsadrop-down selection field. Ideal for selecting between short descriptions
or alengthy list. Y ou can define the available optionsin the Options field below.

e Mutliple selection list. Creates a multiple selection list. You can define the available options
in the Options field below.
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Options

Default value

Allow Empty

Valid Field Label

Invalid Field La-
bel

» Password box. Creates asimple password entry box.

» Radio buttons. Creates a one-of-many selection field using vertically stacked radio buttons.
Ideal for selecting between afew, described in great length, options. Y ou can define the avail-
able optionsin the Options field below.

e Text box. Creates asimple text entry box.

e Text area. Creates a plain text area. Y ou can specify the number of rows and columns in the
Optionsfield below.

Its function depends on the field type:

e Text and password box. Anything you type in here will be shown as a placeholder (gray text
which disappears when you start typing) inside the box.

* Text area. You can enter the rows and columns of the text arealike this:

rows=10
col s=70

» Checkbox. Anything you type in Optionsisignored.

» Everything else. For all other field types thisis how you define options and their labels. The
format is VALUE=LABEL, on pair per line. For example:

1=0ne

10=Ten

100=A hundr ed
1000=A t housand

With the example above, a drop=down list would show you the options One, Ten, A hundred
and A thousand. The value stored, depending on your selection, would be 1, 10, 100 or 1000.

To make it clear: Each line defines one option to be shown to the user. Anything to the left
of the equals sign is saved in the database and is made available to you when you display the
contents of the field. Anything to the right of the equals sign is what your client sees in the
front-end new ticket page.

The default value the field is set to. It depends on the field type:
» Text and password box. The contents of the box.

* Checkbox. Use ON, TRUE, 1 or ENABLED to have the checkbox checked by default. Any-
thing else will result in the checkbox being cleared (unchecked) by default

« Everything else. Enter the value (left-hand part) of an option you defined in the Options above.

If checked the custom field is alowed to be left empty / unchecked by your client. If it's not
checked (default), Akeeba Ticket System will not allow your subscriber to submit the new ticket
form unless hefillsin / checksthe field.

If Allow Empty above is NOT checked, the contents of this field are shown next to your custom
field when it'svalid (filled in / checked).

If Allow Empty above is NOT checked, the contents of this field are shown next to your custom
field when it'sinvalid (not filled in / checked).
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4. Categories

Note

Some of the features described may only apply to the for-a-fee Akeeba Ticket System Professional edition.

This is accessible through the back-end Components, Akeeba Ticket System menu item and then clicking on the
Categories link below the component's toolbar.

Akeeba Ticket System's Options - Categories

= i | ] ] Lo
Category Manager: Akeeba Ticket System ® 9 O v N C 8 3
New  Edt | Pubish Unpubish | Archive Checkln Trash | Rebuld Optons | Help
ControlPanel | CannedReplies | Credits | EmailTemplates | Tickets | Categorles
Filter: Search || Clear ~ Select Max Levels - | & | | - Select Status - | ¢ | | - Select Access - 4 | -Select Language - &
Title Status Ordering= 1A Access Language 1D
Akeeba Backup o 1 Pubiic Al 1199
(Alias: akeeba-backup)
recoalBackuplCore (V] o 1 Customer Access Level Al 1204
(Alias: abcore)
Akeeba Backup Professional (/] [X+] 2 Customer Access Level Al 1205
(Alias: abpro)
i Rzl () o 3 Customer Access Level Al 1206
(Alias: site-restoration)
Kickstart o 1 Customer Access Level A 1207
(Alias: using-Kickstart)
Display # 5 & - - P 1 2 3 Next@ EndQ Page 10f 3

The basic organisational element of your ticket system is the Categories. Tickets are created inside a category and
the category's ACL options define who can do what in the category and it's sub-categories. Akeeba Ticket System
integrates with and extends the core Joomlal category management, much like Joomlal's own core components —like
Banners, Contacts and Newsfeeds— do. This means that the category management is the familiar interface you have
throughout Joomlal.

Akeeba Ticket System's Options - Category Permissions

v Category Permissions

Manage the permission settings for the user groups below. See notes at the bottom.

» Public

» |- Backup Operators

» |- Denier

» | Foo Bar Group

» |- Manager

» Administrator

» | Registered

» Author

> Editor

» Publisher

» Shop Suppliers

v Customer Group

Action Select New Setting ! Calculated Setting 2
Create Allowed & Alowed
Delete Inherited | 4 Not Allowed
Edit Inherited  § Not Allowed
Edit State Inherited | $ Not Allowed
Create Private Allowed & Allowed
Create Attachment Inherited 3 Allowed

> Test Group

» |- Super Users
1. If you change the setting, it will apply to this and all child categories. Note that:
Inherited means that the permissions from the parent category will be used ifthere is a parent category or those from the component if there is no parent category.
Denied means that no matter what the parent category setting is, the group being edited cannot take this action within this category.
Allowed means that the group being edited will be able to take this action within this category (butif this is in conflict with the parent category setting or the component setting it will have no impact; a conflict will be indicated by Not Allowed (Locked)
under Calculated Settings).
2. Ifyou select a new setting, click Save to refresh the calculated settings.
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Each ATS category, just like any other Joomlal category, allows you to define Category Permissions (ACL permis-
sions). These permissions work in the same way discussed in the Options page's documentation section. Please note
that Joomlal follows an inheritance scheme for ACL permissions. The permissions in the Options are inherited by
each category; the permissions of a parent category are inherited by its sub-categories. It is VERY IMPORTANT to
remember that whenever you define an explicit Deny for a particular permission you cannot reverse it further down
the permissions inheritance tree. Simply put: if you explicitly Deny a permission in the Options page or a Category,
all Categories under it will ALWAY S have this permission denied even if you set it to Allow. Deny aways wins
Allow. The correct way to set it up is use Inherited (also called a"soft deny") —which, by default, doesn't grant a user
the permission— in the Options page and parent Categories, then use explicit Allow rules in subcategories where this
permission needs to be allowed.

I mportant

We have assembled a collection of links explaining how ACLs work in the Overview section of our docu-
mentation. Please read them before trying to set up your ticket system. Joomlal ACLsare extremely powerful
and very easy to misuse. Even experienced users like our developers resort to planning groups and permis-
sions using pen and paper before working on a site. As Joomlal co-founder Brian Teeman puts it, Joomlal
begins with a P! [http://brian.teeman.net/joomla/786-jooml a-begins-with-a-p].

Each ATS category has some options which are specific to ATS. You can find these options in the sidebar (Joomlal
2.5) or the tabs at the top of the page (Joomlal 3.0 and later). There you can find the following sections/ tabs:

Ticket Options
Akeeba Ticket System's Options - General

v Akeeba Ticket System - General

Default new post text

Have | read the documentation: No

Which troubleshooting pages I've already tried: None
Joomla! version: (no idea)

PHP version: (no idea)

Akeeba Backup version: (no idea)

N

Activate InstantReply Yes %

InstantReply Doclmport categories - select a category -
Akeeba Backup Documentation
Joomla! Platform Coding Standards
Joomla! Manual
COM_DOCIMPORT_XSL_DEFAULT_TITLE

Category email support+akeebabackup@dionysopo!

In this section you can find options regarding the overall behaviour of Akeeba Ticket System as far as this particular
Category is concerned.

Default new post  The default text to show in the post area when a new ticket is being filed.
text
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Category email Thisisused with the Reply By Email and New Ticket By Email features of AkeebaTicket System.
You must either leave it blank (if you are not using these features) or specify a different email
per category. Something like support-myCategoryAlias@example.com works best. Make sure all
these email addresses end up being delivered to the same mailbox (e.g. set them up as aliases of
asingle email address).

| mportant
There aretwo waysto set up the Reply by Email / New Ticket by Email featuresof ATS:

1. All email replies are delivered in the same email address. All new tickets are created
in the Default Category specified in ATS Options page. In this case you must leave
the Category Email option blank and your users will be replying to the Email From
address set up in your site's Global Configuration.

2. Email replies are sent to a different email address per category. Replies sent to the
wrong email address will be ignored. New tickets will be created in a category based
on the email address they were sent to. If you have multiple categories sharing the
same email address, new ticketswill be created in thefirst category with that Category
Email address.

Auto-select Pri- When enabled and the user has the Private privilege (he can post private tickets) the default (pre-

vate selected) new ticket visibility will be Private. In any other case the default new ticket visibility
will be Public.
Allow only Sometimes you want to only allow Public or Private tickets in a category, but not both. If leave

thissetting tothedefault value (- Sel ect - ) then both Public and Private tickets can be created
in the category. Otherwise only public or only private tickets will be possible in this category,
as per your setting here.

Notify managers  If left empty or the Al | Manager s option is selected all managers of this category will receive
email notifications about new tickets and replies posted in this category. If you don't want that
select one or more managers to be notified.

InstantReply

Thistab controls the behavior of the InstantReply feature of Akeeba Ticket System. When auser isfiling anew ticket
ATS will look into certain sources of information (e.g. old tickets, one or more FAQ content categories on your site,
Akeeba Docl mport3 documentation categories etc) and find the ten most relevant articles that appear to be matching
keywordsin theticket's subject line. These are presented to the user. Based on our experience this reduces the number
of tickets opened by users because they get an instant reply that addresses their question. It also improves the quality
of theticketsfiled since the user has a better idea of similar issues and/ or documented steps to resolve their problem.
Overdl, it makes your life easier.

The sources of InstantReply answers are controlled by the ATS InstantReply plugins (plugintypeat si nst ant r e-
pl y). These plugins may render more options in the InstantReply tab and are documented in each plugin's documen-
tation page.

Activate In- When enabled, thetitle of every new ticket'stitle is automatically fed to the InstantReply engine
stantReply asit'styped.

InstantReply looksat thekeywordsin thenew ticket'stitle asthey aretyped and will find the 5 most
relevant public tickets and Doclmport articles based on those keywords. They will be presented to
the user right below thetitlefield. When clicked, the pageswill open in apopup lightbox, allowing
the user to browse through all the related tickets/articles without leaving the new ticket page. Our
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Credits

experience with this systemisthat it reduces the volume of submitted tickets by 30%, asthe users
find a solution to most common questions instantly, without having to post their ticket.

Akeeba Ticket System's Options - Credits

v Akeeba Ticket System - Credits

New public ticket 0
Reply to public ticket 0
New private ticket 0
Reply to private ticket 0

These options determine how many creditswill be charged for new tickets and new posts. Usethisonly if you intend to
enable the credits system in Akeeba Ticket System and enable an integration with athird party extension (e.g. Akeeba
Subscriptions) which will allow your users to buy credits. If a user doesn't have enough credits he won't be able to
post a new ticket or reply to his existing tickets.

New public ticket

Reply to public
ticket

New private tick-
et

Reply to private
ticket

Modifier low pri-
ority

Modifier normal
priority

How many credits will be charged when the user files a new public ticket in this category.

| mportant

On top of that, the "Reply to public ticket" credits amount will also be charged when the
user isfiling anew public ticket.

How many creditswill be charged when the user submitsanew post (reply) to their existing public
ticket in this category.

How many credits will be charged when the user files a new private ticket in this category.

| mportant

On top of that, the "Reply to private ticket" credits amount will also be charged when
the user isfiling a new private ticket.

How many credits will be charged when the user submits a new post (reply) to their existing
private ticket in this category.

How many credits to add or subtract when the ticket is marked as low priority. Thisis added on
top of thefirst four options and accepts positive (add) or negative (subtract) values. For example,
if thisis-2 and the New public ticket value is 5 then only 3 credits (5 - 2) will be charged for a
low priority new public ticket.

How many creditsto add or subtract when theticket ismarked asnormal priority. Thisisadded on
top of thefirst four options and accepts positive (add) or negative (subtract) values. For example,
if thisis 1 and the New public ticket valueis 5 then 6 credits (5 + 1) will be charged for anormal
priority new public ticket.
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Modifier high How many credits to add or subtract when the ticket is marked as high priority. Thisis added on

priority top of thefirst four options and accepts positive (add) or negative (subtract) values. For example,
if thisis 4 and the New public ticket value is 5 then 9 credits (5 + 4) will be charged for a high
priority new public ticket.

5. Tickets

This is accessible through the back-end Components, Akeeba Ticket System menu item and then clicking on the
Tickets link below the component's tool bar.

@ Akeeba Ticket System — Tickets 0 O O 0 !
New Edit Publish  Unpublish Reopen  Close Ticket  Delete
Control Panel Canned Replies Credits Email Templates Tickets Categories
ID=  User Created Last Reply Title Status State Public Category
search || Glear - Publishe ¥ - Status - & - Visibility ¥ - Select Category - ¥
Search  Clear
7 nicholas [ 42 ] 2013-01-06 2013-0203 Whatever o @ Akeeba Backup
4 Nicholas K.
5 Dionysopoulos
nikosdion@
70 client [ 61] 20121122 20130208 Oops, my bad ] Closed @ Akeeba Backup Core
Clark Lient
clienttest@Iocalhost.lan
69 client [ 61] 20121122 2012-1122 Whatever V] Open @ Akeeba Backup Core
Clark Lient
clienttest@Iocalhost.lan
) 68 client[ 61] 2012-11-14  2012-11-14 My paid ticket (V] Open @ Akeeba Backup Core
Clark Lient
clienttest@localhost.lan

) 66 client[ 61] 2012-11-12  2013-02-08 Hurrah! (V] @ Akeeba Backup Core

This is the most important page in Akeeba Ticket System. This is where you can review, manage and reply to your
tickets from your site's back-end.

Note

You can aways also reply to the tickets from the front-end. Replies from the back-end is a convenience
feature, not the recommended practice.

The fields you see on each ticket are:

ID The numeric ticket ID. Thisisthe unique identifier of every ticket and is always shown in the com-
ponent's front-end.

User The username, numeric user ID, full name and email address of the user who created the ticket.
The avatar image is supplied by pluginsin the at s plugin group. By default, the Gravatar pluginis
enabled and displays user avatars based on their email address.

Created The date when the ticket was created. The date is always shown in GMT timezone.

Last Reply The date of the last reply of the ticket. The date is always shown in GMT timezone.
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Title

Time

Status

State

Public

Category

Thetitle of the ticket, as entered by the user who created the ticket.

Above the title you can see the ticket assignment information. Y ou may see one or more of the
following:

A blue flag icon. Clicking on it will assign the ticket to you.

A red flag icon. Clicking on it will unassign the ticket.

* A gray badge reading "Unassigned". It means that this ticket is not assigned to any member of
the support staff.

A blue badge reading the name of a member of the support staff. This means that the ticket is
assigned to that member of the support staff.

The blue Assign to drop down list button. Clicking on it displays a drop-down with people in the
support staff. Click on a name to assign the ticket to that person.

The ticket assignment is currently for internal information purposes, allowing your support staff to
know who's working on which ticket.

Shows the total minutes of support time spent answering the tickets, as long as your support staff
fillsin the time spent box when replying to the ticket.

The status of the ticket. A red circle with a white spot means that the ticket is unpublished and not
shown in the component's front-end. A green circle with a white checkmark means that the ticket
is published and will be shown in the component's front-end. Y ou can toggle the status by clicking
on theicon.

The state of the ticket. A ticket can be Open (the last reply was posted by the user who opened it),
Pending (the last reply was posted by a member of the support staff) or Closed (the ticket is closed
and the user who opened it can no longer reply to it).

If you have defined custom statuses in the component's Options page you may see the name of such
a custom status here. Use the Status drop-down button to select the status you want to assign the
ticket to.

A black eye icon means that the ticket is public and visible by everyone (depending on your menu
item setting, this usually means that it's visible even by guest users). A black eye with a red circle
and diagonal line means that the ticket is private. Only support staff and the user who filed the ticket
can view it. You can toggle the Public state by clicking on the icon.

The category the ticket isfiled under.

The toolbar contains the icons which allow you to manage your tickets:

New

Edit
Publish

Unpublish

In this version of Akeeba Ticket System creating new tickets from the back-end is not allowed.
Clicking on this button will produce an error message reading "Y ou can not create new tickets
from the back-end". This feature will be added in alater version of ATS.

Edit the first ticket you have selected in thelist

Set the selected tickets Status to Published. They will be visible in the component's front-end.

Set the selected tickets' Status to Unpublished. They will no longer be visible in the component's
front-end.
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Reopen Set the selected tickets' State to Open. This allows you to re-open aticket you or your user acci-
dentally closed.
Close ticket Set the selected tickets State to Closed. This allows you to manually close many tickets at once.
Delete Completely remove the ticket from the database.
Warning

Use with extreme caution! Deleted tickets cannot be restored. There is no "Trash can”
feature in Akeeba Ticket System. We strongly recommend unpublishing the ticket in-
stead.

Export as CSV Exportsthe currently filtered list toaCSV file. Y ou can import CSV filesto Excel, Google Docs,
Numbers or other third party systems.

5.1. Editing a ticket

Clicking on aticket'stitle or checking its checkbox at the far left-hand side and clicking on the Edit button opens the
ticket editor page.

Akeeba Ticket System — Edit a ticket . (] B
Save Save&Close Save&New Cancel
Ticket Parameters User Information
. Usemame nicholas [42]
Ticket #00071
Name Nicholas K. Dionysopoulos
fitie] Whatever
Email nikosdion@gmail.com
Alias whatever-2-2 Credits 300
Category Akesba Backup Subscriptions SUPPORT, FIXEDDATE, AKEEBADELUXE, PROMO, BIGTEST, FREE, TEST
Expired Subscriptions FREE, AKEEBADELUXE, PROMO
State Pending
LT Private
Origin Web
Created 2013-01-06 09:07
Last Reply 2013-02-03 17:58

At the top of the page you have two areas with the basic information for aticket.

On theleft, you can find the Ticket Parameters area. The options there are:

Title Thetitle of the ticket, to be shown in the component

Alias Thisisthealias of theticket which, together with theticket ID (shownin big, bold letters at the top

of the ticket editor page) will be part of the URL to thisticket. The aliasis automatically defined
based on theticket's title if left blank and when the ticket is created in the front-end.

| mportant

If you get ablank page, a 403 Forbidden error page or a 406 Not Acceptable error page
when you try accessing aticket in the front-end the aliasis the most likely culprit. Many
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servers use the mod_security2 Apache module. Thisis akind of firewall which blocks
reguests based on several information they carry with them. Some words in the URL
such as "MySQL", "drop", "table", "permissions’, "grant", "wget" and "curl" in certain
combinations can trigger mod_security2's protection and throw an error page when try-
ing to accessit. If theticket'stitle contains such words, the alias (therefore: the URL) will
contain them and cause mod_security2's protection to be triggered. In this case you have
to go to the back-end of Akeeba Ticket System, edit the ticket and change its Alias to
something different. Thisis not an issue with Akeeba Ticket System; it's how mod_se-
curity2 is configured on your server. We know that because we have the same kind of
protection on our servers and have seen afew such cases over the first few months the
component was in private beta, used on our own servers.

Category The category thisticket belongsto
State The state of the ticket (Open, Pending, Closed)
Public Isthisticket Private or Public?

Ticket priority The priority of the ticket, if you've enabled that feature in the component's Options page.
Assignto The member of the support staff that's assigned to this ticket.

Bucket The bucket this ticket belongs to. Buckets allow you to mass reply to tickets filed by different
users about the same issue (see the relevant section in this documentation).

Origin (read only) How was this ticket submitted. Web means that is was submitted through the front-
end of your site. E- mai | means it was created by an email sent by your client to the Category
E-mail address.

Created (read only) The date and time the ticket was created. The date and time is aways shown in the
UTC timezone.

Last Reply (read only) The date and time the ticket was last updated, usually thisis the date and time of the
last reply. The date and time is always shown in the UTC timezone.

On the right you can find the User Information area with the following read-only fields:

Username The username and numeric user ID of the user who has created this ticket. Y ou can click on the
username to open the Joomlal User Editor page for that user.

Name The full name of the user who has created this ticket.

Email The email address of the user who has created this ticket.

Credits How many credits the user who has created this ticket has left.

Subscriptions The active Akeeba Subscriptions subscriptions of the user who has created this ticket.
Note

Y ou obviously need to have Akeeba Subscriptions installed to see this field.

Expired subscrip-  The inactive (expired or cancelled) Akeeba Subscriptions subscriptions of the user who has cre-
tions ated this ticket.
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Note

Y ou obviously need to have Akeeba Subscriptions installed to see thisfield.

Moreover you will see one of the following buttons:

Charge X Cred- If no credits have been charged to the user for creating this ticket, clicking on this button will
it(s) charge him the amount of credits you've specified in the Category page.

Refund X Cred-  If credits have been charged to the user for creating thisticket, clicking on this button will refund
it(s) him the amount of credits he has been charged.

Right below you will find two tabs.

Edit aticket - Conversation tab

Conversation Manager Notes

Conversation

@ Sunday, 06 January 2013 11:07 EET

Test
Which troubleshooting pages I've already tried: None

Joomla! version: (no idea; s
PHP version: (no idea) é
Akeeba Backup version: (no idea)

Have | read any of this? No, please do not reply to me nicholas

SUPPORT,
FIXEDDATE,
AKEEBADELUXE,
PROMO,
BIGTEST, FREE,
TEST

IMPORTANT!!! Don't forget to ZIP and attach the backup log file.

& Unpublish # Edit

The Conversation tab contains the ticket thread which both you (the support staff) and the user see. Each post has
some or all of the following buttons:

Publish/ Unpub-  Change the status of each post to published or unpublished. Unpublished posts are not seen in the
lish front-end unless you are a member of the support staff. Members of the support staff and back-

end users will see unpublished ticketsin a light red background, together with a notice that the
post is unpublished.

Edit Opens a post editor page where you can edit the text contained in the post. Very useful when a
user accidentally publishes a password in apublic ticket.

Delete Completely deletes the post.
Warning
Deleting apost isirreversible. Use with extreme caution. Y ou should unpublish the post
instead.

Chargecredits/  Allowsyou to charge/ refund credits for this post.

Refund X Cred-

it(s)

If you also have an attachment to your ticket you will see the following buttons next to it:

Publish/ Unpub-  Changes the published state of the attachment. Unpublished attachments are only visible to the
lish support staff.
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Delete Completely deletes an attachment (both the database record and the file on the disk)

Warning

Deleting an attachment isirreversible. Use with extreme caution. Y ou should unpublish
the attachment instead.

Below the conversation you will find the Post a reply area where you can enter areply to the user and an optional

attachment. Usethe Post your reply button below it to submit your reply (and send an email to the user, if the respective
plugin is enabled).

Edit aticket - Manager Notestab

Conversation  Manager Notes

Manager Notes

Nicholas K. Dionysopoulos (nicholas) + 2013-02-03 17:59
This is a manager's note. Only support staff will be able to see it.

& Unpublish = # Edit  [-EeEIEE

The other tab is called Manager Notes. Manager notes are internal communication between the support staff and can
also double as private notes. Only support staff can see them. The users cannot see the manager notes.

They work just like the Conversation view with afew differences:
» You can not post attachments to Manager Notes.
» Manager Notes are only seen by the support staff, not the users.

 Other support staff does not receive an email when you post a new Manager Note.

6. Canned Replies

Note

Thisfeatureis NOT available on Akeeba Ticket System Core. Even though you can add Canned Repliesyou
have no access to them from the front-end of the component.

This is accessible through the back-end Components, Akeeba Ticket System menu item and then clicking on the
Canned Replies link below the component's toolbar.

When doing support you will often see the same question repeated over and over again by severa different people. It
doesn't matter if you've put it with big, bold lettersin your FAQ page or if InstantReply offers older ticket pages which
contain the reply to this question. It's asimple fact of life that some users will arrogantly ignore your documentation,
FAQ, suggested pages and common sense, submitting a ticket nevertheless. Instead of wasting your time typing the
same reply over and over again you can set up canned replies.
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Thefront-end canned reply lightbox

7 Title
1 More info / super admin access
[+]

| have made this ticket private so that only you and me can see the information posted here.

Please provide me with the following information:

1. The URL to your site's administrator login page
2. Super Administrator username and password
3. FTP connection information

Please allow up to 24 hours for me to log in to your site and debug this issue. When I'm done | will post back.
Once the issue is fixed, you can revoke my access e.g. by changing the Super Administrator and FTP passwords.

7 500 Internal Server Error or Blank Page
[+]

9 Admin Tools troubleshooting steps
[+]

B) Akeeba Backup 3.5 - Joomla! 1.5/1.6/1.7/2.5
[+1

A cannedreply is, essentially, apreset text you can pastein your reply with two clicks. Y our WY SIWY G editor renders
a Joomla additional editor button either below the editor area or as a button in the editor itself whcih allows you to
Insert a canned reply. This buttons will open the Canned Replies lightbox. Y ou can click on thetitle of a canned reply
and its contents are entered in the reply area, directly where your cursor is. By repeating these steps you can insert
several canned repliesin asingle reply to a user. If you want to preview the contents of a canned reply just click on
the[ +] link below its title. A grayish area will expand below with the contents of the canned reply. Thisis avery
powerful tool and comesin very handy as your support volume increases.

Since Akeeba Ticket System 1.3.0 thislightbox is keyboard aware. Select areply using thej (move selection up) and
k (move selection down) keys. The currently selected reply is marked with alight green background. Press the + key

to show / hide the full contents of the canned reply. Use ENTER to insert the currently selected canned reply into the
reply areaor ESC to close the lightbox.

Note

Canned replies are only available when you are replying to a user from the front-end of your site.
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The back-end Canned Replies page

Akeeba Ticket System — Canned Replies w g &h UW% D::?e
Control Panel ~ Canned Replies ~ Credits ~ Email Templates  Tickets  Categories
Num Title Ordering ¥ Published
Search | Reset - Published -
10 Not an Admin Tools issue 11 o
8 ) RTFMBEFORE POSTING ® ]
11 PayPal Sandbox 9 (V]
2 Admin Tools Download ID 8 o
5 Akeeba Backup 3.5 - Joomla! 1.5/1.6/1.7/2.5 5 /]
Display # 5 + 12 Next® End@ Page1of2

The back-end Canned Replies page is where you will define your canned replies. The canned replies which are pub-
lished are going to be shown in the front-end in the order specified in the Ordering field.

7. Credits

Note

ThisfeatureisNOT available on Akeeba Ticket System Core. Even though you can add Creditsto usersthey
are not taken into account when creating / replying to tickets.

Credits are the "currency" of Akeeba Ticket System. If you want, you can set up the necessary options so that each
category requires the user to spend a specific amount of creditsto submit or reply anew ticket. Y ou can even set them
up to require adifferent amount of credits depending on whether theticket is public or private. But you somehow need
to assign users the credits they will be spending.

Typically you will be using an integration with a third party system which will allow users to buy credits, or award
credits to the users based on some kind of activity. Akeeba Subscriptions does come with such an integration which
allows you to award credits to subscribers when they subscribe to specific subscription levels and expire those credits
when their subscription expires. The other way you can assign credits is manually, through Akeeba Ticket System's
back-end. Both types of credits can be managed in this page.

Before explaining how credits are managed, we need to explain alittle about how credits work. What you seein the
back-end Credits page are actually credit records. Each credit record provides the user with an allotment of credits. As
long asthe creditsrecord is published, the user can use these creditsto post tickets and repliesto Akeeba Ticket System.
Each ticket's and post's credit consumption is charged against one of those credits records. If there is no published
credit record with enough credits left Akeeba Ticket System will now allow the user to post anything. For example,
if you have one credit record with 2 credits left and another one with 3 credits left the user will not be able to post
aticket that costs 5 credits. Thisis because his 5 credits are "fragmented” between different credit records. Thisisa
known limitation of the system and cannot be worked around.
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@ Akeeba Ticket System — Credits ® 9 O |
New  Edit Publish ~ Unpublish | Delet
Control Panel Canned Replies Credits Email Templates Tickets Categories
Num User Date Type Unique ID Credits Published
Search | Reset - Published -
30 famous [6027] 2013-01-05 18:55 akeebasubs 12950 20 (V]
Fred Amous
nikosdion+famous @gmail.com
29 famous [6027] 2013-01-05 18:55 akeebasubs 12948 20 (/]
Fred Amous
nikosdion+famous @gmail.com
28 famous [6027] 2013-01-05 18:55 akeebasubs 12935 20 (/]

Fred Amous
nikosdion+famous @gmail.com

Each credit record displayed on the page shows the following fields:

Num
User

Date

Type

Unique ID

Credits

Published

Theinternal numeric ID of the credits record
The user information of the owner of those credits
When the credits were assigned to this user. The date and time are always shown in the UTC timezone.

The source of these credits. For example, akeebasubs means that these credits were assigned by
Akeeba Subscriptions, when a user bought a subscription. When you want to manually assign credits
to auser please use the value manual inthisfield.

Thisis a unique identifier, used by integration plugins. In the case of the akeebasubs type, thisis
the subscription ID. When you manually assign credits to a user please use the current date and time
asyour unique ID, e.g. 2013-02-10-17-52-00.

The amount of credits given to the user.

When acredits record is published, the credits are available for consumption. When the credits record
is disabled, the credits are not available for consumption.

Editing Credits

@ Akeeba Ticket System — Edit a Credits Record . (] B 9

User

Date

Type

Unique ID

Credits

Save Save&Close Save &New Cancel

famous Select a User

2013-01-05 18:55:10 23

akeebasubs

12950

20

Even though you can edit any existing credits record we strongly recommend that you do not do so. Only edit cred-
its records where the type is set to manual . Modifying a credits record created by an integration plugin may have
unforeseen consequences.
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Thefieldsin the credits editor are the same as the fields in the list page. No further explanation should be required.

8. Email Templates

Note

ThisfeatureisNOT available on Akeeba Ticket System Core. Even though you can edit email templatesthey
have no effect: no emails are sent by the free version.

Thisisaccessible through the back-end Components, Akeeba Ticket System menu item and then clicking on the Email
Templates link below the component's tool bar.

Akeeba Ticket System allows you to customise the email messages which are sent in various occasions, e.g. the new
ticket notification sent to support staff and users, or the notifications sent by the Email-to-Ticket feature. Even better,
Akeeba Ticket System allows you to define rich HTML email templates with an optionaly different template per
language.

Email Templates

¢ Akeeba Ticket System — Email Templates @ O 0 &
New  Edit Publish  Unpublsh | Delete
Control Panel Canned Replies Credits Email Templates Tickets Categories
Nums Key Subject Published Language
Search | | Reset - Published - $ Al
Search  Reset
1 manager-public-new New public ticket #[ID] [TITLE] [[CATNAME]] (/] English (UK)
2 manager-private-new New private ticket #[ID] [TITLE] [[CATNAME]] (/] English {UK)
3 manager-public-old Reply to public ticket #[ID] [TITLE] [[CATNAME]] (] English {UK)
4 manager-private-old Reply to private ticket #[ID] [TITLE] [[CATNAME]] /] English {UK)
5 owner-public-new Your new public ticket #[ID] [TITLE] [[CATNAME]] /] English {UK)
Display# 5 * 1 2 3 4 Next@ EndQ@ Page1of4

An email message isidentified by its Key and Language. The Key defines the exact occasion on which the particular
email template is going to be used. The exhaustive list of keys can be found in the E-mail Keys section of our docu-
mentation. The Language defines which language this email template is written in. Akeeba Ticket System will try to
select the best available language template based on your site's language, the user's language preference and which
languages are available for this email Key in the Email Templates page. The preference order is:

1. Anemail template where the Language matches the recipient's language in his Joomlal user profile

2. An email template where the Language matches the site's default language. Please note that on multilingual sites
this may not always be alanguage the user understands.

3. An email template where the Language is set to All (*).
4. Anemail template where the Language is set to "English (UK)".

5. The plain-text email template defined in the tranglation strings of the plugin sending the email, for the language
which matches the recipient's language in his Joomlal user profile
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6. The plain-text email template defined in the transl ation strings of the plugin sending the email, for the site's current
language. The same note as #2 applies.

7. The plain-text email template defined in the trandation strings of the plugin sending the email, for the "English
(UK)" language.

The first email template which matches will be used. If no template is found, no email will be sent. By default, ATS
comes with e-mail templates for the "English (UK)" language already set up, therefore stopping the processing at rule
#4. If you delete or unpublish them without providing a replacement the trangation strings will be used with usually
very unsatisfactory results.

8.1. Editing e-mail templates
Email Templates

@. Akeeba Ticket System — Edit an email template . B [ )

Save Save & Close  Save & New  Cancel

Key | manager-public-new

The email template key. Please consult the decumentation for the various keys used for different types of emails.

Subject | New public ticket #{ID] [TITLE] [[CATNAME]]

The template of the email subject. You can use the same placeholders as the email body (see below).

Published () No@Yes

Language English (UK)

Select the language of this template. This is useful for multilingual sites. Use the (All) option to create a default template.

Body

Hello [USER_NAME],

A new public ticket #[1D] &emdash; "[TITLE]" has been created by [POSTER_NAME] ([POSTER_USERNAME]) with the following contents:

| rexm
[ATTACHMENT]

View and reply on [SITENAME]

Path:div=div=p y
Toggle editer

Each email template allows you to define the following parameters:

Key The e-mail key for this email template.

Subject The subject line of the email address. Y ou may use e-mail variables to customiseit.
Published The email template will only be used if its Published statusis set to Yes.

Language The language this email template will be used with. Use "All" to use this email template for al lan-
guages on your site. This only makes sense in multilingual websites, of course.

Body The HTML body text of your email message. Y ou may use e-mail variablesto customiseiit.
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Note

Any imagesyou link to will beincluded asinline attachmentsin the generated email message
to avoid security warningsin your clients email applications.

Warning

Dueto security and implementation restrictions on most email and webmail applications (e.g.
Outlook, Windows Live Mail, Apple Mail, GMail, Y ahoo! Mail and so on) you are advised
to refrain from using fancy CSS, especialy float attributes. If you want to define a custom
layout we suggest that you use HTML tables instead. Y es, tables were the standard in 1998
and the web has gone along way but most email clientsforbid the use of floating elementsto
protect their users against clickjacking and other nefarious techniques used by hackers. Live
with it. It's hard and, yes, we do feel your pain!

In the toolbar you will see a button called Test email. Clicking on it will send you an email with this email template
(using demo / fake data) to your email address so that you can see how it looks in a mail client. Please remember to
save your email template before clicking this button!

8.2. E-mail Keys

As explained before, the email Keys define in which occasion an email template will be used. The email keys are
ALWAY S written in lowercase, without spaces, exactly as defined below in bold type. The following e-mail keys
are currently used.

Keys for the "Akeeba Ticket System - New post notification emails”
plugin

These emails are sent whenever a new ticket or new post is created.

manager-pub- A new public ticket was created. This email is sent to the support staff.

lic-new

manager-pri- A new private ticket was created. This email is sent to the support staff.

vate-new

manager-pub- An existing public ticket received areply by another member of the support staff or the user who
lic-old submitted the ticket. This email is sent to the support staff.

manager-pri- An existing private ticket received areply by another member of the support staff or the user who
vate-old submitted the ticket. This email is sent to the support staff.

manager-as- A manager assigned aticket to another staff member. Thisemail issent to the support staff member
signedticket who was assigned the ticket.

owner-pub- A new public ticket was created. This email is sent to the user who submitted the ticket.

lic-new

owner-pri- A new private ticket was created. This email is sent to the user who submitted the ticket.
vate-new

owner-public-old  An existing public ticket received a reply by the support staff. This email sent to the user who
submitted the ticket.
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owner-pri-
vate-old

An existing private ticket received a reply by the support staff . This email sent to the user who
submitted the ticket.

Keys for the Reply by Email and New Ticket by Email features

These emails are sent whenever aticket or post is attempted to be created from an email but an error occured while
processing the email message. The emails below are sent to the email address of the email message which generated

the error.

mailgateway-in-
validuser

mailgate-
way-noaccess

mailgate-
way-nonewtick-
ets

mailgate-
way-nonewreplies

mailgate-
way-newticket-
failed

mailgate-
way-newpost-
failed

mailgate-
way-newticket-
disabled

mailgate-

way-newreply-
disabled

mailgate-
way-noreplyline

mailgateway-no-
credits-ticket

mailgateway-no-
credits-post

The email address does not belong to a user registered on the site and cannot be processed.
The email address belongs to a user registered on the site but the user does not have posting
privilegesto the Akeeba Ticket System category.

New ticket creation is suspended using the "No new tickets' options in the component's Options
page.

Reply creation is suspended using the "No new replies’ options in the component's Options page.

The creation of anew ticket failed for an unspecified reason (e.g. database error)

The creation of anew reply (post) failed for an unspecified reason (e.g. database error)

New ticket creation by email has been disabled in the component's Options

Reply by email has been disabled in the component's Options

The email is missing the reply line which is used by Akeeba Ticket System to determine which
ticket thisemail reply refersto

The user does not have enough credits to submit a new ticket

The user does not have enough credits to submit a new reply (post)

8.3. Allowed variables in e-mails

Email templates wouldn't be worth anything if you couldn't include useful information about the ticket, the post and
the user in them. You can do so by using "variables'. The variables are ALWAY S written in all-uppercase |etters,
surrounded by sguare brackets, without spaces, exactly as defined below. The available variables are:

[USER_NAME]

The name of the email recipient.
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[USER_USER- The username of the email recipient.

NAME]
[ID] The numeric ticket ID
[TITLE] Theticket'stitle

[POSTER_NAME] The full name of the person who posted the ticket / reply

[POSTER_USER- The username of the person who posted the ticket / reply

NAME]

[TEXT] The post text

[ATTACH- A link to the attachment (text and URL), left blank if thereis no attachment
MENT]

[URL] The URL of the ticket on your site

[CATNAME] Ticket category name

[SSTENAME] The name of your site

[AVATAR] URL of the avatar image of the user who posted the ticket / reply

[ORIGIN] The origin of the post (e.g. web or email)

[ASSIGNED_TO] The full name of the support staff assigned to the ticket, or the text “Unassigned” when nobody
isassigned yet.

[MOD- The full name of the last person who modified the ticket. This is the same as the

IFIED _BY] [POSTER_NAME] on most email templates. On the assigned ticket email it is the person who

assigned the ticket to another member of the support staff.

Special considerations for the use of variables

» Theonly variables available for themai | gat eway- i nval i duser key is[SITENAME]

* Theticket variables ([ID] through [CATNAME] and [ORIGIN]) are only available for the "Akeeba Ticket System
- New post notification emails’ plugin's Keys.

9. Off-line schedule

Warning

If you have at least one published off-line scheduling definition your "No new tickets' and "No replies"
preferences in the Options page of the component will be automatically modified and not "stick” when you
set them. Thisis not abug; it's how Off-line schedule is supposed to work.

Sometimesit's desirable to have the ticket system not accept replies and/or new tickets based on apre-set schedule, e.g.
every weekend or during holidays. Thisrequiresyouto loginto your site, goto ATS Options page and set the relevant
options ("Noreplies' and "No new tickets" respectively). Thisistiresome and proneto mistakes, e.g. forgetting to reset
these options when your ticket system should be ready to accept new replies/ tickets again. To this end we created the
off-line schedule feature. Asthe nameimpliesit allowsyou to set pre-defined rules which will activate the No Replies

52



The Component

and/or No New Tickets options of ATS. When no ruleisfulfilled ATS will revert back to setting both of these options
to No, therefore allowing your usersto use ATS normally.

Each off-line schedul e has the following options:
Title Thisisused for your convenience, to remind you what this rule does

No new tickets When selected and this schedule is activated no new tickets will be allowed to be created in the
ticket system

No replies When selected and this schedul eis activated no repliesto existing ticketswill be allowed to be created
in the ticket system

Status If you want to temporarily disable a definition but not delete it, set it to Unpublished

Time start Thetime of the day when thisrule becomes active. Thetimeisgivenin 24 hour format, e.g. 01:00:00
means 1 a.m. and 13:00:00 means 1 p.m. Times are aways given in the GMT timezone.

Time end The time of the day when this rule becomesinactive. Thetimeisgivenin 24 hour format, e.g. 01:00:00
means 1 am. and 13:00:00 means 1 p.m. Times are always given in the GMT timezone.

Weekdays  Select which days of the week this definition applies to. You can select * for all. You can also select
multiple values by holding down CTRL (Windows, Linux) or CMD (Mac OS X) when clicking on the
values.

Days Select which days of the month this definition appliesto. Y ou can select * for all. Y ou can also select multiple
values by holding down CTRL (Windows, Linux) or CMD (Mac OS X) when clicking on the values.

Months  Select which monthsthis definition appliesto. Y ou can select * for all. Y ou can a so select multiple values
by holding down CTRL (Windows, Linux) or CMD (Mac OS X) when clicking on the values.

Years  Select which yearsthis definition appliesto. Y ou can select * for all. Y ou can a so select multiple values by
holding down CTRL (Windows, Linux) or CMD (Mac OS X) when clicking on the

Please note that thereisa 24 hour limit in schedule definitions. If you want to take the ticket system off-line, say, from
6 p.m. Friday to 8 am. Monday you will have to create threerules:

» Every Friday from 18:00:00 to 23:59:59
» Every Saturday and Sunday from 00:00:00 to 23:59:59

» Every Monday from 00:00:00 to 08:00:00

10. Auto-replies

Note

This feature is NOT available on Akeeba Ticket System Core. Even though you can set auto-replies they
have no effect.

You will often want to send an automatic reply to your users without human interaction. Some practical examples
(non-inclusive list!):

e Thanking a user for filing aticket and letting them know that a human agent will reply to them shortly, or inform
them about any holidays / vacation time which may adversely effect the response time.
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» Send anotification to auser after acertain amount of time since your support staff last replied to them (an automatic
follow up post)

» Remind the user to attach afile if they forgot to do so; practical cases are when log files/ screenshots are needed
for software support or if you are running something like a digital print agency which requires the user to upload
their artwork.

» Send an automatic reply to most frequently asked questions, based on keywords in the title or body of the ticket.

* Send an warning to users who have sent too many posts in a ticket, informing them that every time they post on
their ticket they end up at the bottom of the reply queue.

Thisfeature consists of three parts:

1. Theautomatic reply rules. Thisiswhat you definein thispage. It determinesthe conditionsfor sending an automatic
reply and the content of the reply.

2. The automatic reply bot usernames. This is defined in the component's Options, under CLI Automation. Please
refer to the Options documentation for more information.

3. A CLI script which must be manually scheduled by you, using CRON, to run the rules and send the replies. Please
refer to the CRON scripts documentation for more information.

Warning

If you do not create a CRON script for this feature no automatic reply will ever be sent!
Each auto-reply rule has the following settings:
Title Thetitle of this auto reply rule. Thisisonly visible to you.

Categories Which ticket categories thisrule applies to. Select the first option (- Select a category™) to apply
theruleto all categories.

Manager reply Apply thisauto-reply rule depending on whether ahuman member of the support staff has already
posted areply to this ticket:

* If not replied. Only send the auto-reply if a human member of the support staff has not posted
yet to this ticket.

« If aready replied. Only send the auto-reply if ahuman member of the support staff has already
posted to this ticket.

e Always. It doesn't matter if a human member of the support staff has already posted to this
ticket or not, send the auto-reply anyway.

No of posts The minimum number of total posts in the ticket before thisrule is triggered. Leave empty or set
to 0 to send the auto-reply irrespective of the number of total posts on the ticket.

Min. after How many minutes must elapse after the ticket was first filed before sending this auto-reply. Set
to O to ignore this option.

Runiif the attach- ~ Apply this auto-reply rule depending on the existence of an attachment in any of the postsin this
ment ticket:

 isnot present. Send this auto-reply only if there are no attachments in any of the posts in this
ticket.
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* ispresent. Send this auto-reply only if there are attachmentsin any of the postsin this ticket.
» aways. Send this auto-reply without caring about the existence of attachments.
Status Set to Unpublished to disable the rule without deleting it.

Ticket title Enter alist of keywords or phrases which must be present in the ticket title for this auto-reply to
be sent. Type one keyword or phrase per line.

Ticket text Enter alist of keywords or phrases which must be present in the ticket body (the posts of the user)
for this auto-reply to be sent. Type one keyword or phrase per line.

Bot reply Enter the automatic reply to be sent when this rule matches the ticket.

Please note that there are some important quirks regarding the operation of this feature that you should be aware of
» Only Open tickets are taken into account. If the ticket isin any other statusit will be ignored.

* Only one auto-reply will ever be sent per ticket.

» The ordering of the rules matters. The first rule to match the ticket will send an auto-reply. All other rules will be
ignored for that ticket.

« If auserisamanager in Category A and poststo Category B where he is not amanager the "Manager reply" option
will consider him asamanager anyway. Thismeansthat auto-replieswill never be sent to tickets owned by managers
of ANY category on your site if the "Manager reply” option is set to "If not replied". Granted, thisis a very rare
case, but you should be aware that thisis by design and not a bug.

11. User tagging

Oftentimesthere are those clients who need special handling: the boss' nephew; the polite but constantly babbling guy;
this lady who always sends freaked out messages as if the end of the world has come; that guy who always postsin
aforeign language spoken by just one person in the company; that bully client from hell. Y ou get the picture. These
are the clients you have to live with, but which could take an unsuspecting support agent by surprise, in the negative
sense of the word. We've all been there, done that, got the t-shirt so to speak.

For this reason you need an effective way to tag these "special” user accounts. Thiswill serve asareminder to the old-
timers of the support staff and a warning to the new agents. It's special handling instructions, invisible to the clients
themselves.

The options for each user tag are simple and self-documenting:

Title A very short title which will appear to managers in the front-end of your site. Try sticking to 1-2
words here. Example: Cust oni sed versi on

Description A dlightly longer description which will appear as atooltip in the front-end. Example: User has
custom sed version of our software. Docunentation doesn't apply.

Published If set to No the tag will no longer appear in the front-end.
I mportant
Even though the tags' titles and descriptions are only shown to managers and not the users themselves, you

are advised to refrain from using derogatory terms and strong language. You can never know who might
share an accidental screenshot.
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12. Buckets

Note

Thisfeature is NOT available on Akeeba Ticket System Core. Even though you can view Buckets from the
back-end you can not add tickets to a bucket from the front-end.

A few times there is a fairly large amount of clients reporting the same issue in the span of a few hours to a few
days. While issuing a standard reply that you are working on a solution is easy to provide, notifying everyone of the
available fix is usually very hard and requires keeping a spreadsheet with ticket numbers and URLs. Even if you do
that, sending the actual mass reply to all those people is cumbersome and takes a disproportionate amount of time.
Thisiswhere ticket Buckets come to play.

Y ou can put asmany ticketsasyou want inside aticket bucket. A reply you send to abucket will be posted automatically
and at the same time to all of the tickets in the bucket. You may also mass-change the status of the tickets in the
bucket. When you're done with a bucket you can dispose of (delete) it. In so many words, aticket bucket allows you
to mass reply to tickets.

The first time you create a new Bucket, using the Add button in the Buckets page, you have to enter the following
information:

Title Thetitle of the bucket. Thisisfor your reference.
State The default state of all tickets added to the bucket

When editing an existing bucket you will then see two more tabs, the Reply and Tickets. In the Reply tab you can
enter areply and it will be posted to all tickets in the bucket. Y ou can see the tickets in the bucket by clicking on
the Tickets tab.

Y ou can add aticket to a bucket through the ticket page, either in the back-end or the front-end of your site.

Note

Buckets can only be created from the back-end but you can add tickets to them either from the front- or the
back-end.

13. Guest tickets

Since Akeeba Ticket System 2.4.1 we allow -under certain conditions- Guest users to file tickets. Guest users, in
Joomlal lingo, are visitors who are not logged in, i.e. they do not have a user account yet. Please make sure you
understand the "How does this feature work?" section below before trying to use this feature. It tells you how this
feature works and which settings, in ATS and Joomla! itself, will conflict with it and make it not work as you think
it should.

If you do not want this feature, you don't need to do anything. Guest tickets will only be allowed if you set up one or
more ATS categoriesto allow Guest users to create tickets.

How does this feature work?

Unregistered (Guest) users can create tickets as long as the ATS category has the Create privilege for the Guest user
group. Joomla's user registration must be enabled in the Options of the Users component in the backend; or the Force
user creation when filing Guest tickets option in Akeeba Ticket System's Options page must be set to Yes.

The userswill need to provide an email address and a name when filing aticket from the web. If the Show CAPTCHA
when filing Guest tickets option in Akeeba Ticket System's Options page is also set they will be asked to solve a
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CAPTCHA aswell. Thisisagood ideasince it will cut down on spam ticket submissions. Please note that you must
have one or more pluginsin the "captcha" group activated in Joomla's Plugins page. Moreover, you must have selected
a default CAPTCHA plugin in Joomla's Global Configuration page. If any of these three conditions is not met a
CAPTCHA will not be shown to Guest userstrying to file anew ticket. Also note that, obviously, the CAPTCHA will
not apply to tickets created by sending an email.

If you have enabled the Credits feature and have a non-zero credits charge for creating new tickets Guest users will,
of course, be unable to create tickets. The reason is that a new user account would be created for them which has
zero credits. They would simply receive a message which lets them know that they don't have enough credits to post
anew ticket.

When filing aticket by email we obviously already have their email address. If they have provided their full name as
part of the From address of their email we will use that. Otherwise we will also use the email address as the user's
full name. Akeeba Ticket System will create a Joomlal username derived from the user's full name or, if that's not
possible, their email address. Users can change their email address and full name in Joomla's user profile edit page
whenever they want, aslong asyou've provided such apagein your site'sfrontend. Users cannot changetheir username
themselves; thisis arestriction of Joomlal itself, not Akeeba Ticket System.

Asimplied above, a new user account is created for the guest user and assigned to the ticket. That user account has a
random password. The username and the password are both emailed to the user by Joomla! itself. Please note that if
you have configured Joomlal to not send the password to the user then the user will very obviously not receive their
password which makes it impossible for them to log in. In this case they will either have to use the Forgot Password
feature of Joomlal itself or contact you and ask for a password to be issued. For this reason we recommend that you
configure Joomlal to send the password to new users over email.

The user account may need to be activated by the user, per the Options in Joomlas backend. If, however, you have
enabled Force user creation when filing Guest tickets the user registration settings of Joomla!l will be ignored and the
user account will be activated. As noted above, enabling this option will also allow Akeeba Ticket System to create
new Joomla!l users even if you have disabled user registration in the Options page of Joomla's Users component.

The user will need to log into your site with the created user account to reply to the ticket or file more tickets. If they
try to file aticket as a Guest with an email address already in use by a user account on the site they will be asked
tologintofile anew ticket.

Affected template overrides

If you are using template overrides, the files (in your template'sht m / com at s directory) need to be modified as
of Akeeba Ticket System 2.4.1

NewTi cket s/ f orm php

14. The menu item types

Akeeba Ticket System only defines a handful of menu item types you can use to create new menu items in your
Joomlal site:

Assigned Tickets  Displaysthe tickets that are assigned to the currently logged in support staff member.

Warning

Thisis supposed to be used on menu itemswhich are only visible by registered, logged in
userswho are members of the support staff (they are set up as managersto the component
or as support staff to one or more categories). Do not assign this to the Public or Guest
viewing access level or to aviewing access level accessible by regular users. If you do
your visitors will get a 403 Forbidden error message. Thisis by design.
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Ticket Buckets

Categories

Category

My Tickets

Latest Open

Displaysalist of ticket buckets.

Note

ThisfeatureisNOT available on Akeeba Ticket System Core.

Warning

Thisis supposed to be used on menu itemswhich are only visible by registered, logged in
userswho are members of the support staff (they are set up as managersto the component
or as support staff to one or more categories). Do not assign this to the Public or Guest
viewing access level or to aviewing access level accessible by regular users. If you do
your visitors will get a 403 Forbidden error message. Thisis by design.

This is the main view that you want to include in a menu item on your site. It displays al the
available support ticket categories and allows the user to navigate into them, create new tickets
and so on.

| mportant

You MUST always have a menu item with this menu type, even in a hidden menu (a
menu which is not published) per language. | fyou don't the SEF URL router shipped
with Akeeba Ticket System will not work correctly and you will end up with strange
URL s and/or routing issues (displaying the wrong category or ticket).

This menu item type allows you to create amenu item which displays the tickets inside a specific
category and allows users to post new tickets only to that category.

Thisisaconvenient way to allow your usersto view alist of al theticketsthey havefiled on your
site. It will display all tickets submitted by the currently logged in user.

Warning

Thisis supposed to be used on menu items which are only visible by registered, logged
in users. Do not assign this to the Public or Guest viewing access level. If you do your
visitorswill get a403 Forbidden error message. Thisis by design. A non-logged-in user
can't be shown "his" or "her" tickets because they cannot own any tickets!

Shows all the open tickets, private and public, across all categories sorted by last reply date de-
scending (oldest on top). This is only available to the support staff, i.e. users with the Access
Administration Interface privilege or the Support Staff privilege.

15. Front-end ticket management for support

staff

Note

Some features described here are NOT available on Akeeba Ticket System Core.

Unlike most support ticket components, Akeeba Ticket System is designed to be primarily used from the front-end of
your site. You will sparingly need to use the back-end of the site to manage your tickets. This convenienceis provided
by means of several controls on the ticket page itself when you are logged in and have the required access control

privileges.
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At the top of the page you will see some of the following buttons and controls:

Printer-friendly Open a printer-friendly view of the ticket in a new window. Y ou can useit to prepare printouts /
view PDF copies of an entireticket. This comesin handy when a client requests a printout / PDF of the
ticket to show to their boss, without their boss having to log in to the ticket system.

I mportant

Only managers see the printer-friendly view button. Your clients will have to ask you
for aprintout, they cannot produce one themselves.

Make Public / Toggle between apublic and private ticket.
Make Private ]
Tip

Private tickets show a notice with a green background, informing the person viewing it
that it's safe to include sensitive information such as passwords. Public ticketswill show
anoticein yellow background, warning the person viewing it that it's not safe to include
sensitive information.

Disable/ Enable  This button changes the published status of aticket. When you disable a ticket only members of
the support staff can seeit (if they have the direct URL or through the back-end) and the ticket is
no longer displayed in the tickets list of the category.

Close Ticket / Changesthe status of theticket between Open and Closed. It'sagood ideato close resolved tickets.
Reopen Ticket

Category list Thisis a drop-down showing the category the ticket is in. Choose a different category and click
on the right arrow button next to it to move the ticket to the selected category. Very useful for
misplaced tickets (which is all too common with tickets created from an email).

Assign to Select which member of the support staff to assign thisticket to. The current assignment is shown
in a badge above this drop-down button.

Charge X cred- Charge or refund credits for this ticket. It's the same thing as what you can do in the back-end
its/ Refund cred-  of the component.
its

Each post's header displays two important pieces of information. The icon on the left-hand side shows the origin of
the post: a globe for posts submitted through the web site, an envelope for posts submitted via email. Next to it you
will see the exact date and time the post was submitted, followed by the timezone. Akeeba Ticket System will try to
use the currently logged in user's preferred timezone to display the post date and time. Please note that the timezones
are shown in the default PHP format. For example EST means Eastern Standard Time, CET means Central European
Time, EET means Eastern European Time and so on. The date and time is not there just for decoration. It's also the
permalink to that post! Yes, it's alink pointing to the exact post of the current ticket. In the far right of this header
areayou will seethereal (full) name of the user.

On the right hand side of each post you can find the user information. From top to bottom you will see the user's
avatar, the username and the currently active Akeeba Subscriptions subscriptions of the user (if Akeeba Subscriptions
isinstalled). Avatarsarerendered by means of plugins. Thefirst release of ATS only comeswith aGravatar integration
plugin, but more will follow in the future. Please note that the real (full) name of the user is shown above this area,
in the header.

The main area of each post contains the post's text. Below it you will see the user's signature. Users can define their
signature by editing their Joomla! user profile. Please remember to publish the "User - Akeeba Ticket System" plugin
which alows users to define and edit their signature.
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If there are any attachments, you will see the word Attachment and the name of the attachment file below it. Clicking
on the attachment filename will download the attachment. Next to it you will find two buttons:

Publish / Unpub-
lish

Delete

Shows/ hides the attachment. Only members of the support staff will be able to seeiit.

Removes the attachment. Be careful! This processisirreversible.

At the bottom of each post you will see the control buttons for this post:

Publish / Unpub-
lish

Edit

Delete

Charge credits/
Refund X Cred-

it(s)

Change the status of each post to published or unpublished. Unpublished posts are not seen in the
front-end unless you are a member of the support staff. Members of the support staff and back-
end users will see unpublished tickets in a light red background, together with a notice that the
post is unpublished.

Opens a post editor page where you can edit the text contained in the post. Very useful when a
user accidentally publishes a password in apublic ticket.

Completely deletes the post.
Warning

Deleting apost isirreversible. Use with extreme caution. Y ou should unpublish the post
instead.

Allows you to charge/ refund credits for this post.

Below everything el se you will see the Post areply area. Depending on the editor you chose thereisan Insert a canned
reply button either below the editor area or asabutton in the editor areaitself. Thisis provided by a Joomla editors-xtd
(additional editor buttons) plugin shipped with Akeeba Ticket System.

In both cases clicking the button will open alightbox allowing you to insert a canned reply.

Similarly, thereis a Buckets button which allows you to add tickets to a Bucket. In the lightbox which opens up select
the checkbox next to each Bucket you want to add the ticket to and then press the Add tickets to bucket button. Please
note that managing buckets or removing tickets from buckets is only possible from the back-end of the component.

Below that you will find the Time spent (optional) text area. This alows managers to record the time they spent
answering a post, in minutes. This information is shown in the backend of the component.

Below that you can find the attachment area (click the Browse button to find an attachment) and the Send your reply
button which submits the post.

I mportant

Attachment uploading is bound by the rules for attachments you've set up in Joomlal. Where? In the back-
end of your site go to Content, Media, Options. This is where you can set the legal extensions, maximum
size, upload restriction, MIME type checking and so forth.

EXTREMELY IMPORTANT! SinceJoomla! 3.7.1 you MUST set Restrict Uploadsto No in the aforemen-
tioned page. Despite what the description of that options reads, its actual behavior is "When this is enabled
all non-admin users can ONLY upload images files, as defined by the Legal Image Extensions (File Types)
option below". Unfortunately even though the functionality changed the description didn't, causing massive
confusion among Joomla! users.
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Warning

The maximum size of an attachment is determined by the minimum of the "Maximum Size (in MB)" you
set up in Joomlal's Media Manager options and your PHP maximum upload size as defined in your server's
php. i ni . AkeebaTicket System triesto figure it out and inform you with a message right below the attach-
ment selection field. Aswe just said it tries, it doesn't mean it will always guess right. Moreover you need
your media/com_ats folder to be writable, PHP to properly support file uploads and the file extension to be
one of the allowed ones for the attachment to succeed.

Good to know

When viewing the Latest Open page you can use the J and K keys on your keyboard to select the previous or next
ticket respectively. The activeticket is highlighted. Pressing ENTER will open the ticket.

When you submit areply to aticket but areply from the user or another manager has already comein in the meantime
your reply will not be sent, you will receive anotice about it and the reply areawill contain the reply text you tried to
submit (do note: your upload, if any, will not be there). This allows you to review your reply and probably edit it, or
scrap it altogether, depending on the replies which came in while you were typing.

If the ticket is assigned to a different member of the support staff there will be a notice shown above the reply area,
warning you that thisticket is assigned to adifferent user. If theticket is not assigned to anyone, as soon as you submit
your reply the ticket becomes assigned to you.

Asamember of the support staff you can reply to all tickets, even when they are closed. When theticket is closed you
will be shown awarning above the reply area. Y ou can also reply to tickets when No Replies or Off-line Schedule is
activated. In this case no warning is shown. Be careful, in this case the client will see your reply but won't be able to
reply back to you until the No Replies option or Off-line Schedule is disabled.

As amember of the support staff you can file aticket on behalf of a user in the front-end. Just click the New Ticket
button in the category you want the ticket to befiled in. In the new ticket page you will now seeafield called User. Use
the Select User button next to it to select the user you'refiling thisticket on their behalf. Thisallowsyou to add support
requests received by other means (in person, email, phone, SMS, fax, RFC 1149 networks...) to the ticket system.

16. Customising the front-end layout

Layout customisation usually involves either changing just the CSS or changing both the CSS and HTML output of
the component. Both can be accomplished with template overrides. We will explain the two procedures below.

Warning

Newer versions of the component may introduce changesto the base CSS and/or Javascript filesor the HTML
output. We recommend you to review your overridden files every time you upgrade Akeeba Ticket System.
We will not accept bug reports or provide any hsupport if you are using template or media files overrides on
your site as you are no longer running our tested code against our tested layout and our tested Javascript. If
you want our help please make sure you can reproduce the issue without any template or media overrides.

Customising the CSS

1. Find your current template's subdirectory in your site's root, under thet enpl at es directory. In this example,
wewill assumeitist enpl at es/ myt enpl at e

2. Create anew directory t enpl at es/ nyt enpl at e/ medi a/ com at s/ css Thisis your media files over-
rides directory.
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3. Copy the CSSfiles you want to modify from nedi a/ com at s/ css into thet enpl at es/ nyt enpl at e/
medi a/ com at s/ c¢ss directory. From now on, Akeeba Ticket System will load these new CSS files instead
of thefilesfound under nedi a/ com at s/ css.

4. Editthe CSSfilesint enpl at es/ myt enpl at e/ medi a/ com at s/ css replacing or adding CSS rules so
that the design matches your desired style

Please don't ask us for CSS or design ideas. We are good devel opers and horrid designers. Y ou can ask us, however,
regarding any issues you might experience overriding our CSSfiles.

Customising the Javascript

1. Find your current template's subdirectory in your site's root, under thet enpl at es directory. In this example,
wewill assumeitist enpl at es/ myt enpl at e

2. Createanew directory t enpl at es/ nyt enpl at e/ medi a/ com at s/ j s Thisisyour mediafilesoverrides
directory.

3. Copy filesfrom nedi a/ com at s/ j s intothet enpl at es/ nyt enpl at e/ medi a/ com at s/j s direc-
tory. From now on, Akeeba Ticket System will load these new files instead of the files found under ne-
di a/ com at s/ js.

4. Editthefilesint enpl at es/ nyt enpl at e/ nedi a/ com at s/ j s and adjust the JS code to your liking.

Customising the HTML output

Sometimesit's not enough modifying the CSS. In order to achieve your desired styling you may also haveto add some
extra div or span elements in the HTML output. When this happens you need to perform template overrides for our
view template PHP files, a process called Template Overrides in Joomlal jargon. Instead of reinventing the wheel
by writing lengthy instructions, we think it's better for you to read the official Joomlal documentation on the subject
[http://docs.joomla.org/How_to_override the output_from_the Joomlal_core].

Please note that Akeeba Ticket System is using the updated view template locations introduced with Joomla 4, even
when used on older Joomlaversions (it hasitsown compatibility layer). Y ou will find the view templatefilesinside the
conponent s/ com at s/t npl / Vi ewNane folder where Vi ewNane isthe name of the view. Thesefilesneed to
becopiedtot enpl at es/ nyt enpl at e/ medi a/ com at s/ ht m / Vi ewNane. Older versions of Akeeba Tick-
et System had their view template files inside the conponent s/ com at s/ t npl / Vi ewNane folder. The view
template override logic remains the same. The renaming of the main view templates folder of the component does not
have any impact on your template overrides.

Akeeba Ticket System 3 and later uses the Blade template language instead of straight-up PHP view templates. Y ou
can read more about Blade in the Wiki page of our framework [https://github.com/akeeba/fof /wiki/Blade-Templ ates).
Blade templates have the extension .blade.php and are compiled to PHP on-the-fly. The whole point of using Bladeis
that the view templates are easier to read and modify by front-end devel opers.

On top of the regular Blade syntax, ATS uses the following Blade extensions:

@atsTicketSta Shows a dropdown to select the ticket status (e.g. Open, Pending, Closed), typically used for
tusSel ect applying filters in the front-end.

@atsCategoryS-  Shows a dropdown to select aticket category, typically used for applying filters in the front-end.
elect

@atsPriorityS- Shows adropdown to sel ect theticket priority (e.g. low, medium, high), typically used when filing
elect anew ticket.
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@atsFormatDate  Format ageneric GMT date string.

@atsFormat- Format ageneric date string, displaying the result in the user'stimezone, as set up in their Joomla!
DateTZ user profile.
@jsLang Makes a language string visible to the JavaScript of the page.

@parseBBCode  Echoes the input after parsing it for bbCode. Used whenever content stored as bbCode in the
database needs to be displayed on the page asHTML. Thisisused for legacy content which used
to be stored as bbCode. ATS no longer uses a bbCode editor and doesn't store bbCode (it stores
HTML content).

Y ou should normally not have to modify what is between the parentheses following any of these extensions. Moreover,
you MUST NOT add line breaks between the parentheses; that would make it impossible to render them.

Overriding the loading of FEF

Akeeba Ticket System uses the Akeeba Frontend Framework (FEF) to render its interface. This is a CMS-agnostic
framework which is designed to work well inside pretty much any third party template. If you want to completely
overridethe layout of Akeeba Ticket System and replace al the FEF-specific markup with your own (e.g. Bootstrap or
something specific to your template) you should also not load FEF. Y ou can control that with the component options.
DO NOT try to override the FEF CSS and JS. This can have unpredictable results on your site!

Please note that in this case you should override both the view template and the JavaScript on every page. Most of our
JavaScript is written on the assumption that the markup on the page is written for FEF and uses the FEF JavaScript
libraries aswell.

It istypically much easier writing custom CSSrulesin your site's template, targeting the HTML output of ATS, than
overriding the HTML, CSS and JavaScript of the component. As with all of our frontend components, we wrap the
component's output in aDIV element with classes which let you target the component, a particular view and / or task,
even a particular Joomla version. We try to include HTML classes and IDs in all other elements useful for targeting

CSSrules consistently. We use our own software on our own sites where we need to apply some custom CSS to make
everything look nice. We understand how site integrators work and try to make your life easier.

17. Custom module positions in the front-end

Akeeba Ticket System allows you to customise its pages by publishing modules in its predefined module positions.
These module positions are not related to those used by your template. Below you will find out what each custom
module position is and where/when it is shown.

ats-top At the top of each page of the component

ats-categories-top At the top of the categories list page, below ats-top

ats-mytickets-top At the top of the My Tickets page, below ats-top

ats-newticket-top At the top of the new ticket page, below ats-top

ats-posts-top At the top of the post page, below ats-top

ats-tickets-top At the top of theticketsin a category list, below ats-top

ats-cate- Above the "no categories' message when no categories are found, below ats-categories-top
gories-none-top
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ats-mytick-
ets-none-top

ats-tickets-none-
top

ats-cate-
gories-none-bot-
tom

ats-mytick-
ets-none-bottom

ats-tickets-none-
bottom

ats-cate-
gories-bottom

ats-mytick-
ets-bottom

ats-newtick-
et-bottom

ats-posts-bottom

ats-tickets-bot-
tom

ats-bottom
ats-repl-

yarea-overlay

ats-nonewtickets

Thismodule position isonly shown when there are no categoriesdefined in Akeeba Ticket System
or when the privileges of the currently logged in user do not allow him to access any of the Akeeba
Ticket System categories.

Above the "no tickets' message when no tickets are found in the My Tickets view, below ats-
mytickets-top

Thismodule positionisonly shown when there are no tickets submitted yet by the currently logged
in user.

Above the "no tickets' message when no tickets are found in the tickets in category list, below
ats-tickets-top

This module position is only shown where there are no tickets posted yet in a category or when
al the tickets posted in the category are private and not visible by the currently logged in user..

Below the "no categories' message when no categories are found, above ats-categories-bottom

Thismodule position isonly shown when there are no categoriesdefined in Akeeba Ticket System
or when the privileges of the currently logged in user do not allow him to access any of the Akeeba
Ticket System categories.

Below the "no tickets' message when no tickets are found in the My Tickets view, above ats-
mytickets-bottom

Thismodule positionisonly shownwhen there are no tickets submitted yet by the currently logged
inuser.

Below the "no tickets' message when no tickets are found in the tickets in category list, above
ats-tickets-bottom

This module position is only shown where there are no tickets posted yet in a category or when
al the tickets posted in the category are private and not visible by the currently logged in user..

Below the categories list page, above ats-bottom

Below the My Tickets page, above ats-bottom

At the bottom of the new ticket page, above ats-bottom

At the bottom of the post edit page, above ats-bottom

At the bottom of the tickets in a category list, above ats-bottom

At the bottom of each page of the component

Overlaid on top of the message area when composing a new post or replying to an existing one.
If "No new tickets' or "No new replies’ is enabled in the component's Options page it will also
be shown above the ats-nonewtickets and the ats-noreplies positions respectively.

Shown instead of the New Post page when "No new tickets" isenabled in the component's Options
page.
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ats-noreplies Shown instead of the reply areaare when "No new replies’ is enabled in the component's Options
page.
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Note
None of the plugins are availabe in Akeeba Ticket System Core.

Akeeba Ticket System isamodular system, allowing you to easily extend it by means of plugins. It comeswith several
plugins out of the box for features ranging from sending emails to integrating with Joomlal search and user profiles.
In this chapter you will learn what each plugin does and how to configureit.

The plugins can be found in the Joomlal plugins manager (Extensions, Manage Plugins at the back-end of your site).
The plugins are placed in different groups, depending on the kind of functionality they perform. This chapter is or-
ganised by plugin group.

1. The "ats" plugins

1.1. Akeeba Subscriptions integration

Note

Thispluginis NOT availabe in Akeeba Ticket System Core.

Note

The Akeeba Subscriptions component is no longer available as an installable download, meaning it's no
longer suitablefor end users. This pluginis maintained only for internal usein Akeeba Ltd's site and for those
developers who can build and use Akeeba Subscriptions from its public repository.

Displayed in the Joomlal Plugin Manager as Akeeba Ticket System - Akeeba Subscriptions integration

Thisallowsyoutointegrate the Akeeba Subscriptions component (version 7) with AkeebaTicket System. Each Akeeba
Subscriptions subscription level can be assigned to a number of credits. When the subscription becomes active these
credits are added to the user's Akeeba Ticket System credit count. When the subscription becomes inactive you can
choose whether to keep the credits or expire them (meaning any unused credits will no longer be available to the user).

1.2. Automatically close old tickets
Note

Thispluginis NOT availabe in Akeeba Ticket System Core.
Displayed in the Joomlal Plugin Manager as Akeeba Ticket System - Automatically close old tickets

Thisplugin alowsyou to automatically close tickets with a Pending status which have not received areply from either
the client or the support staff for a specific amount of time. It makesthe aut ocl ose CRON command available.

This plugin replaces the obsolete at s- aut ocl ose-ti cket s CLI script.

Theideabehind this pluginisthat some clientswill seethe reply from the support staff which addressestheir issue but
will neither reply nor close their ticket. Over time your support ticket system will show too many tickets as pending a
reply from the client which makesit really hard for you to understand how many support cases are really open, making
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it potentially difficult to schedule your support staff. This plugin automatically closes stale tickets which are most
likely resolved or for which the client has otherwise lost interest.

The plugin has the following options:

Maximuminac-  Open/ Pending tickets older than this many days (but newer than the "Silent close period") will
tive ticket age be set to Closed status by the at s- aut ocl ose-ti ckets. php CRON script, posting a noti-
fication that the ticket is closed because it's inactive.

Silent close peri-  Open/ Pending tickets older than this many dayswill be set to Closed status by the at s- aut o-
od cl ose-ti ckets. php CRON script, without posting a notification.

1.3. Automatic replies

Note
Thispluginis NOT availabe in Akeeba Ticket System Core.
Displayed in the Joomlal Plugin Manager as Akeeba Ticket System - Automatic replies

This plugin alows you to send automatic replies to tickets, either instantly (when they are filed) or on a schedule. It
makes the aut or epl y CRON command available when set up to do so.

This plugin replaces the obsolete at s- aut ocl ose-ti cket s CLI script.
The plugin has the following options:

Run onticket cre- Should | automatically reply to newly created tickets? This applies to tickets created either from
ation the siteitself (frontend or backend) or by processing email.

Please note that for new tickets created by email the automatic replies are processed before In-
stantReplies. Therefore if this plugin sends an automatic reply to a new ticket created by email
the InstantReplies will NOT be sent.

Make available When enabled, it makes the autoreply CRON command available to the CLI CRON script and
asaCRONtask  the CRON URL of ATS. Thiscommand processes all the Auto-Replies rulesfor open tickets and
sends the corresponding emails.

Bot usernames When you are using the auto-reply feature in Akeeba Ticket System you need one or more users
to appear asthe senders of the reply text. Thisiswhere you specify their usernames, one per line.

Im portant
The users must aready exist in your Joomla! site. If you have not created them aready,
go to Users, User Manager in the back-end of your site and create one or more users.

Then put their usernamesin the Bot usernames setting inside the Options page of Akeeba
Ticket System.

1.4. Custom fields

Displayed in the Joomlal Plugin Manager as Akeeba Ticket System - Custom fields

Y ou must enable this plugin when using the custom fields feature of Akeeba Ticket System. This plugin is used by
ATS o render the custom fields when filing a new ticket and displays the custom fields when viewing the ticket.
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1.5. Delete Manager Notes on ticket close / unpublish
Note

Thispluginis NOT availabe in Akeeba Ticket System Core.
Displayed in the Joomlal Plugin Manager as Akeeba Ticket System - Delete Manager Notes on ticket close/ unpublish

This plugin allows you to delete the manager notes from tickets when they get closed or unpublished. It makes the
del et not es CRON command available when set up to do so.

This might be arequirement for EU GDPR compliance. If you collect personally identifiable or confidential informa-
tion in Manager Notes -- such as social security humbers, login credentials etc -- you have to delete them when you
no longer need them to fulfil the request of your client. Obviously, when a ticket is closed or unpublished we can
reasonably assume that the request of the client has been fulfilled therefore there is no legal basis for keeping this
information in the ticket system. This plugin can automatically delete that information either immediately at ticket
close/ unpublish or after the fact for all closed / unpublished tickets.

The options for this plugin are:

Run onticket cre- Should | automatically delete the Manager Notes as soon as aticket is closed or unpublished?
ation

Make available When enabled, it makes the deletenotes CRON command available to the CLI CRON script and
asaCRON task  the CRON URL of ATS. Thiscommand will delete the Manager Notes from all ticketswhich are
aready closed or unpublished, in batches of 100 tickets.

1.6. EasySocial avatar integration

Note
Thispluginis NOT availabe in Akeeba Ticket System Core.
Displayed in the Joomla! Plugin Manager as Akeeba Ticket System - EasySocial avatar integration.
Thisplugin allows ATS to display the user's avatar using the EasySocial component. If you have EasySocial installed

on your site and want to use the avatars provided by it for Akeeba Ticket System enable this plugin. DO NOT enable
this plugin if you do not have EasySocial already installed on your site.

1.7. GeolLocation support
Note

Thispluginis NOT availabe in Akeeba Ticket System Core.
Displayed in the Joomlal Plugin Manager as Akeeba Ticket System - Geol ocation support.

This plugin alows you to record the geographic coordinates (location) of your users when they are filing aticket and
display that on amap for the support staff.

Warning

It may be illegal for you to collect this information, with or without explicit consent. Please consult with
your lawyer.
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The options are;

Use W3C Geolo-
cation AP

Use Geol P

Maximum ac-
cepted accurace
(metres)

Geol P source

Display map to

Display map with

Google Maps
APl Key

Internal field
name

When enabled, ATS will use the browser's geolocation feature. This is the preferred method on
smartphones and other devices which have a built in GPS chip or otherwise can determine the
user's exact location. Please note that due to browser restrictions this will only work if your site
isusing HTTPS and it will ask your users for explicit permission to share their location.

When thisis enabled, | P geolocation will be used as afallback when the W3C Geolocation APl is
disabled above, not available on the user's browser or the user has declined sharing their location.
This gets arough location based on the | P address the user is accessing your site from.

All geolocation methods report their accuracy, i.e. the radius from the returned point on the map
where the user may actually be. If the radius is above this value the location will be discarded.
Use something really big, such as 500000, to practically accept any resullt.

How should | convert IPs to geographic location when the Use Geol P option is enabled? You
can either use afree only service or the Akeeba Geol P Provider Plugin. The latter requires one of
our other Geol P-capabl e software (Akeeba Rel ease System, Admin Tools Professional) to update
the Geol P database.

Who should see the map with the user's location? It can be just the support staff (default), both
the staff and the ticket owner or everyone (NOT recommended!).

Which service should we use to render the map? Please note that Google Maps requires paying
them to get a Google Maps API key you need to enter below.

If you are using the Google Maps display method you need to enter the API key for Google Maps
here. Please note that you need to pay Google for this key.

Under the hood, the geolocation is stored as an ATS "extra field" attached to the ticket. Enter
the field name here. The default is geol ocat i on and should be fine unless you aready have
afield by the same name.

1.8. Gravatar integration

Displayed in the Joomla! Plugin Manager as Akeeba Ticket System - Gravatar integration.

This plugin allows ATS to display the user's avatar using the Gravatar [https://en.gravatar.com/] service. We recom-
mend leaving this plugin enabled at all times as it provides an excellent fallback if any other avatar methods do not
return an avatar picture.

Note

Inthe original ATS release thiswas the only available avatar method.

1.9. Fetch Email

Note

Thispluginis NOT availabe in Akeeba Ticket System Core.

Displayed in the Joomlal Plugin Manager as Akeeba Ticket System - Fetch Email
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This plugin alows your site to retrieve email from a mail server and create new tickets or replies to existing tickets
based on your settings. It makesthemai | f et ch CRON command available.

I mportant

This plugin only provides the infrastructure required to retrieve emails but does not automate the process,
i.e. publishing it isrequired byt NOT sufficient to retrieve emails.

You will need to create a CRON job, either using the CRON CLI script or the CRON URL. Please note
that the System - Akeeba Ticket System reply by email plugin has been removed because it had inherent
consistency issues when fetching email.

If you are creating a CRON job use the mai | f et ch CRON command to retrieve emails.

These are the parameters which allow users to reply or create new tickets by sending emails to your site. Please
remember to enable the respective plugin or the CRON job script.

Note

Starting with Akeeba Ticket System 3.2.0 we are no longer using the legacy PHP IMAP extension to retrieve
and parse email because it has not been maintained since the late 2000's and is no longer up to the task.
Instead, we are using the Horde IMAP library which is written in pure PHP and does not require any PHP
extensions. It's also faster and much more reliable. Nothing changes from your perspective.

Unless you are using Gmail / G Suite. Because of changes made by Google to their server we can no longer
offer the | am using GMail option and you can not keep on using Gmail / G Suite accounts over IMAP
with regular password authentication either. Thisis NOT because of the library change explained above but
because Google decided to discontinue support for a web standard. The reason we are now using the Horde
library isthat it's the only way we could support the only authentication method Google supports. It is very
complicated to set up.

Reply by email

Only for man-
agers

Create ticket by

email

Track email UID

Text version only

Default category

Mail server type

When enabled allows users to reply to their tickets by email.
When enabled the Reply by email feature is only available for managers

When enabled allows usersto create new tickets by emails. Obviously, the user needs to send the
email from the email address he used to register on your site.

Warning

This is dangerous! A user with an auto-reply may cause an endless amount of tickets
being created all the time. We strongly recommend NOT using this option.

When enabled Akeeba Ticket System will track the unique identifier of each email messageit has
processed to prevent doubl e posting of ticketse.g. when an error occursafter anew ticket iscreated
but before it's marked as read / deleted. This is recommended to be enabled on production sites.

When enabled Akeeba Ticket System will try to retrieve the plain text version of the email and
use it as the post content. If the user's mail client only sends an HTML version of the email this
could cause empty tickets to be posted.

The category where the new tickets created by the " Create ticket by email" feature will be placed.

Y our incoming mail server type (IMAP, POP3 or GMail).
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Mail server host
Port
Use SSL

UseTLS

Validate certifi-
cates

Username

Password

Mail folder

API Client ID

API Secret Key

Authorize GMail

Access Token

Refresh Token

Delete after post
creations

InstantReply on
new ticket

If you are using a GMail / G Suite mail account please refer to the "GMail / G Suite Initial Con-
figuration" section of this documentation.

The hostname or | P address of your mail server
The port of your mail server
If your server uses SSL set thisto Yes

If your server uses TLS set both this to either When Available or Always and also set Use SSL
toYes

If you have enabled Use SSL and Use TL S select this option to have ATS verify the SSL certifi-
cates presented by your mail server. If the certificates are self-signed this WILL fail. We recom-
mend using this option only when your mail server isusing acommercial SSL certificate.

The username you use to connect to your incoming mail server. Usually thisis either your email
address or the part of your email address before the @ sign. Please consult your email provider.

The password you use to connect to your incoming mail server.

If you havean IMAP/GMail / G Suite mail server select the folder where the messages are stored.
Thisisusualy INBOX (al capital letters)

Only appliesif you areusing aGMail / G Suite mail account. Pleaserefer to the "GMail / G Suite
Initial Configuration™ section of this documentation.

Only appliesif you are using aGMail / G Suite mail account. Please refer to the "GMail / G Suite
Initial Configuration™ section of this documentation.

Only appliesif you are using aGMail / G Suite mail account. Please refer to the "GMail / G Suite
Initial Configuration™ section of this documentation.

Only appliesif you areusing aGMail / G Suite mail account. Pleaserefer to the "GMail / G Suite
Initial Configuration™ section of this documentation.

Only appliesif you are using aGMail / G Suite mail account. Please refer to the "GMail / G Suite
Initial Configuration™ section of this documentation.

Should the retrieved email messages be deleted from the server after the post/ticket has been
created? If thisis set to No then the emails are only marked as read. If you set this option to No
we strongly advise that you set Track email UID to Yes.

Only applies when Create ticket by email is enabled. Thisfeature will NOT send any repliesif a
plugin has already sent areply to the ticket, e.g. the Akeeba Ticket System - Automatic Replies
with the Run on ticket creation option enabled.

When this feature is enabled ATS will evaluate the InstantReply suggestions for the new ticket.
If there is at least one InstantReply suggestion it will send a reply to the ticket using the virtual
"System Task™ user with alist of the InstantReply suggestions and aprompt to consider them first.

You can control the text that will be added before and after the list of InstantReply sug-
gestions through the language strings COM_ATS INSTANTREPLY_EMAIL_BEFORE and
COM_ATS_INSTANTREPLY_EMAIL_AFTER. Y ou can customise these language strings us-
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ing Joomlas language override feature. Make sure you override them for both the front- and the
backend of your site.

This feature is enabled by default. Even though the effect of an immediate reply to a ticket may
be dightly jarring to some users it also reduces the amount of work for the support staff and
increases the likelihood that the user will be able to resolve their own issue faster, without help
from a human.

Please note that tickets filed by email which are sent an InstantReply post through this feature
DO NOT count as "Spared tickets' in the graph appearing in the Control Panel page of Akeeba
Ticket System.

1.9.1. GMail / G Suite Initial Configuration

Starting March 2020 we have removed the | am using Gmail checkbox from our software due to a change in Google's
Gmail and G Suite email services.

If you want to useaGmail or G Suite email account with Akeeba Ticket System you will need to undergo thefollowing
process once per site and email address you want to use with Akeeba Ticket System.

Please keep in mind that thisis not alimitation of Akeeba Ticket System. It is a consequence of changes effected by
Google without prior notice or an easier aternative, as explained in detail in the Frequently Asked Questions below.

Overview

Akeeba Ticket System needs to retrieve your emails from the mail server and process them for the Reply by Email
and New Ticket by Email featuresto work. The standard way to do that is connecting to your mail server with either
the IMAP or the POP3 protocol using a username and a password for authenticating (logging into) the server. For
most mail server the username is your email address and the password is, well, the password you use to login to your
email account.

Starting in the early 2010's, Google introduced Two Factor Authentication (TFA) for its Gmail and G Suite Mail
accounts (collectively called “Gmail” in this documentation). Due to the higher security standard inherent to TFA it
was no longer possible to use your password for IMAP / POP3 authentication. They introduced application-specific
passwords.

Starting in 2019 and enforced throughout 2020, Google completely discontinues standard IMAP password authenti-
cation, either with aregular password (for non-TFA accounts) or an application-specific password (for TFA accounts).
Instead, they have migrated to a proprietary authentication method called XOAUTH2.

Instead of entering your email address and your password / application-specific password you need to instead login
to your Google account associated with your Gmail mail account in your browser. Google will send back to your site
two long pieces of text called tokens.

The [Definition: Access Token] iswhat is used for authenticating to IMAP. It is also set to expire frequently, approx-
imately once every hour. The second token is called the [ Definition: Refresh Token] and can be used to request a new
Access Token when the current Access Token has expired.

What thisoversimplified overview doesn't addressisthat tokens are not issued for your Gmail user account in general.
In other words, they are not like app-specific passwords which were valid for any and all applications accessing Gmail.
They are issued for your Gmail user account to an OAuth2 API application registered with Google — and only this
application can ever use these tokens. This is meant to be a double assurance measure. On one hand, the Gmail user
can revoke the API application's access to their Gmail account whenever they see fit, without having to change their
Gmail password and disturb every other connected application. On the other hand, Google has a tight control over
who can ask Gmail users for access to their email account.
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Creating an OAuth2 API application

For reasons explained in the Frequently Asked Questions below it is ultimately not possible for Akeeba Ltd to create
an API application which allows you to connect your Gmail account to your site without having to undergo this
complicated process. Y ou will need to create an APl application yourself, free of charge, in Google Cloud Platform
[https://console.cloud.google.com]. Y ou can then have Akeeba Ticket System use the connection information of that
API application to request accessto your Gmail account. This processonly needsto becarried over once per Gmail
account / G Suite organization.

I mportant

The information under the “Creating an OAuth2 API application” section are provided for information pur-
poses only. They are not meant to be definitive. They are subject to change without prior notification by
Google. If you find that the steps have significantly changed since the publication of this document please
contact Google for support. Google requests that third parties, like us, do not provide support for its products.
Asaresult we are NOT allowed to help you with your Google Cloud Platform issues.

Creating an OAuth2 API application

First, you need to go to Google Cloud Platform [https://console.cloud.google.com]. Make sure that you are logged in
with the correct user account, depending on what you want to connect to your Akeeba Ticket System installation:

« If you aregoing to connect your Gmail account (@gmail.com) you must be logged in with the same Gmail account
you are going to connect.

« If you are going to connect a G Suite email account you must be logged in as an administrator of the same G Suite
organization where the email you want to connect is registered with.

Check the currently logged in account the same way as you do in all Google web products, from the icon at the top
right corner of your screen.

Enable Google Cloud Platform for your Google account

Thisisdescribed in Google's Getting Started page [https://cloud.google.com/apis/docs/getting-started]. The takeaway
is that you may have to enable hilling even though what you are going to be using is free of charge. That's a weird
requirement of Google and is ABSOLUTELY NOT under Akeeba Ltd's control. Thank you for your understanding.
Create an API project

From the top of the page, next to the “ Google Cloud Platform” text, there is a dropdown with your projects.

Show the projects management popup

= Google Cloud Platform B dionysopoulos.me

Dashboard

[i ] Page not viewable for organisations. To view this page, select a project. SELECT PROJECT CREATE PROJECT

Click on it to display the projects management popup.
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Pr oj ects management popup

[_ Search projects and folders
Q

RECENT

Mame

+ B dionysopoulos.me @

CANCEL OPEN

From the leftmost popup make sure that you select your G Suite organization. This does not apply if you are using
your personal Gmail account.

Then click on the NEW PROJECT button in the top, right hand corner of the page.
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New project, first step

= Google Cloud Platform

New Project

Praject name *
[ Akeeba Ticket System demo| (7]

Froject ID: akeeba-ticket-system-demo. It cannot be changed later.  EDIT

Organisation

dionysopoulos.me o
This project will be attached to dionysopoulos. me.

Location *
[ dionysopoulos.me BROWSE

Farent organisation or folder

CREATE CANCEL

In the Project name field enter something descriptive, e.g. “Support System Integration”. Thisis just for you. Keep
it short.

Click on the blue CREATE button.
Wait for afew seconds until Google informs you that the project has been created.

Enable the Gmail APl on your API project

Note

Yes, this also appliesif you are using G Suite. Asfar as Google is concerned, Gmail and G Suite email are
one and the same.

75



The plugins

Navigating tothe APIs& ServicesLibrary

Marketplace

&4  Billing

APls & Services

Dashboard
i Credentials
© 1AM & Admin >
OAuth consent screen
‘& Getting started Dormain verification
@ Secur'rty b Page usage agreements

From the new page click on the hamburger menu icon, hover over APIs & Services and click on Library.
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The APIs& ServicesLibrary page

= Google Cloud Platform 3¢ Akeeba Ticket System demo w

< APl Library

.

Welcome to the API Library

The API Library has documentation, links and a smart search experience.

L

. Q,  Search for APIs & Services

Inthe APIs & Services Library page click on the "Search for APIs & Services' and type g |

After afew moments you will see only one result called “Gmail API”.

The Gmail API result

Google Cloud Platform 2= Akeeba Ticket System demo

& Search Q, gmail X
Filter by 1 result
CATEGORY
Gmail API
Email (1) M Google
G Suite (1) Flexible, RESTful access to the user's inbox
Click onit.
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The Gmail API page

= Google Cloud Platform & Akeeba Ticket System demo

& APl Library

Gmail API
Google

Flexible, RESTful access to the user's inbox

ENABLE TRY THIS APl [T

Type Overview
APls & services

The Gmail API lets you view and manage Gmail mailbox data like threads, messages, and labels.
Last updated

10/12/2019,02:34 About Google

Wait a few moments for the ENABLE button to appear. Then click on the ENABLE button and wait until its control
panel page appears.

The Gmail API control panel page

Google Cloud Platform  2e Akeeba Ticket System demo v

APIs & Services Overview Il DISABLE API
L Gmail API

Il Overview

©®  Touse this API, you may need credentials. Click ‘Create credentials’ to get started CREATE CREDENTIALS
@i Metrics _—

©r  Credentials
EE Details i Traffic by response code

Name
Gmail API

Request/sec (2 hr average)

By
Google
Service name

gmail.googleapis.com 0.6/s

A No data is available for the selected time frame
Overview

The Gmail API lets you view and manage
Gmail mailbox data like threads, messages,
and labels.

Activation status - - o
Enabled Feb 08 Fab 18 Feb 23 Mar 01

‘#® Tutorials and documentation > View metrics

Learn more
Try in APl Explorer

Maintenance & support
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Create an OAuth2 consent screen

Navigating to the APIs& Services Consent Screen

Google Cloud Platform  &* Akeeba Ticket System demq

Marketplace

&4 Billing

APls & Services
Dashboard

'i' Support > Library

) Credentials
© 1AM & Admin >
¥ Getting started

Domain verification

Page usage agreements

';5 Security >

From the new page click on the hamburger menuicon, hover over APIs& Servicesand click on OAuth Consent Screen.
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Setting up an Internal project

= Google Cloud Platform $* Akeeba Ticket System demo Q
API APIs & Services OAuth consent screen
e Choose how you want to configure and register your app, including your

target users. You can only associate one app with your project.
i Library

or  Credentials User Type
@® Internal @
v OAuth consent screen
Only available to users within your organisation. You will not need to
Domain verification submit your app for verification.
So Page usage agreements O External @

Available to any user with a Google Account.

CREATE

In the new page select I nternal as your project type.

Important

You MUST select Internal. This project type only allows your personal Gmail address/ any email addressin
your G Suite organization to be authorized. Thisiswhat you want and the only way that you will not need to
go through Googl€'s verification process. If you accidentally select External you will need to go through the
verification process which will take a massive amount of time and effort on your part only to be _declined
since you don't have a valid use case for an External project that allows anyone, with any Gmail / G Suite
email address, to authorize your application to access their account.

Click on the blue CREATE button to proceed.
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OAuth2 consent page setup, top section
API APIs & Services OAuth consent screen

L

o Dashboard Before your users authenticate, this consent screen will allow themn to choose
whether they want to grant access to their private data, as well as give them a link
to your terms of service and privacy policy. This page configures the consent

i Librar

e y screen for all applications in this project.

O Credentials Application type
Public

W OAuth consent screen Any Google Account can grant access to the scopes required by this app.
Learn mare about scopes

Domain verification ® Internal

Only users with a Google Account in your crganisation can grant access to the scopes

— requested by this app.
= Page usage agreements 9 ' s

Application name
The name of the app asking for consent
Akeeba Ticket System
Application logo
An image on the consent screen that will help users recognise your app

akeeba-ticket-system-512.png Browse

Support email
Shown on the consent screen for user support

_ -

Scopes for Google APls
Scopes allow your application to access your user's private data. Learn more

If you add a sensitive scope, such as scopes that give you full access to Calendar or Drive,
Google will verify your consent screen before it's published.

openid

Add scope

In the new page enter an Application Name. Thiswill be displayed when authorizing Akeeba Ticket System to your
Gmail account. We recommend entering something aong the lines of “ATS on example.com” where example.com
is the domain name of your site.

In the Application Logo select any square image over 128x128 pixels. Y ou can use your logo, for example.
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Then click on the Add scope button. This opens a popup diaog.

OAuth2 scope popup

Add scope

= Gmail API £3

= API A

e Gmail API
Gmail API
Grmail API
Grmail API

Gmail AP

Scope

ermail

profile

openid

https:./mail.google.com/

fauth/gmail addons_current action.compose

fauth/gmail addons. current. message action

fauth/gmail addons_current. message metadata

fauth/gmail addons. current. message readaonly

In the search box at the top enter Grai | API tofilter the results.

Scopes are used to grant an application different levels of access on behalf of the end user. Learn more about OAuth 2.0
Only scopes for enabled APIs are listed.

Description

View your email address

See your personal info, including any personal
info you've made publicly available

Associate you with your personal info on
Google

Read, compose, send and permanently delete
all your email from Gmail

Manage drafts and send emails when you
interact with the add-on

View your email messages when you interact
with the add-on

View your email message metadata when the
add-on is running

View your email messages when the add-on is
running

{1 Cannot find a scope? Only scopes for enabled APIs are listed above. To add a missing scope, please visit the Google AP
Library to find and enable the API that you would like to use before returning to add scopes, or manually paste your scopes.

CANCEL ADD

From the list below select the Gmail API entry with the Scope https://mail.google.com/

Note

Yes, thisalso appliesif you are using G Suite. As far as Google is concerned, Gmail and G Suite email are

one and the same.

Click on the ADD button.
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OAuth2 consent page setup, bottom section
Scopes for Google APls
Scopes allow your application to access your user's private data. Leam more

If you add a sensitive scope, such as scopes that give you full access to Calendar or Drive,
Google will werify your consent screen before it's published.

email

profile

GpenIE

https://mail. google.com/

Add scope

Authorised domains

To protect you and your users, Google only allows applications that authenticate using
OAuth to use Authorized Domains. Your applications’ links must be hosted on Authorized
Cemains. Learn more

il
.LCom [ |

Type in the domain and press Enter to add it

Application Homepage link
Shown on the consent screen. Must be hosted on an Authorized Domain.

httpa:..’.-"www._cnrn.." ats-info.htmi

Application Privacy Policy link
Shown on the consent screen. Must be hosted on an Authorized Domain.

https:..ﬂ-"www._cnrn.." privacy-policy.html

Application Terms of Service link
Shown on the consent screen. Must be hosted on an Authorized Damain.

hittps: i weww. -c:nrn.."tns htrml
m Cancel
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Under Authorized Domains enter your site'sdomain name. It isVERY important that the domain name you enter
here matches EXACTLY the site you are going to be using to link Akeeba Ticket System with your email
address. Do remember that ww. exanpl e. comand exanpl e. comare different domains.

Note

If you have not yet linked the domain name to your Google Cloud Platform account you will be asked to do
s0. The easiest way is to be using Google Analytics on your site.

In the Application Homepage Link enter the URL to your site. It is VERY important that the domain name in
thisURL matchesEXACTLY oneof the Authorized Domainsyou set up above. Do remember that www. exam
pl e. comand exanpl e. comare different domains.

In the Application Privacy Policy Link enter aURL onyour site. This can be adummy page, aslong asit doesn't return
a404. It is VERY important that the domain name in this URL matches EXACTLY one of the Authorized
Domainsyou set up above. Do remember that ww. exanpl e. comand exanpl e. comare different domains.

Y ou don't need to enter an Application Terms of Service Link.

Finally click on the Save button.
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Get your API credentials

Navigating to the credentials page

Google Cloud Platform 3 Akeeba Ticket System de

Billing

API APIs & Services

Dashboard
Support > Library

L
L]

Credentials
© 1AM & Admin >
=

OAuth consent screen

Getting started Dorain verification

Page usage agreements

';5 Security >

From the new page click on the hamburger menu icon, hover over APIs & Services and click on Credentials.
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The credentials page

Google Cloud Platform

2* Akeeba Ticket System demo v

API APIs & Services Credentials + CREATE CREDENTIALS ) W DELETE
< Dashboard Create credentials to access your enabled APls. Learn more
4 Library
APl keys
O Credentials
D Name Creation date Restrictions Key Usage with all services (last 30 days) o
Cid OAuth consent screen No AP keys to display
Domain verification
OAuth 2.0 Client IDs
Sa Page usage agreements
D Name Creation date Type Client ID Usage with all services (last 30 days) @

No OAuth clients to display

Service Accounts
O Email Name

No service accounts to display

Manage service accounts

Usage with all services (last 30 days) [2]

On the credentials page click on CREATE CREDENTIALS at the top of the page.

New credentials popup

Google Cloud Platform

&* Akeeba Ticket System demo v

APls & Services Credentials

¢+  Dashboard Create credentials to aci
it Library

APl keys
O Credentials

Name

O

Ho OAuth consent screen No API keys to displa

Domain verification

OAuth 2.0 Clie

Page usage agreements

m

From the drop-down, select OAuth client ID.

<+ CREATE CREDENTIALS @ DELETE

APl key
Identifies your project using a simple API key to check quota and access.

OAuth client ID
Requests user consent so that your app can access the user's data.

Service account
Enables server-to-server, app-level authentication using robot accounts

Help me choose
Asks a few guestions to help you decide which type of credential to use

Foccslan doba 1 . Allaes "
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New credentials setup page

Google Cloud Platform & Akeeba Ticket System demo w

& Create QOAuth client ID

Far applications that use the DAuth 2.0 protocol to call Google APls, you can use an QAuth 2.0 client 1D to
generate an access token. The token contains a unique identifier. See Setting up OAuth 2.0 for more information.

Application type
& Web application

Android Learn more
Chrome App Learn more

i0S Learn more
Other

Narme

ATS demo

Restrictions
Enter JavaScript origing, redirect URls or both Learn more

Origins and redirect domains must be added to the list of authorised domains inthe OAuth consent settings.

Authorized JavaScript origing

For use with requests from a browser. This is the origin URI of the client application. It cannot contain a wildcard
(https:f* example.com) or a path (https:/Yexample.comy/subdir). If you're using a non-standard port, you must include it
in the origin URL

https:.-‘_a'www.-.cnm (]

https://www.example.cc
Type in the domain and press Enter to add it
Authorised redirect URIs
For use with requests from a web server. Thig is the path in your application that users are redirected to after they have

authenticated with Google. The path will be appended with the authorisation code for access. Must have a protocal.
Cannot contain URL fragments or relative paths. Cannot be a public IP address.

https:.-‘_e'www.-.l::l:urn.-'adminlsirator;’lndex.php? ]
option=com_ajax&group=ats&plugin=AtsMailfetchGmailCode&format=raw

https://www.example

Type in the domain and press Enter to add it

Select the Web Application under Application Type.

Enter any Name you want; thisis only for your convenience.
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Under Authorized JavaScript origins enter your site's URL, e.g. https.//www.example.com. It is VERY important
that thedomain namein thisURL matchesEXACTLY oneof the Authorized Domainsyou set up in the OAuth
consent page setup earlier. Do remember that ww. exanpl e. comand exanpl e. comare different domains.

The Authorized Redirect URIsisthe most important part of this process. It needsto be your site URL plus/ admi n-
i strator/index. php?opti on=com aj ax&gr oup=at s&pl ugi n=At sMai | f et chGmai | Code&f or -
mat =r aw

For example, if your siteisht t p: / / www. exanpl e. cont nysi t e you would need to enter

htt p: // ww. exanpl e. cont nysi te/

adm ni strator/i ndex. php?opti on=com aj ax&gr oup=at s&pl ugi n=At sMai | f et chGmai | -
Code&f or mat =r aw

Warning

If you get this URL wrong you will NOT be able to connect Akeeba Ticket System to your email address.
You will get an error 400 from Google. If that happens to you, you will need to come back to this page and
fix the Redirect URI.

Click on Create.
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The API credentials popup

OAuth client created L

{  The client ID and secret can always be accessed from Credentials in APls &
sServices

i o OAuth access is restricted to users within your organisation,
unless the OAuth consent screen is published and verified.

Your Client ID
.apps.gc e

Your Client Secret

You will now see a popup with your API credentials. Before doing anything else copy these credentials to a safe
place. Y ou need to copy BOTH the Client ID AND Client Secret. Use the copy buttons next to each one to copy them
to your clipboard, do NOT try to highlight them (you cannot highlight the entire Client 1D).

Use your API credentials in Akeeba Ticket System

Go to your site's administrator backend.

Click on Extensions, Plugins from the top menu.

Find and click on the Akeeba Ticket System - Fetch Email plugin.
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Editing the Akeeba Ticket System - Fetch Email plugin

& Plugins: Akeeba Ticket System - Fetch Email

Flugin

Akeeba Ticket System - Fetch Email
ats P maifotch

Downloads and processes email to create new tickets or ticket replies. Makes available the mailfetch CRON task. You need to set up your own CRON job to
run this task.

Reply by email No Yes

Only for managers No Yes

Create ticket by email No Yes

Track email UID No Yes

Text version only No Yes

Default category Account issues =

Mail server type GMail / G Suite -

Username support@dionysopoulos.me

AF| Client ID 418078923559-163ad561drjrptg5ve
AP Secret Key mRBKOMd—PSbOBVKCanS4bE‘>b|

Authorize GMail
Hinorize A Sign in with Google

Access Token
Refrash Token
Delete after post creations No Yes

InstantReply on new ticket No Yes

On the screen, under Mail server type please chooseGVai | / G Suite

Under Username enter your email address.

I mportant

The email address you enter here MUST be the same one you will be authorizing in the next couple of steps.
Otherwise ATS will be unable to retrieve any email.

Inthe API Client ID field paste the Client ID you copied from Google Cloud Console in the steps further above.
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Inthe API Secret Key field paste the Secret Key you copied from Google Cloud Console in the steps further above.

Next to Authorize GMail thereis a Sign in with Google button. Click on it. A popup opens.

Gmail popup, select an account

G Sign in with Google

0O

Choose an account

to continue to Akeeba Ticket System

- [
* I
e Support Service

* I

(@ Use another account
Before using this app, you can review Akeeba Ticket
System's privacy policy and terms of service.

Select the email account you want to link to Akeeba Ticket System. It must match exactly the email address you
typed in the Usernamefield in the plugin configuration page.
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Gmail popup, final authorization

G Sign in with Google

0

Akeeba Ticket System wants to
access your Google Account

< I
This will allow Akeeba Ticket System to:

[ Read, compose, send, and permanently delete all (5)
your email from Gmail

Make sure you trust Akeeba Ticket System

You may be sharing sensitive info with this site or app
Learn about how Akeeba Ticket Systern will handle your
data by reviewing its terms of service and privacy policies
. You can always see or remove access in your

Google Account.

Learn about the risks

Click on Allow to complete the link.

The popup will redirect back to your site and you will see a"One moment please” message momentarily. The popup
will automatically close and the Access Token and Refresh Token fields will befilled in.

Now click on Save & Closein the toolbar. Y ou are done.

I mportant

If you have multiple sites DO NOT copy the Access Token and Refresh Token between them. It will NOT
work.

1.9.2. Troubleshooting

Possible error on the popup: You are not authorized to view this resource
Have you entered the Client ID and Secret Key before clicking the Login with Google button?

Are the Client ID and Secret Key correct, created for a web application OAuth2 flow as described above and they
really, really, REALLY belong to the API application you created on Google Cloud Platform? Before dismissing this
guestion as too basic — these are examples of mistakes made writing this documentation.

Has the user you are currently logged in with adequate Joomla privileges to edit the plugin options?
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If you answered yes to all of the above then probably your Joomla session is broken. Log out from Joomla, log back
inand try again.

Possible error on the popup: Google error 400

Error 400 on the popup

Google

400. That's an error.

Error: redirect_uri_mismatch

The redirect URI in the request,

https:/ (| Il 2dministrator/index php?
option=com_ajax&group=ats&plugin=AtsMailfetchGmailCo
does not match the ones authorized for the OAuth client.
To update the authorized redirect URIs, visit:
https://console.developers.google.com/apis/credentials/oal

Learn more

' Request Details

That's all we know.

If you receive an error 400 _from Google when the popup first opens the problem is that you have not entered the
correct Authorized Redirect URIs as explained under “Get your API credentials’.

Please correct the redirect URL and try again.

Possible error on the popup: 403, 404 or Joomla error page

Y ou might get an error 403 or 404 or a Joomla error page in the popup after you confirm that you want to link your
email addressto your application.

The problem is that your server is rgjecting Google's redirection URL because it contains the URL parameter
scope=https://mail.googl e. com . Asyou can see, Google includes a full, unencoded URL which might
trigger the server's protection.

If you are using our Admin Tools software and its .htaccess Maker, NginX Conf Maker or Web.config Maker feature
please go to Components, Admin Tools, click onthe .htaccess Maker, NginX Conf Maker or Web.config Maker button
(depending on what you are using on your site) and set Protect against common file injection attacksto No. Then click
on Save and Create .htaccess. Now you can retry linking your mail account to Akeeba Ticket System. After you're
done you can set that option back to Yesif you want.

If you are not using Admin Tools or that did not help please contact your host. They might have to make a server
configuration change, e.g. disable an Apache ModSecurity2 server protection rule.
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1.9.3. Frequently asked questions
1.9.3.1.Why did you remove the old Gmail integration? It seemed to work fine.

Yes, it did work fine. However, Google decided to phase out the IMAP password authentication for Gmail and
G Suite mail. This meansthat starting June 2020 it no longer works fine—it doesn't work at all. Implementing
XOAUTH2 isarequirement imposed by Google, not Akeeba Ltd. If you are unhappy with that please let them
know; we have done so already.

1.9.3.1.&ther applications don't require me to go through that process to login to Gmail / G Suite. They just show a
consent page. Why didn't you implement something like this?

Thisis exactly the approach we initialy pursued. However, Google wouldn't allow usto do it.

As explained earlier, Access and Refresh Tokens are issued to an APl application registered with Google.
There are two kinds of applications. An Internal application — like the one created with the process explained
above—only allows getting tokens for an email account that isthe same as the one creating the account (Gmail)
or belongs to the same organisation (G Suite). This wouldn't work for our clients. This meant that we had to
create the other kind of API application, an External one. The External application is able to request tokens for
any Gmail or G Suite account. However, External applications need to be verified by Google.

Normally, External applications are used for desktop applications, mobile apps or hosted web services. Akeeba
Ticket System is none of the above. It's a self-hosted web application meant to be installed on your sites. The
tokens are meant to be stored on our clients' sites, not our server. Theemailsareretrieved directly by our clients
sites, not through our server. However, Google requires us to host an application on our domain to retrieve the
Access Token and, when it expires, exchange the Refresh Token with a new Access Token.

The only solution to that is something similar to what desktop / mobile apps like Thunderbird or Microsoft
Outlook for Android do — or like what we are already doing in Akeeba Backup to integrate with Google Drive:
a"mediator" application. That's a barebones application hosted on our site which handles the OAuth2 consent
flow, retrieves the Access and refresh Tokens and conveys them to your site, without storing them on our
server. This guarantees your privacy.

We wrote and tested that code and submitted our External API application to Google for verification. Unfor-
tunately, Google decided to decline the verification of our Extenal API application on the grounds that the site
processing the email is not the same as the domain name registered with the application. Therefore they are
rejecting the use case of aself-hosted ticket system using an easy method for authenticating to Gmail / G Suite.

Google gave us only one alternative: have an unverified application which could be whitelisted by G Suite
administrators manually. This aternative is bad for two reasons. First and foremost, it makes it impossible
for Gmail clients (with an @gmail.com email address) to use Akeeba Ticket System; that's the magjority of
our clientsinterested in connecting Akeeba Ticket System with amail account hosted by Google. Second, the
manual whitelisting process isjust as complicated as creating your own Internal APl application.

Thisleft uswith two options. One, we would have to stop supporting Gmail / G Suitein Akeeba Ticket System.
Two, we would have to make you create your own Internal APl applications with Google since they do not
require going through the verification process. We chose the latter as the lesser of two evils.

Wearefully awarethat this processiscomplicated and hostileto the users. We did raise that point with Google,
repeatedly, throughout the onerous verification process. Unfortunately, Google does not want to consider soft-
ware like Akeeba Ticket System asvalid consumers of email. In other words, email accounts hosted by Google
come with artificial limitations imposed by Google. They are not real email accounts that can be used for any
purpose their owners see fit. They are crippled by anti-features which are controlled by a commercial entity's
opaque and arbitrary decision making process.
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We strongly recommend not using a Google-controlled, crippled email account whenever possible. If your
organisation / client istied to G Suite then you will have to go through the complicated process of creating an
Internal API application. Unfortunately, we can't be of much help because Google doesn't want third parties
providing support for its products either. Worse, yet, because of the nature of an Internal API application we
cannot perform that process for you, not for free or even for a fee; it would require administrator access to
your Gmail / G Suite account that you cannot reasonably provide and we cannot possibly accept to be given
for reasons that have to do with GDPR and similar privacy legisation.

1.9.3.1.Bam not a G Suite admin (e.g. | am a site integrator working on behalf of my client). Can | set up Akeeba
Ticket System to use the G Suite account?

No, you can't. That's a limitation due to Googl€e's decision not to authorize our External project as described
above.

1.9.3.1.44do not have access to my client's Gmail account. Can | set up Akeeba Ticket System to use their Gmail
account?

No, you can't. That's a limitation due to Googl€e's decision not to authorize our External project as described
above.

1.9.3.1.bbelieve there is an easier way to connect to Gmail / G Suite email
Yes, you areright, there is. Unfortunately, Google denied verification for it. See the long explanation above.
1.9.3.1.6low about the security, privacy and GDPR compliance of this integration?

Y our OAuth2 API application information (client ID and secret key) and your access and refresh tokens are
**only** stored on your own site, as plugin parameters. They are NOT shared with Akeeba Ltd or any other
third party, nor do they ever leave your site. This means that you have perfect privacy of your support tickets.

Regarding security, your information is as secure as your Joomlal site itself. If your site gets hacked you
should unlink your email address from your API application, disable the OAuth2 API credentials of your API
application and create new ones, thenrelink AT Sto your email account. A more secure alternativeisforwarding
your emails to a non-Gmail, non-G Suite email account that's accessible over regular IMAP with password
authentication. In case of compromise you can simply change the password of that account and be donewith it.

Asfor GDRP, CCPA and similar privacy legislation — please ask your lawyer. We cannot give alegal opinion.
Our non-legal adviceisthat you should disclose that the emails sent to a particular email address are automat-
ically processed by software running on your site for the purpose of creating new support tickets or replies to
existing ones. If that has other privacy implications, e.g. third parties employed by / affiliated with your site
have access to the ticket system, that should be disclosed aswell. Again, it's best to ask aqualified lawyer.

1.9.3.1.Can | forward my Gmail / G Suite emails to a different account and access that account over IMAP / POP3
instead?

Yes, of course you can. Google has documented the automatic mail forwarding process already [https://sup-
port.google.com/mail/answer/10957?hl=en].

Once you set up your automatic forwarding to a regular email account, e.g. one provided by your hosting
company, you can connect ATS to that email account over IMAP / POP3.

1.10. New post notification emails
Note

Thispluginis NOT availabe in Akeeba Ticket System Core.
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Displayed in the Joomlal Plugin Manager as Akeeba Ticket System - New post notification emails.

This is a very important plugin. It is responsible for sending emails whenever a new ticket is created or areply is
sent to an existing ticket. Unless you have a very serious reason not to, we strongly recommend keeping this plugin
published at all times.

1.11. Remove Obsolete Attachments
Note

Thispluginis NOT availabe in Akeeba Ticket System Core.
Displayed in the Joomlal Plugin Manager as Akeeba Ticket System - Remove Obsolete Attachments

This plugin allows you to automatically delete attachments a certain amount of time after they are sent. It makes the
renpoveat t achment s CRON command available when set up to do so.

This plugin replaces the obsolete at s- r enpve- at t achment s CLI script.

The options for this plugin are:

Only closed When enabled only attachments which are old enough and belong to already closed tickets will
be removed. Otherwise all attachments, even from open tickets, will be removed if they are old
enough.

Maximum attach- Attachments older than this many days will be deleted by the at s-renpve-attach-
ment age (days)  nment s. php CRON script

1.12. Social "Like" buttons
Note

Thispluginis NOT availabe in Akeeba Ticket System Core.
Displayed in the Joomlal Plugin Manager as Akeeba Ticket System - Social buttons.

This plugin allows visitors of your site to "like" and share your public tickets on various social networks including
Facebook, Google+, Twitter and Pinterest. Thisis ahandy feature to allow your usersto easily share the public tickets
with obvious SEO value.

1.13. Joomla! User Groups integration
Note

ThispluginisNOT availabe in Akeeba Ticket System Core.
Displayed in the Joomlal Plugin Manager as Akeeba Ticket System - Joomlal user groups integration

This plugin displays to your support staff the user groups each user belongsto. Thisinformation is printed under the
username displayed along each ticket post.

2. The ATS InstantReply plugins

AkeebaTicket System hasahandy feature called InstantReply. When auser istrying tofileanew ticket, Akeeba Ticket
System will use the content of the ticket subject line, asit's being typed, to search sources of relevant information and
display the ten most relevant links to the user.
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Based on our experience this has a doubly beneficial effect. Between athird and half of all tickets are duplicates, i.e.
it's a question that has been asked and answered in the near past. Presenting the user with a similar, solved case (as
long asit'aa public, closed ticket) makesit extremely likely that they will apply the same solution to their own issue.
Their question is addressed practically instantly which means that the user didn't lose time waiting for a ticket reply
and aticket has not been filed which saves time and resources for the support staff. Everyoneis happier.

Moreover, the relevant InstantReply links tend to improve the quality of the tickets being filed. The user has already
been presented and hopefully read FAQ pages, repliesto similar issues etc. Asaresult they have abetter understanding
of how their issue compares to similar cases and what information was ultimately required for the support staff to
provide assistance. Therefore they are more likely to provide more relevant information upfront, making it easier and
faster for the support staff to help them.

The sources of information being searched are controlled by the pluginsof theat si nst ant r epl y type. Thissection
documents these plugins and their options.

2.1. Akeeba Doclmport Articles

Displayed in the Joomlal Plugin Manager as ATS InstantReply - Akeeba Doclmport articles
This plugin provides InstantReply answers by looking into related articles in the specified categories of the Akeeba

Docl mport® documentation component. Akeeba Doclmport® uses DocBook XML files to automatically generate soft-
ware documentation page. It is what we use on our own site for our Documentation section.

Plugin Configuration

The plugin has no configuration parameters.

Category InstantReply options
The plugin provides the following options in the InstantReply tab when editing an ATS Category:
InstantReply Select the Doclmport categories which will be searched by InstantReply. If you do not wish this

Doclmport cate-  ticket category to provide links to Doclmport articles leave this setting blank.
gories

2.2. Akeeba Ticket System public tickets

Displayed in the Joomlal Plugin Manager as ATS InstantReply - Akeeba Ticket System public tickets

This plugin provides InstantReply answers by looking into already closed, public tickets filed in the same Akeeba
Ticket System category as the one the new ticket is being filed.

Plugin Configuration
The plugin offers the following configuration parameters:

Maximumticket ~ WhensettoOall closed, publicticketsinthe same AkeebaTicket System category will be searched

age when retrieving InstantReply answers. Depending on the phrasing of the new ticket's title, it's
possible that the best matching reply will be aticket that's many months or years old. Tickets that
old may no longer be relevant and could confuse or frustrate users.

Setting this option to a non-zero value will limit the tickets being searched for InstantReply an-
swers to public tickets which were closed at most this many days ago.
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For example, setting this option to 30 will only search tickets closed the last month (30 days)
when retrieving InstantReply answers.

According to our experience values between 60 and 180 work best for most software support
puUrposes.

Category InstantReply options

The plugin does not provide any options in the InstantReply tab when editing an ATS Category.

3. The "finder" plugins
3.1. Akeeba Ticket System

Displayed in the Joomla! Plugin Manager as Smart Search - Akeeba Ticket System.
This plugin integrates Akeeba Ticket System with Joomlal's Smart Search feature (a.k.a. "Finder"). In short, it allows

Smart Search to index and search public tickets. Please note that private tickets are never indexed. If you makeapublic
ticket private it will be immediately removed from Smart Search's index.

Note
No, we cannot have privateticketsindexed and their results shown only to theticket owner. Thisisalimitation
of Smart Search, not Akeeba Ticket System. In order to do that we would have to create a separate Joomlal

user group and aviewing accesslevel for each and every Joomla! user. That would render your site completely
unusable.

4. The "search"” plugins
4.1. Akeeba Ticket System

Displayed in the Joomlal Plugin Manager as Search - Akeeba Ticket System.

Thisplugin integrates Akeeba Ticket System with Joomlal's search feature. Please note that thisisthe integration with
the legacy search feature, not the modern search engine-like "Smart Search” feature of Joomlal. This plugin allows
search to display public ticketsin its results.

Note

No, we cannot have privateticketsindexed and their results shown only to theticket owner. Thisisalimitation
of Joomla!l's Search, not Akeeba Ticket System.

5. The "user" plugins
5.1. Akeeba Ticket System

Note

Thispluginis NOT availabe in Akeeba Ticket System Core.
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Displayed in the Joomlal Plugin Manager as User - Akeeba Ticket System.

As said elsewhere in this documentation, users of Akeeba Ticket System can set up their signature. But where? This
iswhat thispluginisfor. Your users will be able to edit their signature in their Joomla! user profile page. This plugin
adds afull HTML editor areacalled "Ticket system signature”. We recommend leaving this enabled at all times.

Note

Yes, all users can set up their signature, even if they do not have accessto the ticket system. Doing otherwise
would require doing N+1 time consuming queriesto the Joomlal access control system, whereN isthe number
of Akeeba Ticket System categories. Several of our users have dozens of categories. Therefore these queries
would make the profile edit page extremely slow, frustrating users.

The other functionlaity offered by this plugin isallowing end usersto define additional email addressesfor notifica-

tions. These email addresseswill be CC'ed every time ATS s sending an email to the user. Furthermore, the user will
be able to created and reply to tickets by email (if thisfeatureis enabled in ATS) using any of these email addresses.

5.2. Content - ATS Credits

Note
Thispluginis NOT availabe in Akeeba Ticket System Core.
Displayed in the Joomlal Plugin Manager as Content - Akeeba Ticket System Credits Left.

Allowsyou to display the amount of ATS creditsthe user hasleft in their account in content. Usethe{ at scr edi t s}
plugin code in your content to display the number of credits left for the current user.

You can use thisin Joomla articles, Custom HTML modules (as long as you have set Prepare Content to Y es) or any
other place that supports Joomla's standard content preparation mechanism that replaces plugin codes.

5.3. sh404SEF plugin

Thisplugin is only displayed in sh404SEF. It is used to provide better SEF URL s when you are using sh404SEF.
5.4. Installer plugin

Note
Thispluginis NOT availabe in Akeeba Ticket System Core.

This plugin is used by the Professional version of our software to make it possible to download updates even when
Joomld's extensions updater has "forgotten" the Download ID. This can happen, for example, if you use the Rebuild
button in Joomla's Update Sites page.

Thispluginisonly required for the Professional version of our software and only on Joomla 3.

6. Other plugins
6.1. Action Log plugin

Displayed in the Joomlal Plugin Manager as Action Log - Akeeba Ticket System Log User Actions.
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This plugin integrates with Joomla's User Actions Log, recording significant events performed by usersin the Akeeba
Ticket System installation on your site.
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Chapter 5. Automation and CRON
Scripts

Note

Akeeba Ticket System Core does not include the CLI CRON scripts. While it includes the CRON feature, it
does not include any of the plugins which implement the CRON (automation) tasks. Therefore, for all intents
and purposes, Akeeba Ticket System Core can be said to not include any automation features.

AkeebaTicket System isacomplex system which requiresanumber of administrativetasksto be executed periodically,
depending on the complexity of your installation. While most tasks can be executed manually, automation is definitely
the best path.

There are two ways Akeeba Ticket System can help you automate tasks:

* CLI scriptsfor CRON jabs. If your server gives you access to real CRON jobs, executing command line scripts
periodically, thisisthe preferred method. Automated tasks execute outside of your web server and are not bound to
the same time limitations as loading pages on your site. Moreover, since the web server and most of Joomlais not
loaded they tend to be more memory efficient and faster than any other method.

* URLsfor CRON jobs. Starting with Akeeba Ticket System 3.2.0 there's a special, password-protected URL you
can use to execute maintenance tasks automatically. Since they run outside the context of a visitor accessing your
site they do not slow your visitors down. However, since they are still accessed through your site, they are bound
by the same time limits as any other page load of your site. Furthermore, third party plugins loading on your site
may cause unintended effects, increase the memory consumption and slow down the execution of ATS CRON tasks
executed this way. Thisis only recommended when your host does not allow you to create real CRON jobs. Y ou
can uses the URL s with pseudo-CRON (access a URL at specified intervals) either provided by your host or athird
party service such as WebCRON.

Inall of the above cases the CRON commands executing are the same. They are provided by pluginsin the ats group.
A cheatsheet with the available CRON commands and links to the respective plugins documentation can be found
at the end of this chapter.

Upgrading from Akeeba Ticket System 3.1.0 or earlier

Akeeba Ticket System 3.1.0 and earlier provided one CLI script for each CRON task. These CLI scripts are deprecat-
ed. They will continue to work until version 4.0 but when you execute them they will remind you to use the at s-
cron. php script instead.

A list of the new CRON commands, the plugin that implements them and the CLI script they replace can be found
in the CRON Commands section further below.

The System - Akeeba Ticket System Reply By Email plugin has been removed. You need to use the CLI script or
URL method to automate the emai | f et ch task instead.

1. CLI script for CRON jobs

Note

Thisfeatureisonly available in Akeeba Ticket System Professional.

Thisis the recommended method for scheduling Akeeba Ticket System CRON tasks on your site.
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The big picture

Setting up a CL1 script for a CRON job is generally afairly simple task. Y ou need to know the path to your PHP CLI
executable and the path to your site.

The command line script you need to execute to perform CRON tasksis stored under your site'scl i directory andis
caledat s- cr on. php. Therefore you need to enter acommand line similar to the following to your server's CRON
job manager:

/usr/ 1 ocal /bin/php /home/ USER/ webr oot/ cli/ats-cron. php --comand=CRONTConmandNane

where/ usr/ | ocal / bi n/ php is the path to your PHP CLI executable and / horme/ USER/ webr oot is the ab-
solute path to your web site's root. Y ou can get this information from your host.

The CRONCommandName is the name of the CRON command. Please consult the CRON Commands section of this
documentation for alist of available CRON command names.

I mportant

We cannaot know the path to your PHP CL 1 executable or the absol ute path to your web site's root. Thisisthe
kind of information that only the people who have set up your server (your host) can possibly know.

Warning

Sometimes hosts will give you the path to the PHP CGI binary. This will NOT work properly with CLI
scripts. CGl (Common Gateway Interface) and CLI (Command Line Interface) are aworld apart. The former
is designed to run scripts which will be served as web pages. The latter is designed to run command line
scripts, usually for use with CRON.

If your host only gives you the path the CGI executable

Setting up a CRON job in cPanel

Go to your cPanel main page and choose the CRON Jobs icon from the Advanced pane. In the Add New CRON Job
box on the page which loads, enter the following information:

Common Settings  Choose the frequency of your backup, for example once per day.
Command Enter your CRON command as explained above. For example:
/usr/local/bin/php /home/ USER/ webr oot/ cli/ats-cron. php --comand=CRONConmmrand|

Finally, click the Add New Cron Job button to activate the CRON job.

2. URL for CRON jobs

Thisis an aternative method for scheduling Akeeba Ticket System CRON tasks on your site. Use it only if the CLI
script method cannot be used on your site.

Initial configuration

Akeeba Ticket System protects the URL for CRON jobs with a password. This prevents unauthorized users from
triggering CRON jobs on your site too frequently, something which could have unpredictable results or even bring
your site down.
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First go to Akeeba Ticket Systemin your site's administrator backend. Click on the Options button to view the Options
page. Select the Automation tab.

Find the Secret Key option and enter a secret. Please only use lowercase letters a-z without accents or diacritics,
numbers 0-9, dashes and underscores. Make thislong, ideally over 24 characters. Y ou can create atruly random secret
key in the Random.org site [https.//www.random.org/passwords/ ?num=1& len=24& format=html & rnd=new].

Thiswill be your SecretKey noted below.

Running CRON tasks through the URL

Y ou can execute the CRON tasks with the following URL:
htt ps://ww. exanpl e. com i ndex. php?opti on=com at s&vi ew=Cr on&ey=Secr et Key&conmmand=CRONComma
where https://www.example.comisthe URL to your site, SecretK ey isyour secret key as explained above and CRON-

CommandName is the name of the CRON command you want to execute. Please consult the CRON Commands sec-
tion of this documentation for alist of available CRON command names.

Results

Akeeba Ticket System communicates the status of the CRON task execution through HT TP status code headers.

200 OK The CRON task executed successfully

500 Internal The CRON task failed to execute or Joomla crashed before the task executed

Server Error

501 The command you specified was not found. Did you forget to publish the respective plugin?
503 Y ou have not configured a Secret Key yet.

403 Y ou have entered the wrong Secret Key. If your Secret Key contains any characters other than

the ones we described above you need to URL encode it first.

3. CRON commands

CRON commands for Akeeba Ticket System are made available by plugins in the at s group. At the time of this
writing the following CRON commands are available:

mailfetch Y ou need to publish the Akeeba Ticket System - Fetch Email plugin for this command to work.
Downloads and processes email to create new tickets and ticket replies.

This command replaces the obsolete at s- mai | - f et ch. php CLI script which was used in
Akeeba Ticket System 3.1.0 and earlier.

autoclose Y ou need to publish the Akeeba Ticket System - Automatically close old tickets plugin for this
command to work.

Automatically closes tickets open without activity for longer than a specified amount of time.

This command replaces the obsolete at s- aut ocl ose-ti ckets. php CLI script which was
used in Akeeba Ticket System 3.1.0 and earlier.

103


https://www.random.org/passwords/?num=1&len=24&format=html&rnd=new
https://www.random.org/passwords/?num=1&len=24&format=html&rnd=new

Automation and CRON scripts

autoreply

deletenotes

removeattach-
ments

Y ou need to publish the Akeeba Ticket System - Automatic Replies plugin and enabled its Mak e
avai l abl e as a CRON t ask option for this command to work.

Automatically repliesto tickets based on the Auto-Replies rules set up in the Akeeba Ticket Sys-
tem component.

This command replaces the obsolete at s- aut o-repl y. php CLI script which was used in
Akeeba Ticket System 3.1.0 and earlier.

Y ou need to publish the Akeeba Ticket System - Delete Manager Notes on ticket close/ unpublish
pluginand enableditsMake avai | abl e as a CRON t ask option for thiscommand to work.

Removes the Manager Notes from all closed and unpublished tickets. This may be required by
GDPR and similar privacy protection laws if you are storing personally identifiable or sensitive
information (e.g. service connection information, social security numbers, ...) in Manager Notes.

Y ou need to publish the Akeeba Ticket System - Remove Obsolete Attachments plugin for this
command to work.

Automatically deletes attachments a certain amount of time after they were first submitted.

Thiscommand replacestheobsoleteat s- r enove- at t achment s. php CLI script whichwas
used in Akeeba Ticket System 3.1.0 and earlier.
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Appendix A. GNU Free Documentation
License

Copyright (C) 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor, Boston, MA 02110-1301
USA . Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not
allowed.

0. PREAMBLE

The purpose of thisLicenseisto make amanual, textbook, or other functional and useful document "free" in the sense
of freedom: to assure everyone the effective freedom to copy and redistribute it, with or without modifying it, either
commercially or noncommercially. Secondarily, this License preservesfor the author and publisher away to get credit
for their work, while not being considered responsible for modifications made by others.

ThisLicenseisakind of "copyleft", which meansthat derivative works of the document must themselves be freein the
same sense. It complements the GNU General Public License, which is a copyleft license designed for free software.

We have designed this License in order to use it for manuals for free software, because free software needs free
documentation: afree program should comewith manuals providing the same freedomsthat the software does. But this
Licenseisnot limited to software manuals; it can be used for any textual work, regardless of subject matter or whether
it is published as a printed book. We recommend this License principally for works whose purpose is instruction or
reference.

1. APPLICABILITY AND DEFINITIONS

ThisLicense appliesto any manual or other work, in any medium, that contains anotice placed by the copyright holder
saying it can be distributed under the terms of this License. Such a notice grants a world-wide, royalty-free license,
unlimited in duration, to use that work under the conditions stated herein. The "Document”, below, refers to any such
manual or work. Any member of the publicisalicensee, and isaddressed as"you". Y ou accept the licenseif you copy,
modify or distribute the work in away requiring permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or a portion of it, either copied
verbatim, or with modifications and/or translated into another language.

A "Secondary Section” isanamed appendix or afront-matter section of the Document that deals exclusively with the
relationship of the publishers or authors of the Document to the Document's overall subject (or to related matters) and
contains nothing that could fall directly within that overall subject. (Thus, if the Document is in part a textbook of
mathematics, a Secondary Section may not explain any mathematics.) The relationship could be a matter of historical
connection with the subject or with related matters, or of legal, commercial, philosophical, ethical or political position
regarding them.

The "Invariant Sections” are certain Secondary Sections whose titles are designated, as being those of Invariant Sec-
tions, in the notice that says that the Document is released under this License. If a section does not fit the above def-
inition of Secondary then it is not allowed to be designated as Invariant. The Document may contain zero Invariant
Sections. If the Document does not identify any Invariant Sections then there are none.

The"Cover Texts' are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover Texts, in the
notice that says that the Document is released under this License. A Front-Cover Text may be at most 5 words, and
aBack-Cover Text may be at most 25 words.

A "Transparent” copy of the Document means a machine-readable copy, represented in aformat whose specification
isavailable to the general public, that is suitable for revising the document straightforwardly with generic text editors
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or (for images composed of pixels) generic paint programs or (for drawings) some widely available drawing editor,
and that is suitable for input to text formatters or for automatic trandation to a variety of formats suitable for input
to text formatters. A copy made in an otherwise Transparent file format whose markup, or absence of markup, has
been arranged to thwart or discourage subsequent modification by readersis not Transparent. An image format is not
Transparent if used for any substantial amount of text. A copy that is not "Transparent” is called "Opague”.

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo input format, La-
TeX input format, SGML or XML using apublicly available DTD, and standard-conforming simple HTML, PostScript
or PDF designed for human modification. Examples of transparent image formatsinclude PNG, X CF and JPG. Opaque
formats include proprietary formats that can be read and edited only by proprietary word processors, SGML or XML
for which the DTD and/or processing tools are not generally available, and the machine-generated HTML, PostScript
or PDF produced by some word processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are needed to hold,
legibly, the material this License requires to appear in the title page. For works in formats which do not have any
title page as such, "Title Page" means the text near the most prominent appearance of the work's title, preceding the
beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose title either is precisely XYZ or contains
XYZ in parentheses following text that translates XY Z in another language. (Here XY Z stands for a specific section
name mentioned below, such as "Acknowledgements’, "Dedications’, "Endorsements”, or "History".) To "Preserve
the Title" of such a section when you modify the Document meansthat it remains a section "Entitled XY Z" according
to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License applies to the
Document. These Warranty Disclaimers are considered to beincluded by referencein thisLicense, but only asregards
disclaiming warranties. any other implication that these Warranty Disclaimers may have is void and has no effect on
the meaning of this License.

2. VERBATIM COPYING

Y ou may copy and distribute the Document in any medium, either commercially or noncommercially, provided that
this License, the copyright notices, and the license notice saying this License applies to the Document are reproduced
in all copies, and that you add no other conditions whatsoever to those of this License. You may not use technical
measures to obstruct or control the reading or further copying of the copies you make or distribute. However, you
may accept compensation in exchange for copies. If you distribute a large enough number of copies you must also
follow the conditionsin section 3.

Y ou may aso lend copies, under the same conditions stated above, and you may publicly display copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the Document, numbering
more than 100, and the Document's license notice requires Cover Texts, you must enclose the copies in covers that
carry, clearly and legibly, all these Cover Texts. Front-Cover Texts on the front cover, and Back-Cover Texts on the
back cover. Both covers must also clearly and legibly identify you as the publisher of these copies. The front cover
must present the full title with all words of the title equally prominent and visible. Y ou may add other material on the
coversin addition. Copying with changes limited to the covers, as long as they preserve the title of the Document and
satisfy these conditions, can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first oneslisted (as many as
fit reasonably) on the actual cover, and continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you must either include a ma-
chine-readable Transparent copy along with each Opague copy, or state in or with each Opague copy a computer-net-

108



GNU Free Documentation License

work location from which the general network-using public has access to download using public-standard network
protocols a complete Transparent copy of the Document, free of added material. If you use the latter option, you must
take reasonably prudent steps, when you begin distribution of Opague copiesin quantity, to ensure that this Transpar-
ent copy will remain thus accessible at the stated location until at |east one year after the last time you distribute an
Opaque copy (directly or through your agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before redistributing any large
number of copies, to give them a chance to provide you with an updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections 2 and 3 above,
provided that you rel ease the Modified Version under precisely this License, with the Modified Version filling therole
of the Document, thus licensing distribution and modification of the Modified Version to whoever possesses a copy
of it. In addition, you must do these things in the Modified Version:

A. UseintheTitle Page (and on the covers, if any) atitle distinct from that of the Document, and from those of previous
versions (which should, if there were any, belisted in the History section of the Document). Y ou may use the same
title as a previous version if the original publisher of that version gives permission.

B. List on the Title Page, as authors, one or more persons or entities responsible for authorship of the modifications
in the Modified Version, together with at least five of the principal authors of the Document (all of its principal
authors, if it has fewer than five), unless they release you from this requirement.

. State on the Title page the name of the publisher of the Modified Version, as the publisher.
. Preserve all the copyright notices of the Document.

. Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

m m O O

. Include, immediately after the copyright notices, alicense notice giving the public permission to use the Modified
Version under the terms of this License, in the form shown in the Addendum below.

G. Preservein that license notice the full lists of Invariant Sections and required Cover Texts given in the Document's
license notice.

H. Include an unaltered copy of this License.

I. Preserve the section Entitled "History", Preserve its Title, and add to it an item stating at least the title, year, new
authors, and publisher of the Modified Version as given on the Title Page. If there is no section Entitled "History"
inthe Document, create one stating thetitle, year, authors, and publisher of the Document asgiven onits Title Page,
then add an item describing the Modified Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Document for public access to a Transparent copy of the Docu-
ment, and likewise the network locations given in the Document for previous versions it was based on. These may
be placed in the "History" section. Y ou may omit a network location for a work that was published at least four
years before the Document itsdlf, or if the original publisher of the version it refersto gives permission.

K. For any section Entitled "Acknowledgements" or "Dedications’, Preserve the Title of the section, and preserve in
the section all the substance and tone of each of the contributor acknowledgements and/or dedications given therein.

L. Preserve dl the Invariant Sections of the Document, unaltered in their text and in their titles. Section numbers or
the equivalent are not considered part of the section titles.

M.Delete any section Entitled "Endorsements”. Such a section may not be included in the Modified Version.

N. Do not retitle any existing section to be Entitled "Endorsements” or to conflict in title with any Invariant Section.
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O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary Sections and
contain no material copied from the Document, you may at your option designate some or al of these sections as
invariant. To do this, add their titles to the list of Invariant Sections in the Modified Version's license notice. These
titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements’, provided it contains nothing but endorsements of your Modified
Version by various parties--for exampl e, statementsof peer review or that the text has been approved by an organization
as the authoritative definition of a standard.

Y ou may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as a Back-Cover
Text, to the end of the list of Cover Texts in the Modified Version. Only one passage of Front-Cover Text and one
of Back-Cover Text may be added by (or through arrangements made by) any one entity. If the Document already
includes a cover text for the same cover, previously added by you or by arrangement made by the same entity you
are acting on behalf of, you may not add another; but you may replace the old one, on explicit permission from the
previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their namesfor publicity
for or to assert or imply endorsement of any Modified Version.

5. COMBINING DOCUMENTS

Y ou may combine the Document with other documents rel eased under this License, under the terms defined in section
4 above for modified versions, provided that you include in the combination all of the Invariant Sections of all of the
original documents, unmodified, and list them all as Invariant Sections of your combined work in its license notice,
and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical Invariant Sections may be
replaced with asingle copy. If there are multiple Invariant Sections with the same name but different contents, make
the title of each such section unique by adding at the end of it, in parentheses, the name of the original author or
publisher of that section if known, or else a unique number. Make the same adjustment to the section titlesin the list
of Invariant Sectionsin the license notice of the combined work.

In the combination, you must combine any sections Entitled "History" in the various original documents, forming one
section Entitled "History"; likewise combine any sections Entitled "Acknowledgements’, and any sections Entitled
"Dedications’. You must delete all sections Entitled "Endorsements’.

6. COLLECTIONS OF DOCUMENTS

Y ou may make a collection consisting of the Document and other documents released under this License, and replace
the individual copies of this License in the various documents with a single copy that is included in the collection,
provided that you follow the rules of this License for verbatim copying of each of the documentsin all other respects.

Y ou may extract a single document from such a collection, and distribute it individually under this License, provided
you insert a copy of this License into the extracted document, and follow this License in all other respects regarding
verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT
WORKS

A compilation of the Document or its derivatives with other separate and independent documents or works, in or on
avolume of astorage or distribution medium, is called an "aggregate” if the copyright resulting from the compilation
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is not used to limit the legal rights of the compilation's users beyond what the individual works permit. When the
Document is included in an aggregate, this License does not apply to the other works in the aggregate which are not
themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the Document isless
than one half of the entire aggregate, the Document's Cover Texts may be placed on coversthat bracket the Document
within the aggregate, or the el ectronic equivalent of coversif the Document isin e ectronic form. Otherwise they must
appear on printed covers that bracket the whole aggregate.

8. TRANSLATION

Trangdation is considered a kind of modification, so you may distribute translations of the Document under the terms
of section 4. Replacing Invariant Sections with translations requires special permission from their copyright holders,
but you may include trandlations of someor all Invariant Sectionsin addition to the original versions of these Invariant
Sections. Y ou may include atrandation of this License, and al the license noticesin the Document, and any Warranty
Disclaimers, provided that you also include the original English version of this License and the original versions of
those notices and disclaimers. In case of a disagreement between the translation and the original version of thisLicense
or anotice or disclaimer, the origina version will prevail.

If a section in the Document is Entitled "Acknowledgements', "Dedications’, or "History", the requirement (section
4) to Preserveits Title (section 1) will typically require changing the actual title.

9. TERMINATION

Y ou may not copy, modify, sublicense, or distribute the Document except as expressly provided for under thisLicense.
Any other attempt to copy, modify, sublicense or distribute the Document is void, and will automatically terminate
your rights under this License. However, parties who have received copies, or rights, from you under this License will
not have their licenses terminated so long as such parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation License from time
to time. Such new versions will be similar in spirit to the present version, but may differ in detail to address new
problems or concerns. See http://www.gnu.org/copyleft/ [http://www.gnu.org/copyleft/] .

Each version of the License is given a distinguishing version number. If the Document specifies that a particular
numbered version of this License "or any later version” applies to it, you have the option of following the terms and
conditions either of that specified version or of any later version that has been published (not as a draft) by the Free
Software Foundation. If the Document does not specify aversion number of this License, you may choose any version
ever published (not as a draft) by the Free Software Foundation.

ADDENDUM: How to use this License for your
documents

TousethisLicensein adocument you havewritten, includeacopy of the Licensein the document and put the following
copyright and license notices just after the title page:

Copyright (C) YEAR YOUR NAME.

Permission is granted to copy, distribute and/or modify this document under the terms of the GNU
Free Documentation License, Version 1.2 or any later version published by the Free Software Foun-
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dation; with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts. A copy of the
license isincluded in the section entitled "GNU Free Documentation License".

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace the "with...Texts." line with this:

with the Invariant Sections being LIST THEIR TITLES, with the Front-Cover Texts being LIST,
and with the Back-Cover Textsbeing LIST.

If you have Invariant Sections without Cover Texts, or some other combination of the three, merge those two alterna-
tives to suit the situation.

If your document contains nontrivial examples of program code, we recommend releasing these examplesin parallel
under your choice of free softwarelicense, such asthe GNU General Public License, to permit their usein free software.
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