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Abstract

This book covers the use of the Admin Tools site security component, module and plugin bundle for Joomlal ™ -
powered web sites. Both the free Admin Tools Core and the subscription-based Admin Tools Professional editions
are completely covered.

Permission is granted to copy, distribute and/or modify this document under the terms of the GNU Free Documentation License, Version 1.3 or any
later version published by the Free Software Foundation; with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts. A copy of
thelicense isincluded in the appendix entitled "The GNU Free Documentation License".
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Chapter 1. Getting Started
1. What is Admin Tools?

Admin Toolsis a software bundle composed of a Joomlal component, a module and a plugin with the main objective
to enhance the security and performance of your site, as well as make the site administrator's life a bit easier by
automating common tasks.

Admin Tools uses anative Joomlal component and plugin and is 100% compatible with Joomla! 2.5 and 3.0. No need
to touch php.ini files, no need to perform any kind of server-side configuration and no need to modify or move core
Joomla files.

In anutshell, Admin Tools has the following features:

Permissions fixer [fixing-permissions], so that you are never caught with files or directorieswith 0777 permissions.
Y ou can even customize the permissions per directory or even per file.

Administrator password protection [admin-pw-protection], to add an extralayer of password protection before any-
onhe can access your administrator area

Administrator query string protection, so that your administrator areais only visible if someone uses a secret URL
parameter, i.e. http://www.example.com/administrator?secret (Professional release only, part of the Web Applica
tion Firewall [web-application-firewall])

.htaccess maker [htaccess-maker], allowing you to tailor a .htaccess file for your site which enhances your site's
security and blocks out virtually all fingerprinting and the most common exploit attacks (Professional release only).

Emergency Off-Line Mode [emergency-offline-mode], which really puts your site off-line, unlike Joomla!'s off-
line feature which simply hides the component outpuit.

PHP File Change Scanner (Professional release only), which can monitor your site's PHP filesfor changes and also
produce a preliminary security assessment, telling you which PHP files ook suspicious and could be hacking scripts

or hacked files. It can be used when fixing a hacked site, checking a site which you suspect has been hacked or
regularly monitoring your site for potential under-the-radar hacks.

Web application firewall [web-application-firewall], with several key features (Professional release only):

» Two-Factor Authentication using Google Authenticator and compatible apps for generating secure codes
» Allow access to the administrator area only on specific IPs or blocks of |P addresses

« Disalow accessto your site on specific IPs or blocks of 1P addresses (1P blacklisting)

* Anti-spam based on a customizable list of words

e SQLi Shield, dodging many SQL injection attacks

» Malicious User Agent filtering

¢ CSRF/ Anti-Spam (reverse CAPTCHA) protection

* Project Honeypot I P blacklisting (HTTP:BL) integration

« Geographic Blocking: block site visitors based on the country or continent they come from
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« Automatic block for IPs repeatedly triggering security exceptions
« DFI (Direct file inclusion) detection

« Uploads scanner (UploadShield) blocks uploaded files with suspicious names or containing PHP code anywhere
inside them

 Protection against the most common XSS attacks (X SSShield)

« Several optionsto obscure the fact that your server uses PHP and Joomlal

« Disable Joomla!l hidden features useful only for debugging sites which can be used for fingerprinting attacks
» One-click repair and optimisation of database tables [database-tool s
 Sessions purge [database-tools]
» Temporary directory cleaner [cleantmp]

» Scheduled maintenance operations [system-plugin] (session table optimisation, session purge, cache expiration,
cache purge) without the need of a CRON job (Professional release only)

e Custom URL redirections [url-redirection] (Professional release only).

e Link migration, i.e. automatically rewrite URLSs pointing to an old domain to point to the new domain, extremely
useful after migrating your site from one domain to another or from one directory to ancther.

» Email notification of successful administrator arealog-ins (Professional release only)

* Password-protect [ password-protecting-admintools] any combination of features you want before handing the site
over to your client

* Integration with Joomlal 1.6 ACL and custom, per-user ACL for Joomlal 1.5

The entire bundle is licensed under the GNU General Public License (GPL) version 3 or - at your option - any later
version published by the Free Software Foundation. In plain English this means that you can install it on an unlimited
number of domains and for as long as you want. We strongly believe that Freedom and security must go hand in hand
for either to be effective.

Note

Unless explicitly stated, the listed features are available in both the Professional and Core releases

1.1. Disclaimer

Security applications —like Admin Tools— are designed to simply enhance your site's security, not make it invul-
nerable against all hacking attempts. Whereas it will make it harder for a potential attacker to figure out information
pertaining your site and will give them a hard time attacking your site, there is nothing that can stop a determined
cracker from hacking your site. For instance, if you have an outdated Joomla! installation or a vulnerable component
installed on your site thereis nothing—and, let us stressthat, NOTHING— which can stop a hacker from successfully
attacking your site. We are aware that other devel opers market their products as a " complete protection™ for your site,
which simply is technically impossible.

Let me try giving you an example. Think of a bulletproof vest worn by military personnel worldwide. Can these
servicemen still get killed? Y es, they can. While the bulletproof vest protects them against the most common attacks
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(direct shots aimed at the torso) it doesn't protect them from shots coming sideways, high-power close range shots or
explosions. It's the same with security software, they are nothing but bulletproof vests. They will block most common
attacks but can't catch them all. A determined cracker is like a suicide bomber: if he decides to get you, there's only
that much you can do to protect yourself.

You are ultimately responsible for the security of your site, employing sane security practices. Installing and config-
uring Admin Tools is nothing but one of such practices. At the very least you are expected to take frequent backups,
stored in safe locations outside of your server, and keep an eye for any abnormal behaviour on your site.

Finally, we are legally obliged to draw your attention to the warranty and liability waiver Sections 15 through 17 of
the software's license, copied here for your convenience:

15. Disclaimer of Warranty.

THERE ISNO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PAR-
TIES PROVIDE THE PROGRAM “ASI1S" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK ASTO THE QUALITY AND PERFOR-
MANCE OF THE PROGRAM ISWITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME
THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

INNOEVENT UNLESSREQUIRED BY APPLICABLELAW ORAGREED TOINWRITINGWILL ANY COPY -
RIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEY S THE PROGRAM AS PER-
MITTED ABOVE, BELIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDEN-
TAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PRO-
GRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE
OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE
WITH ANY OTHER PROGRAMYS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be given local legal effect according to
their terms, reviewing courts shall apply local law that most closely approximatesan absolute waiver of al civil liability
in connection with the Program, unless a warranty or assumption of liability accompanies a copy of the Program in
return for afee.

1.2. The philosophy

| sadly observed that some folks mistook my security articles—maost of them written more than a year before Admin
Tools was even as much as a jot in my notebook— as being hypocritical and a thinly disguised attempt to market
Admin Tools. Say what?! Unlike most people out there | always mean what | write and write what | mean. If | wanted
to market Admin Tools aggressively, | would have never written any thorough security article, let alone give away
PHP and .htaccess code to deal with the security issues discussed. | would have followed the steps of the antivirus
guys, spreading fear, uncertainty and doubt among users, then taking advantage of their vulnerable position to rip them
off for good. | have proven time over time that | am not that kind of person, therefore | feel compelled to answer their
libellous and unjust attacks with my long-standing philosophy over software and information.

The ultimate good in afunctional society is Freedom. Users are entitled to Freedom of choice, that'swhy | create Free
and Open Source Software. Users are entitled to Free access to knowledge, that's why | write articles and make them
available under a Free or public domain license.
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These are the two basic ingredients of my philosophy as a professional devel oper and long-time member of the FOSS
movement. Admin Tools is not supposed to be the One True Way to achieve this kind of security enhancements in
Joomlal. Asamatter of fact, al of itsfunctionality has been documented in various articlesand blog posts| havewritten
in the Joomlal Community Magazine and on my own site. All my articles predate integration of said features inside
Admin Tools. Admin Tools is simply a software product which strives in automating those tedious tasks, allowing
non-technical usersto enjoy the same level of security as the more technically inclined amongst us —the opposite of
what one page Wiki posts full of vague advice does. | am giving users Freedom of Choice, not taking it away from
them. If you do not wish to buy the Professional release, everything you need to know is detailed out therein the open
Internet by yours truly. There are competitive solutions which offer different subsets of Admin Tools functionality
too; they're also far more expensive that the 0$ Admin Tools Core release. On top of that, | strive to enrich Admin
Tools with features suggested by you, the community of Joomlal users and developers; that's where most of the new
featuresin release 1.1 spring from. If you do not wish to use Admin Tools at all, even the free forever Core release,
that's fine by me too; the instructions to achieve the same level of protection is always out there.

Now you all know and —hopefully— can tell what is marketing and what is a sincere commitment to helping the
worldwide community of Joomlal users.

Peace.

2. Server environment requirements

In order to work, Admin Tools requires the following server software environment:

e Joomla™ and PHP version compatibilities are detailed in our Version Compatibility matrix [https://
www.akeebabackup.com/compatibility.html].

* MySQL 5.0.41 or later. MySQL 5.1 or greater recommended for optimal performance. Or PostgreSQL 9.1 or later
(since Admin Tools 2.5.7; only works with Joomlal 3.1.5 or later)

e Minimum 24Mb of PHP menory _| i mi t. More is better. Admin Tools may run on servers with lesser memory
limits, but some features may not work optimally or at all.

» The PHP function opendi r must be available.

e ThecURL PHP module or fopen() URL wrappers must beinstalled for the Joomlal update and Live Update features
to work.

Asfar asthe browser is concerned, you can use:
* Internet Explorer 9, or greater. |E 6, 7 and 8 are no longer supported. IE10 or later strongly recommended.
o Sdfari 4, or greater

e Operal0, or greater.

Google Chrome 5 or greater. Thisis the best-supported browser.
* Firefox 20 or later.

In any case, you must make sure that Javascript is enabled on your browser for the administration of the component
towork at all.

3. Installing Admin Tools

Installing Admin Tools is no different than installing any other Joomlal™ extension on your site. You can read
the complete instructions for installing Joomlal ™ extensions on the official help page [http://help.joomla.org/con-
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tent/view/1476/235/]. Throughout this chapter we assume that you are familiar with these instructions and we will
try not to duplicate them.

Note

The language (trandation) files are NOT installed automatically. Y ou can download and install them from
our language download page [http://cdn.akeebabackup.com/language/admintool s/index.html]. Do note that
you will haveto install both the component and the language packages for the component to work.

As noted on that page, Akeeba Ltd only produces the English and Greek language files. All other languages
are contributed by third parties. If you spot an error please do not contact AkeebaLtd; wewill beunableto help
you. Instead, please go to the trandation project page [https.//www.transifex.com/projects/p/admintools/] to
find the contact information of the trandator. Abandoned languages will show the maintainer being our staff
member "nikosdion". In this case you're out of luck; if you want to fix the language package you will need
to volunteer to take over the trandation project for that language.

3.1. Installing or manually updating the component and
language files

Just like with most Joomla! extensions there are three ways to install or manually update Admin Tools on your site:

« Install from URL. Thisworks only with the Professional release of our component. It isthe easiest and fastest one,
if your server supportsit. Most servers do support this method.

» Upload and install. That's the typical extension installation method for Joomlal extensions. It rarely fails.
» Manual installation. Thisisthe hardest, but virtually fail-safe, installation method.

Please note that installing and updating Admin Tools (and almost all Joomla! extensions) is actually the samething. If
you want to update Admin Tools please remember that you MUST NOT uninstall it beforeinstalling the new version!
When you uninstall Admin Tools you will lose all your settings. This is definitely something you do not want to
happen! Instead, smply install the new version on top of the old one. Joomla! will figure out that you are doing an
update and will treat it as such, automatically.

Tip

If you find that after installing or updating Admin Tools it is missing some features or doesn't work, please
try installing the same version a second time, without uninstalling the component. The reason is that very
few times the Joomlal extensionsinstaller infrastructure gets confused and fails to copy some files or entire
folders. By repeating the installation you force it to copy the missing files and folders, solving the problem.

3.1.1. Install from URL

The easiest way to install Admin Tools Professional is using the Install from URL feature in Joomlal.
I mportant

This Joomlal feature requires that your server supports fopen() URL wrappers (al | ow_ur|l _fopen is
set to 1 in your server's php. i ni file) or has the PHP cURL extension enabled. Moreover, if your server
has afirewall, it has to allow TCP connections over ports 80 and 443 to ww. akeebabackup. comand
cdn. akeebabackup. com If you don't see any updates or if they fail to download please ask your host to
check that these conditions are met. If they are met but you still do not see the updates please file abug report
in the official Joomla forum [http://forum.joomla.org/]. In the meantime you can use the manual update
methods discussed further below this page.
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First, go to our site's download page for Admin Tools [https://www.akeebabackup.com/download/admintools.html].
Make sure you are logged in. If not, log in now. These instructions won't work if you are not logged in! Click on the
Take meto the downloads for this version button of the version you want to install. Please note that the latest released
version is always listed first on the page. On that page you will find both Admin Tools Core and Professional. Next
to the Professional edition's Download Now button you will see the DirectLink link. Right click on it and select Copy
link address or whatever your browser callsthis.

Now go to your site's administator page and click on Extensions, Extension Manager. If you have Joomlal 3.x click
on the Install from URL tab. Clear the contents of the Install URL field and paste the URL you copied from our site's
download page. Then click on the Install button. Joomlal will download and install the Admin Tools update.

If Joomlal cannot download the package, please use one of the methods described in this section of the documentation.
If, however you get an error about copying files, folder not found or a cryptic "-1" error please follow our installation
troubleshooting instructions [ https://www.akeebabackup.com/documentation/troubleshooter/abinstal lation.html].

3.1.2. Upload and install.

You can download the latest installation packages our site's download page for Admin Tools [https://
www.akeebabackup.com/downl oad/admintools.ntml]. Please note that the latest version is always on top. If you
have an older version of Joomlal or PHP please consult our Compatibility page [https://www.akeebabackup.com/
compatibility.html] to find the version of Admin Tools compatible with your Joomlal and PHP versions. In either case
click on the version you want to download and install.

If you are not a subscriber, click on the Admin Tools Core to download the ZIP installation package of the free of
charge version.

If you are a subscriber to the Professional release, please make sure that you have loged in first. Y ou should then see
an item on this page reading Admin Tools Professional. If you do not seeit, please log out and log back in. Click on
the Professional item to download the ZIP installation package.

All Admin Tools installation packages contain the component and all of its associated extensions. Installing it will
install all of these items automatically. It can also be used to upgrade Admin Tools; just install it without uninstalling
the previous release.

In any case, do not extract the ZIP files yet!

Warning

Attention Mac OS X users! Safari, the default web server provided to you by Apple, isautomatically extract-
ing the ZIP file into a directory and removes the ZIP file. In order to install the extension through Joomlal's
extensionsinstaller you must select that directory, right-click on it and select Compressto get aZIPfile of its
contents. Thisbehaviour was changed in Mac OS X Mountain Lion, but people upgrading from older versions
of Mac OS X (Mac OS X Lion and earlier) will witness the old, automatic ZIP extraction, behaviour.

Log into your site's administrator section. Click on Extensions, Manage link on the top menu. If you are on Joomlal
3.x please click on the Upload Package File tab. L ocate the Browse button next to the Package File (Joomla! 2.5, 3.0
and 3.1) or Extension package file (Joomlal 3.2 and later) field. Locate the installation ZIP file you had previously
downloaded and select it. Back to the page, click on the Upload & Install button. After a short while, Joomlal ™ will
tell you that the component has been installed.

Warning

Admin Tools is a big extension (over 2Mb for the Professional release). Some servers do not allow you
to upload files that big. If this is the case you can try the Manual installation or ask your host to follow
our installation troubleshooting instructions [https://www.akeebabackup.com/documentati on/troubl eshoot-
er/abinstallation.html] under "Y ou get an error about the package not being uploaded to the server".
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If you have WAMPServer (or any other prepackaged local server), please note that its default configuration
does not allow files over 2Mb to be uploaded. To work around that you will need to modify your php.ini and
restart the server. On WAM Pserver left-click on the WAMP icon (the green W), click on PHP, php.ini. Find
the line beginning with upl oad_max_fi | esi ze. Changeit so that it reads:

upl oad_max_filesize = 6M

Savethisfile. Now, left-click on the WAMP icon, click on Apache, Service, Restart Service and you can now
install the component. Editing the php. i ni file should aso work on al other servers, local and live aike.

If the installation did not work, please take a look at our instalation troubleshooting instructions [https:/
www.akeebabackup.com/documentation/troubl eshooter/abinstallation.html] or try the manua installation described
below.

3.1.3. Manual installation

Sometimes Joomlal ™ is unable to properly extract ZIP archives due to technical limitations on your server. In this
case, you can follow a manual installation procedure.

You can download the latest installation packages our site's download page for Admin Tools [https:./
www.akeebabackup.com/downl oad/admintools.html]. Please note that the latest version is always on top. If you
have an older version of Joomlal or PHP please consult our Compatibility page [https://www.akeebabackup.com/
compatibility.html] to find the version of Admin Tools compatible with your Joomlal and PHP versions. In either case
click on the version you want to download and install.

If you are not a subscriber, click on the Admin Tools Core to download the ZIP installation package of the free of
charge version.

If you are a subscriber to the Professional release, please make sure that you have loged in first. Y ou should then see
an item on this page reading Admin Tools Professional. If you do not seeit, please log out and log back in. Click on
the Professional item to download the ZIP installation package.

All Admin Tools installation packages contain the component and all of its associated extensions. Installing it will
install all of these items automatically. It can also be used to upgrade Admin Tools; just install it without uninstalling
the previous release.

Before doing anything else, you have to extract the installation ZIP file in a subdirectory hamed akeeba on your
local PC. Then, upload the entire subdirectory inside your site's temporary directory. At this point, there should be a
subdirectory named akeeba inside your site's temporary directory which contains al of the ZIP package's files.

If you are unsure where your site'stemporary directory islocated, you can look it up by going to the Global Configura-
tion, click on the Server tab and take alook at the Path to Temp-folder setting. The default setting isthet mp directory
under your site'sroot. Rarely, especially on automated installations using Fantastico, this might have been assigned the
system-wide/ t np directory. In this case, please consult your host for instructions on how to upload filesinside this
directory, or about changing your Joomlal ™ temporary directory back to the default location and making it writable.

Assuming that you are past this uploading step, click on Extensions, Manage link on thetop menu. If you are on Joomlal!
3.x please click on the Install from Directory tab. Locate the Install Directory edit box. It is already filled in with the
absolute path to your temporary directory, for example/ var / www/ j oo a/ t np. Pleaseappend/ akeebatoit. In
our example, it should look something like/ var / wwww/ j oom a/ t np/ akeeba. Then, click on the Install button.

If you till can'tinstall Admin Toolsand you are receiving messages regarding unwritable directories, inability to move
files or other similar file system related error messages, please consult our installation troubleshooting instructions
[ https://www.akeebabackup.com/documentati on/troubl eshooter/abinstallation.html]. If these instructions do not help
please do not request support from us; we are unlikely to be able to help you. These errors come from your site set up
and can best be resolved by asking your host for assistance or by asking other usersin the official Joomlal ™ forums
[http://forum.joomla.org].
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3.1.4. The installation / update broke my site!

Some users have reported that after they have installed or updated Akeeba Backup, they were no longer able to access
parts of their site, especially the back-end. Thisisan indication of afailed or partial installation. Should this happen,
useyour FTP client to remove the following directories (some of them may not be present on your site; thisisnormal):

admi ni st rat or/ component/ com adni nt ool s
conponent/com admi nt ool s

nmedi a/ com admi nt ool s

pl ugi ns/ systen adm nt ool s

Thiswill do the trick! You will now be able to access your site's administrator page again and retry installing Admin
Tools without uninstalling it first. Remember, uninstalling Admin Tools will remove your settings; you do not want
that to happen!

4. Upgrading from Core to Professional

Upgrading from Admin Tools Core to Admin Tools Professional is by no means different than installing the compo-
nent. Y ou do not haveto uninstall the previousversion; infact, you MUST NOT do that. Simply follow theinstallation
instructions to install Admin Tools Professional over the existing Admin Tools Core installation. That's al! All your
settings are preserved.

I mportant

When upgrading from Coreto Professional you usually havetoinstall the Professional packagetwice, without
uninstalling anything in between. Sometimes Joomlal doesnot copy some of thefilesand foldersthefirst time
you install it. However, if you install the package again (without uninstalling your existing copy of Admin
Tools) Joomlal copiesall of the necessary files and performs the upgrade correctly.

5. Automatic updates

Checking for the latest version and upgrading

You can easily check for the latest published version of the Akeeba Backup component by visiting http://
www.akeebabackup.com/latest. The page lists the version and release date of the latest Admin Toolsrelease. Y ou can
check it against the data which appear on the right-hand pane of your Admin Tools Control Panel. If your releaseis
out of date, simply click on the Download link to download the install package of the latest release to your PC.

Updating automatically with the Joomla! extensions up-
date feature

Warning

This method IS NOT supported on Joomlal 2.5.18 or earlier and Joomlal versions 3.0.0 up to and including
3.2.0. If you are using these versions you MUST update manually (see further down this page)

I mportant

This Joomlal feature requires that your server supports fopen() URL wrappers (al | ow_url _fopen is
set to 1 in your server's php. i ni file) or has the PHP cURL extension enabled. Moreover, if your server
has afirewall, it has to allow TCP connections over ports 80 and 443 to ww. akeebabackup. comand
cdn. akeebabackup. com If you don't see any updates or if they fail to download please ask your host to
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check that these conditions are met. If they are met but you still do not see the updates please file a bug report
in the official Joomlal forum [http://forum.joomla.org/]. In the meantime you can use the manua update
methods discussed further below this page.

Admin Tools can be updated just like any other Joomlal extension, using the Joomlal extensions update feature.
Joomlal isresponsible for finding the updates, downloading them and installing them on your server. Y ou can access
the extensions update feature in two different ways:

e From theicon your Joomlal administrator control panel page. On Joomlal 3 you will find theicon in the left-hand
sidebar, under the Maintenance header. It has an icon which looks like an empty star. On Joomla! 2.5 you will find
it in the main area of the control panel page, under Quick Icons. When there are updates found for any of your
extensions you will seethe Updates are available message. Clicking on it will get you to the Update page of Joomlal
Extensions Manager.

» From the top menu of your Joomlal administrator click on Extensions, Extensions Manager. From that page click
on the Update tab found in the left-hand sidebar on Joomlal 3 and the top navigation bar in Joomlal 2.5. Clicking
onit will get you to the Update page of Joomlal Extensions Manager.

If you do not see the updates try clicking on the Find Updates button in the toolbar. If you do not see the updates till
you may want to wait up to 24 hours before retrying. This has to do with the way the update CDN works and how
Joomlal caches the update information. Unfortunately we can't do anything about it, especialy in Joomlal 3 (thereis
no way to forcibly clean the updates cache).

If thereis an update available for Admin Tools tick the box to the left of its row and then click on the Update button
in the toolbar. Joomlal will now download and install the update.

Warning

Admin Tools Professional needs you to set up the Download ID before you can install the updates. Y ou can
find your main download ID or create additional Download IDs on our site's Add-on Download 1Ds [http://
akee.ba/downloadid] page. Then go to your site's administrator page and click on Components, Admin Tools,
and click on the Options button in the toolbar. Click on the Live Update tab and paste your Download ID
there. Finally, click on Save & Close.

On Joomlal 2.5.19 and all later versions in the 2.5.x range (but not Joomla! 3.x or later) you also need the
Installer - Admin Toolspluginto beinstalled and published onyour site. Thispluginisautomatically installed
and published when you install Admin Tools. If you are not sure, please go to your site's administrator, click
on Extensions, Plug-in Manager and verify that this plugin is installed and published. If this plugin is not
installed or not published you will see the updates but you will NOT be able to install them. Instead you will
see an error message telling you about a 403 or 404 error message received. |f you do not see the plugin on
your site please update manually, with the method described below.

If Joomlal cannot download the package, please use one of the manual update methods described below. If, however
you get an error about copying files, folder not found or acryptic"-1" error please follow our installation troubl eshoot-
ing instructions [ https.//www.akeebabackup.com/documentati on/troubl eshooter/abinstall ation.html].

Updating manually

As noted in the installation section, installing and updating Admin Tools is actually the same thing. If the automatic
update using Joomlal's extensions update feature does not work, please install the update manually following the
instructions in the installation section of this documentation.

I mportant

When installing an update manually you MUST NOT uninstall your existing version of Admin Tools. Unin-
stalling Admin Tools will always remove all your settings. Y ou definitely not want that to happen!
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Live update (versions 1.0 up to and including 2.6.0)

Note

This method was removed in Admin Tools 2.6.1

On older versions of Admin Tools thereis a different update method, if your server supportsit. It is called the "Live
Update" feature. Whenever you visit the Admin Tools Control Panel, it will automatically check for the existence of
an updated version and it will notify you. Clicking on the notification allows you to perform a live update without
further interaction. Do note that if your server is protected by a firewall you'll have to enable port 80 and 443 TCP
traffic to www.akeebabackup.com and cdn.akeebabackup.com for this feature to work properly.

6. Requesting support and reporting bugs

Since July 7th, 2011, support is provided only to subscribers. If you aready have an active subscription which gives
you access to the support for Admin Tools you can request support for it through our site. You will need to log in to
our site and go to Support, Admin Tools and click on the New Ticket button. If you can't see the button please use the
Contact Us page to | et us know of the ticket system problem and remember to tell us your username.

If you want to report a bug, please use the Contact Us page of our site. You don't need to be a subscriber to report
a bug. Please note that unsolicited support requests sent through the Contact Us page will not be addressed. If you
believe you are reporting a bug please indicate so in the contact form.

I mportant

Support cannot be provided over Twitter, Facebook, email, Skype, telephone, the official Joomlal forum,
our Contact Us page or any other method except the Support section on our site. We aso cannot take bug
reports over any other medium except the Contact Us page and the Support section on our site. Support is
not provided to non-subscribers; if you are using the Core version you can request support from other users
in the official Joomlal forum or any other Joomla!-related forum in your country/region. We have to impose
those restrictions in support to ensure a high level of service and quality. Thank you for your understanding.

7. Quick Setup

I mportant
This section applies only to Admin Tools Professional and refers only to its security features

The fundamental functionality of Admin Tools Professional is to allow you to secure your site. However, setting up
your site's security does require some tweaking, as each site is has different structure and needs than the next. When
you firstinstall Admin Tools Professional you may feel abit overwhelmed by the abundance of security options. Well,
the good news is that setting it up is not even half as hard as it looks! In this tutorial we will go through the basic
security configuration and point you to what you want to do next.

Go to the back-end of your site and click on Components, Admin Tools, Web Application Firewall, Configure WAF
and set the following optional settings:

1. Administrator secret URL parameter If you enter "foobar" (without the quotes) in here, then you must access your
sitesbackend asht t p: / / www. exanpl e. com admi ni st r at or ?f oobar i.e. append a questionmark and
the secret word. If you skip the ?foobar part, you can't even see the login page.

2. Enter your email addressin Email this address on successful back-end login and Email this address on failed back-
end login. Admin Tools will be sending you an email whenever anyone triesto log in to your site's back-end as a
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Super Administrator. The minute you receive an email which wasn't triggered by a trusted person, you know you
have to get your site off-line a.s.a.p. Do note that thisis avery useful feature! It will send you an email even in the
unlikely case that someone, for example, hacks your Wi-Fi, steals your login cookie and then uses your own Wi-
Fi connection and login cookie to log in to your site.

3. Set Hide/customise generator metatag to Yes and enter something obscurein the Generator tag. | usually jokingly
set "Drumlapress’ in there, mudding the waters as to which CMS I'm redlly using. Be creative! Thisis a low-
priority thing to do, but stops "dork scanning" attacks. What | mean is that normally Joomla! spits out its namein
the (hidden) generator meta tag on every HTML page on your site. An attacker looks for "dorks" (sites to exploit)
by searching for "Joomlal 1.5" on Google. This feature removes that generator tag and you're not susceptible to
thiskind of attack.

4. Optiona but highly recommended, go to http://www.projecthoneypot.org/httpbl_configure.php and open yourself a
Project Honeypot account. After your registration, visit that URL again and you'll see something called "HTTP:BL
key". Copy it and paste it into Admin Tools Project Honeypot HTTP:BL Key field. Also set Enable HTTP:BL
filtering to Yes. Why? Project Honeypot analyses data from a vast number of sites and positively identifies 1Ps
currently used by hackers and spammers. This Admin Tools feature integrates with Project Honeypot, examining
your visitors 1P addresses. If they are in the black list (known hacker or spammer) they will be blocked from
accessing Joomlal.

5. Optional, but highly recommended, enable the IP blocking of repeat offenders. This feature blocks IPs raising re-
peated security exceptions on your site, i.e. we have strong reasons to suspect they are hackers. Please note that
you may not want to enable this feature until you are sure everything is working smoothly, so that you don't acci-
dentally block yourself out of your site. If that does happen, please take alook at https://www.akeebabackup.com/
documentati on/troubleshooter/atwafi ssues.html

6. Thereareacouple of potentially annoying featuresin Admin Tools Professional's Web Application Firewall. These
features have a strong tendency to throw false positives, i.e. mark legitimate requests as attacks. These features are:

* Cross Site Scripting block (X SSShield)
e CSRF/Anti-spam form protection (CSRFShield)

If you are not avery advanced user we strongly recommend turning them off; all of them are considered "paranoid
security" featuresand do need you to be on thelookout for fal se positives and apply workarounds (WAF Exceptions,
adding IPs to the "Never block these IPs" list, etc). Problems are especially common on sites with a forum or a
payment system, as thisis what triggers most of the false positives. We'd like to note that most sites do not need
them to be enabled and, in fact, we even disable them on most of our own sites.

If you are using the Apache web server another thing to do is to go to Components, Admin Tools, .htaccess Maker
and click on Save and Apply .htaccess. If you get ablank page or 500 Internal Server Error on your site, useyour FTP
client to delete the . ht access file (if it's not visible, just upload an empty text file named . ht access), go back
to .htaccess Maker, try disabling some option and repeat the whole process until your site loads correctly. For more
information, take alook at https://www.akeebabackup.com/documentati on/troubl eshooter/athtaccess500.html

If you are using the NginX web server you should go to to Components, Admin Tools, NginX Configuration Maker
and follow the instructions on the page to create a security and performance optimised site configuration file.

After applying all of the above protections, it is very likely that some of your site's functionality is no longer
working. This is normal. The default settings are very restrictive by design. On each page with a problem,
first try applying the step by step process outlined in https://www.akeebabackup.com/documentation/troubl eshoot-
er/athtaccessexceptions.html

If you get stuck somewhere, feel free to file a support ticket (if you are a subscriber). We are here to help!
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Chapter 2. Using Admin Tools

1. The post-installation configuration page

After you install or upgrade the component on Joomlal 2.5 or 3.1 you will see the post-installation configuration page
which looks like the following screenshot.

The post-installation configur ation page

Welcome to your new Admin Tools installation! Admin Tools can be configured with some optional features. Please select which of them you want to enable on your site. This page will be shown to you
every time you have just installed a new Admin Tools version.

Enable automatic Joomla! update emails

When checked, Admin Tocls will pericdically check for new versions of Joomlal. When a new Joomla! version is found, it will send Super Users an email with a link. Clicking on the link will take you to your site and
run Joomlal Update to update your site to the |atest available release. Please note that, by default, clicking on the link will not log you in autematically to your site; you will have to enter your login credentials in the
administrator login page before the update can proceed. Update checks are performed based on the Joomlal Update schedule, defined in that component. You will receive up to one email per day until you install
the new Joomla! version. You can turn off this feature by unpublishing the "System - Joomla! Update Email' plugin using Joomla!'s Plugin Manager

Mandatory Information
« | have read, understood and accept the license of the software

Admin Tools is distributed under the terms of the GNU General Public License (GPL), version 3 of the license or -at your option— any later version published by the Free Software Foundation. It is the same license
Joomlal™ itself is licensed under. You have to accept it if you want to use this component.

« | understand that support for the software is only provided to subscribers

Qur support policy is that we only provide support for the software to subscribers with a valid, active subscription and only through our support ticket system. No support is given to non-subscribers or through any
medium other than our support ticket system. If the component was installed by a third party (e.g. the person whe built or maintains your site) you have to ask them for support instead. We would like to remind you
that you can always consult our documentation, our Quick Start Guide, our video tutorials, the official Joomlal forum, local Joomlal suppert forums and tutorials found on the Internet free of charge.

Apply settings Accept Mandatory Information and apply settings

Please read the information on the page, check the boxes under Mandatory Information and click on the Apply Settings
button.

If you install the component on anewer version of Joomlal you will not see this page. Instead, these messages will be
show in the Joomlal post-installation messages page. A link to that page will be given to you from inside the Admin
Tools component as long as there are unread messages.

2. The Control Panel

The main page of the component which gives you accessto all of itsfunctionsis called the Control Panel.
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The Control Panel page

pse w202

GeolP Database Maintainance

Admin Toals finds the country and continent of your visitors' IP addresses using the MaxMind Geolite2 Country database. You are advised to update it at least once per month. On most servers you can perform
the update by clicking the button below. If that doesn't work on your server, please consult our documentation.

133 Update the Geolite2 Country database

Security
Updates
= (
%«a han Admin Tools version rev7F1E100 - | cHanceLos | EEERENINSEIEILGY o]
Emergency Off-Line Master Password Password-protect -htaccess Maker
roeney : Adw"ist"a'ar Copyright @ 2010 - 2014 Nicholas K. Dionysopoulos / AkeebaBackup.com
If you use Admin Tools Professional, please post a rating and a review at the Joomlal Extensions
Directory.
= =1 ) N
‘Web Application Database table Super Administrator PHP File Change Exceptions Graph
Firewall prefix editor 1D Scanner
From
2014-03-22 =] Load graph
Tools 0.0

The Control Panel is split in three areas, atop area, the left-hand control panel icons and the right-hand information
boxes.

If Admin Tools has detected that some of its directories/files are missing or tampered with it will give you awarning
instead of displaying this page. Per the warning message's instructions, you should download the Admin Tools ZIP
package from our site and install it on your site twice, without uninstalling Admin Tools before or in between these
subsequent installations. For more information about this self-check feature read the " Self-check feature” section fur-
ther down this chapter. If you are wondering which files are missing please click on the Run files check button. If you
want to ignore this message ENTIRELY AT YOUR OWN RISK click the second button. Do note that ignoring this
message will most likely cause your Admin Toolsinstallation to act erratically. Moreover, if you choose to ignore the
warning message be advised that you will receive no support.

If there is an update available, you will see the information about it at the very top of the page. Click on the Update
button to go to the Joomlal extensions update page where you can install the update.

The top area displays information about the Geographic 1P (Geol P) database. Please read on towards the bottom of
this section for more information.

In the left hand areayou haveiconswhich launch theindividual tools out of which Admin Toolsis made when clicked.
Each of those toolsis described in a section of its own in the rest of this documentation.

Clicking on the Scheduling (via plugin) button will launch the System - Admin Tools plugin configuration page in
a pop-up dialog box. In there, you can configure the scheduling options for Admin Tools' utilities. Do note that this
feature is only available in the Professional edition.

The Joomlal Core update status icon will toggle between a green check mark, an exclamation/warning icon and a
recycleicon. When it is a green check mark it means that your site already has the latest version of the Joomlal core
installed and no further action isrequired. An exclamation icon meansthat thereis anewer version of the Joomla! core
available than the one installed and you should upgrade immediately by clicking on it. When it turns into a recycle
icon, it means that Admin Tools was not able to fetch the latest Joomlal release information from the JoomlaCode.org
servers. In this case you have to manually update your Joomlal site. Most often you can ask your host to open their
firewall so that your site can access the JoomlaCode.org servers of standard HT TP (port 80) to restore the functionality
of thisfeature.
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The topmost right hand information pane displays the Admin Tools version information. Y ou can see the version of
the software, aswell asforce-rel oad the update information for Admin Toolsitself. Thelatter isonly necessary if there
was an update released in the last 24 hours and your copy of Admin Tools has not "seen" it yet.

Below that you will see the graphs showing the number of logged security exceptions (attacks Admin Tools Profes-
sional has protected you against), their distributions by type and afew statistics about them, e.g. how many exceptions
have occurred in the last year, month, week, day and so on.

What is the GeolP database, installing and updating it
Note

This product includes GeoLite2 data created by MaxMind, available from MaxMind [http://
www.maxmind.com]. Thisis only required by the Professional version of the component.

Certain features in Admin Tools require it to be able to find out the country and / or continent associated with the
IP address of a visitor of your site. Thisis used to provide country information on blocked requests, as well as the
Geographic IP Block feature. Naturally, 1Ps do not carry geographic information so we need an external database
which has thiskind of information.

Admin Tools requires you to install an optional plugin called "System - Akeeba Geol P provider plugin”. You can
download it for free from our site [https://www.akeebabackup.com/download/akgeoip.html]. Please remember to en-
ableit after you install it.

This plugin is using the third party MaxMind GeoL ite?2 database to match IPs to countries and continents. This list
is not static, i.e. it is updated about once per month. Admin Tools can attempt to download its newest version by
clicking the Update the GeoL ite2 Country database button in the Control Panel page. However, if thisis not possible
(for reasons ranging from your host restrictions to permissions issues) you can do so manually.

You can download the latest version of MaxMing GeoLite2 database [http://dev.maxmind.com/geoi p/geoip2/ge-
olite2/] in binary format, from http://geolite.maxmind.com/downl oad/geoi p/database/GeoL ite2-Country.mmdb.gz
[?77]. Extract the downloaded compressed file using gunzip on Linux, 7-Zip on Windows or BetterZIP on Mac OS X.
It will result in afile named GeoLi t e2- Count ry. mdb. gz. Upload it to your site's pl ugi ns/ syst eni ak-
geoi p/ db directory overwriting the existing file.

I mportant

Capitalization matters! You have to upload the file as GeoLi t e2- Count ry. mdb. gz, not geo-
lite2-country. mudb. gz or any other combination of lowercase / capital letters, otherwise IT WILL
NOT WORK, AT ALL.

Tip

If you are a subscriber to MaxMind's more accurate (99.8% advertised accuracy), for-a-fee Geol P Country
database you can use that database instead of the free GeoL ite2 database included in the component, using
the same procedure.

Do notethat security exception log records prior to installing the new version of the database will not be affected. Only
security exceptions logged after uploading the new database version will be affected by the new database version.

Self-check feature

We have seen an intermittent issue with Joomlal where it “forgets’ to copy or overwrite some files when upgrading
an extension. This usually happens when the directory structure of the extension's top-level directories has changed
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since the previously installed version. It doesn't affect all Joomlal installations and we have not been able to identify
the exact conditions which trigger it since the first time we observed it in 2009. The result is that you end up with
apartially updated extension.

Working around thisissue is very simple. Just install the extension's installation package twice in arow, but without
uninstalling it before or between installations. This somehow forces Joomlal to get unstuck and install al of the nec-
essary files.

In the case of Admin Tools, this Joomlal bug usually means that the component is updated but the plugin —which
implements the security features— is not, putting your site at risk. This version of Admin Tools includes a self-check
feature which makes sure that the correct files are installed. If they are not, you will be naotified about it and given the
instructions to manually fix your installation. If you choose to ignore this warning please note that your Admin Tools
installation will not work as expected and we will not provide any support until you follow the manual fix instructions.

3. Fixing the permissions of files and directo-
ries

Asany web siteadministrator knows, file and directories permissionsarethefirst gatekeeper on theway to having asite
hacked. Having 0777 permissionslying around isabig mistake and could provefatal to your site. For moreinformation,
read my blog post [http://www.dionysopoul os.me/blog/777-the-number-of-the-beast]. Ideally, you should only have
0755 permissions for your directories and 0644 for your files.

On other occasions, we have all run across a misconfigured server which gives newly created files and directories
impractical permissions, like 0600. This hastheimmediate effect that newly uploaded or created filesare not accessible
from the web. Fixing those permissions is a tedious process, hunting down the files with FTP and changing their
permissions manually. Ever so often this becomes so tedious that we are tempted to just give 0777 permissions to
everything and get done with it. Big, fatal mistake.

The solution to those permissions problems is the Fix permissions tool of Admin Tools. Its mission is as simple as
it gets: it will give al your directories 0755 permissions and all of your files 0644 permissions. Obviously, this only
has effect on Linux, Mac OS X, Solaris and other hosts based of UNIX-derivative Operating Systems, i.e. everything
except servers running on Windows. If you are on a shared host you will most likely want to enable Joomlal's FTP
layer inyour site's Global Configuration. Admin Toolswill detect that and when it runsacross afile or directory whose
permissions can't be changed by PHP will use FTP to perform this task.

Note

Y ou can customize the permissions per folder and file using the Permissions Configuration page.
Warning

It is possible that —if you select the wrong kind of permissionsin the Permissions Configuration page— you
will be locked out of your site and will not be able to accessit over FTP or your hosting panel's file manager.

If this happens, please contact your host and ask them to fix the permissions of your site.

When you click on the Fix Permissions tool you are going to see the "Fixing Permissions..." pop-up window with a
progress bar filling up as Admin Tools is changing the permissions of all your directories and files.
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Fixing permissions

Fixing permissions...
AT AT YT ST LT LTTTTTT.

When it's over the progress bar will fill up and thetitle of the page changes to "Finished fixing permissions":

Finishing fixing permissions

Finished fixing permissions
A VUMM NM MMM NNNNNNwL

This window will close automatically in 3 seconds.

Just click on the Back button to return the the Control Panel page.

No permissions have been changed on my site. Why?

It's a matter of ownership. If you are on a host which doesn't use suPHP, your files and directories are owned by a
different user than the one the web server is running under. All you haveto do is go to the Global Configuration page
of your site, enter your FTP details and enable Joomlal's FTP option. Admin Toolswill pick it up next timeyou try to
fix permissions and automatically use the FTP mode whenever it can't change permissions directly.

| can see a lot of JFTP error messages in red back-
ground during that process. What's wrong?

Admin Tools, as explained in the above paragraph, triesto use the FTP mode whenever it can't change the permissions
directly. In order for this trick to work, your FTP server must support the CHMOD command. Not all servers do,
though, especially those running on Windows where there is no notion of permissions. If you get thislong list of JFTP
Bad Response messages, please ask your host whether their FTP server supports the CHMOD command.

Finally, some hosts place directories inside your web root which are not meant to be directly accessibleto you, i.e. a
cgi - bi norast at s directory. You can't change the permissions of those directories due to their ownership (they
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are usually owned by a reserved system user or the root user) and will cause a few JFTP error messages to be spat
out. Thisis normal and you shouldn't worry about that.

3.1. Configuring the permissions of files and directories

By default, Admin Tools will apply 0755 permissions to all of your directories and 0644 permissions to all of your
files. However, thisisn't always desirable. Sometimes you want to make configuration files read-only (0400 or similar
permissions) or give a directory wide-open (0777) permissions. While this is not recommended, it may be the only
option on some shared hostsfor several extensionsto work. Most notably, some extensions need to be able to append to
files—e.g. Akeeba Backup needsto append to itslog and backup archives— which isimpossible to do over FTP and,
therefore, requireswider permissions. Since Admin Tools 1.0.b1 you can do that using the Permissions Configuration
button in the component's control panel.

Configuring the permissions

Default permissions

Directories 755 '+ Files 644 :

Path: < Root >

Folder Owner Permissions File Owner Permissions
administrator nicholas:staff 755 . CONTRIBUTING.md nicholas:staff 644
backups nicholas:staff 755 . LICENSE.txt nicholas:staff 644
bin nicholas:staff 756 . README.md nicholas:staff 644

When you launch this feature you see a page split in three sections.

The top section, titled Default permissions, allows you to configure the permissions which will be applied if nothing
different is configured. Use the drop-down lists to select the default permissions for directories and files (the default
setting is 755 and 644 respectively), then use the Save default permissions button to apply the setting.

The middle section shows the path to the currently selected directory and allows you to quickly navigate through the
folders by clicking on their names.

The bottom section is split in two panes, Folders and Files. Each pane lists the folders and files inside the current
directory. Clicking on the name of afolder will navigateinsidethat folder. There are three columns next to each folder.
Thefirst displays the current owner (user:group format). The second displays the current permissions of that directory
in the file system. The final column contains is a drop down list. The default setting, represented by dashes, means
that there is no specific preference for this folder/file and the default permissions will be applied to it. If you select a
customized permissions setting remember to click the Save custom permissions button before navigating to another
folder or returning to the control page, otherwise your settings will be lost.

I mportant

None of these customized permission settings are applied immediately. You will need to launch the Fix
Permissionsfeaturefor them to be applied. Click on the Back button to return to the Control Panel page where
you can find this button.

Alternatively, you can click on the Fix and Apply Permissions button to immediately save and apply all custom per-
missions you see on this page. If you don't see the permission changing, please take alook at the previous section of
this user's guide for more information on what you have to do.
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4. Emergency Off-Line Mode

| mportant

This feature uses .htaccess files which are only compatible with Apache, Litespeed and avery few other web
servers. Some servers (such as NginX and 11S) are incompatible with .htaccess files. If we detect aknown to
be incompatible server type this feature will not be shown at all in Admin Tools' interface. It should be noted
that even if you do see it in the interface it doesn't necessarily means that it will work on your server. This
depends on your server's capabilities. If you are unsure or believe it doesn't work please consult your host.

Joomlal's off-line feature, the one you can enablein your site's Global Configuration, hasamajor deficiency. It doesn't
put the site off-line. All it does is to replace the output of the component with the "off-line" page. This has grave
security implications, especially when you need to take your site off-line to deal with a security breach (e.g. a hacked
site) or to update akey component of your site. For moreinformation about this problem, pleaseread thisarticle[http://
www.dionysopoul 0s.me/bl og/how-offline-is-jooml a-offline-mode].

The Emergency Off-Line Mode of Admin Tools enables you to really and securely take your site off-line. More
specificaly, the Emergency Off-Line Mode does the following actions:

* Itcreates—if it doesn't already exist— astatic HTML page named offline.html in your site'sroot. This page contains
the offline message to show to visitors.

* |t creates a backup copy of your site's. ht access file, if there was one, under the name . ht access. eom

» Finally, it creates a .htaccess file which will temporarily redirect all access attempts to the offline.html page. It will
alow only your IP address to have access to the site.

In order to put your site in Emergency Off-Line Mode, simply click on the Emergency Off-Line button in Admin
Tools Control Panel page. Thiswill get you to the following page:

The Emergency Off-Line Mode page

Set Offline
Clicking the button above will set your site in the Emergency Off-Line mode. In this mode nobody will be able to access your site except visitors coming from your current IP address. Should your Internst

connection drop or your IP change for any reason, the only way to access your site will be removing the .htaccess file from your site's root using FTP. Please read this very carefully and print this page for reference.

In case this automated tools fails to create the .htaccess file on your site's root, please remove your current .htaccess (if any) and create a new .htaccess file with the following contents:

RewriteEngine On
RewriteBase /

RewriteCond %{REMOTE_HOST} 1127\.0N.eN. 1

RewriteCond %{REQUEST_URI} loffline\.html

RewriteCond %{REQUEST_URI} TCh.pngliN. Jpgln.gifin.jpegl™.bmpIN\.swfi\.css1\. js)%
RewriteRule (.*) offline.html [R=3@7,L]

Clicking the Set Offline button will attempt to perform the steps outlined above. Should any of those steps fail, for
example due to insufficient file permissions, you can still put your site in Emergency Off-Line Mode by taking out
the following procedure;

1. Keep acopy of your site's. ht access file, e.g. renamingitto ht access. bak.

2. Create anew .htaccessfilein your site'sroot with its contents being what displayed in the last part of the Emergency
Off-Line Mode page.

If your Internet 1P address changes before you disable the Emergency Off-Line Mode —i.e. your connection drops or
you switch to another computer which connects to the Internet through a different Internet router— you will be unable
tolog into your site. In this case, follow these steps:

1. Using an FTP application of your liking remove the .htaccess file, or upload a blank .htaccess file overwriting the
old one.
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2. Gotoyour site'sadministrator back-end and relaunch Admin Tools Emergency Off-Line mode. Clicking onthe Set
Offline button will create anew . ht access file with your current |P address. Y our backup . ht access. eom
filewill not be overwritten.

If you want to set your site back on-line, just visit the Emergency Off-Line page and click on the Set Online button.
This will replace the off-line. ht access file with the contents of the. ht access. eombackup file and remove
the backup file. If this doesn't work, follow this manual procedure:

1. Using an FTP application of your liking remove the .htaccess file, or upload a blank .htaccess file overwriting the
old one.

2. Renamethe. ht access. eombackup fileback to. ht access

Will | be able to use FTP or my host's control panel file
management when | enable this feature?

Of course! Thisfeature only protectsweb (HTTP/HTTPS) access. It can't and won't touch FTP access or your hosting
control panel's file management.

Should I always use the emergency off-line mode in-
stead of Joomla!'s off-line feature?

The short answer is, smply, no. There are many cases where using Joomlal's off-line feature is more convenient,
i.e. when you want to simply make your site's content unavailable to random web visitors and search engines while
building a new site. The only cases when you should use the Emergency Off-Line Mode are:

« If you believe that your site has been compromised (hacked). The Emergency Off-Line will make it impossible for
the hacker to access your site while you are working to restoreiit.

* When updating key components of your site and don't want to risk a user following a direct link to screw up the
process.

In all other casesit's more convenient and sufficient to go to your site's Global Configuration and enable the off-line
feature of Joomla! itself.

The offline.html page Admin Tools creates is horrid. Can
| change it?

Thank you for noticing that! Of course you can change it. Simply upload an offline.html of your liking to your site's
root. You can link to JPG, GIF, PNG, BMP, SWF, CSS and JS files—on the same or a different server— from inside
the HTML of thisfile. Do not try to link to other file types, it will not work.

Won't the redirection to offline.html screw up my SEO
ranking?
No. Theredirectionto of f | i ne. ht m ismade using the 307 HTTP status code which tells search engines that this

redirection is temporary, they should not index the page now, but come back |ater when the problem will have been
restored.

Help! | have been locked out of my site! Fix it!

Read afew paragraphs above. You just have to remove afileusing FTP.
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The redirection doesn't work! | test it from my PC and |
can still see my site.

First, | have to ask the obvious question: did you really read the description of this feature? Y ou are supposed to be
able to see your site only from your PC. If you want to test that this feature really works please try accessing your site
from another computer, connected to the Internet from a different router. One good ideais to use your cellphone, as
long as it connects to the Internet over 3G, not over WiFi. If you did that and still don't see the redirection happening,
make sure that your server supports. ht access filesand that it hasmod_rewrite enabled. Some servers, like 11S, do
not support . ht access filesat all. If thisisthe case, consult your host about taking your site completely off-line.

Help! As soon as | clicked on "Put Offline" | got a white
page or Internal Server Error 500 page.

Don't panic! Y ou have an old version of Apache—1.3 or 2.0— which doesn't support onefeature used inthe . ht ac-
cess file generated by Admin Tools. Y ou can easily work around thisissue by editing the . ht access filein your
site'sroot, using an FTP application. Replace[ R=307, L] inthelastlinewith[ R, L] (that is, removethe =307 part)
and save back thefile. That's all.

My Internet connection drops all of the time. Will | get
continuously locked out of my site if | use this feature?

It depends. If you have a static | P address, no, you will never get locked out. If you have adynamic IP address, | don't
know. When | used to have a dynamic IP address | observed that my IP address wouldn't change if my connection
dropped for less than 1-2 minutes. It all depends on how your ISP assigns | P addresses to its clients. The only way
to find out is the hard way: trial and error.

5. Protect your administrator back-end with a
password

I mportant

This feature uses .htaccess files which are only compatible with Apache, Litespeed and avery few other web
servers. Some servers (such as NginX and 11S) are incompatible with .htaccessfiles. If we detect aknown to
be incompatible server type this feature will not be shown at all in Admin Tools' interface. It should be noted
that even if you do seeit in the interface it doesn't necessarily means that it will work on your server. This
depends on your server's capabilities. If you are unsure or believe it doesn't work please consult your host.

The Password-protect Administrator tool of Admin Toolsis designed to add an extralevel of protection to your site's
administrator back-end, asking for a username and password before accessing the administrator login page or any
other file inside the admi ni st rat or directory of your site. It does so by using Apache .htaccess and .htpasswd
files, so it won't work on 11S hosts.

| mportant

Some prepackaged server bundles, such as Zend Server CE, and some live hosts do not alow using .htac-
cess files to password-protect a directory. If it is a local server, edit your htt pd. conf file (for Zend
Server CE thisislocated in C: \ Program Fi | es\ Zend\ Apache2\ conf or C:\ Program Fi |l es
(x86) \ Zend\ Apache?2\ conf ) and modify all AllowOverride linesto read:
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Al l owOverride All

If you areon alive host, please consult your host about the possibility of them alowing you to use thisfeature
on your site.

Passwor d-protect Administrator

This feature will password-protect your administrator area using .htaccess files. Your server must support this type of password protection.

When you apply the password protection, the following username and password will be always requested by your browser before you can log in to your administrator area.

Username
Password

Retype password

If you are on a server running on Windows™, you are receiving a warning at the top of the page stating that the
password will be stored to disk unencrypted. This is done due to the lack of the system-wide crypt function on the
Windows platform, which causes Apache to understand password only if they are unencrypted or encrypted with a
non-standard encryption scheme which does not exist in PHP.

Warning

If you password your administrator directory on a Linux system and then restore your site on a Windows
server (typical live to local site restoration) you will be receiving a blank page or an Internal Server 500
when accessing the site. Thisis normal and expected. All you have to do isto remove the. ht access and
. ht passwd filesfrom your administrator directory after restoring the site.

In order to apply the password protection, ssimply enter a desired username and password and click on the Pass-
word-protect button. After a few seconds your browser will ask you to supply the username and password you just
specified. Thiswill also happen each and every time anybody tries to access the administrator back-end of your site.
In other words, you have to share the username and password with all back-end users of your site.

If after applying the password protection you immediately receive ablank page or an Internal Server Error 500 instead
of apassword prompt, your server is not compatible with the password protection scheme. In this case, the only way
to gain access to your site's administrator back-end isto remove the . ht access and . ht passwd files from your
administrator directory using an FTP application or the File Manager in your site's hosting control panel. If in doubt,
consult your host about how you can do that before trying to apply the password protection. If those files do not
show up in your FTP client, please create two blank files with those names and upload them to your site, overwriting
the existing (but invisible) ones. This will remove the password protection so that you can regain entrance to your
administrator back-end.

If you wish to remove the password protection you can either remove both the . ht access and . ht passwd files
from your administrator directory, or click on the Remove Password Protection button.

6. The .htaccess maker

Note

Thisfeature isonly available in the Professional release
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Warning

Thisfeature is only available on servers running the Apache web server. If your server isusing 1S or NginX
the button to launch this feature will not be shown. If you are using Lighttpd, Litespeed or any other server
software you will see abutton to launch this feature but this feature may not have any effect. If unsure please
consult with your host about their server's support of .htaccess files.

One of the most important aspects of managing a web site hosted on an Apache server is being able to fine-tune
your .htaccessfile. Thisfileisresponsible for many web server level tweaks, such as enabling the use of search engine
friendly (SEF) URLSs, blocking accessto system fileswhich should not be accessible from the web, redirecting between
pages based on custom criteria and even optimising the performance of your site. On the downside, learning how to
tweak al those settingsis akin to learning a foreign language. The .htaccess Maker tool of Admin Toolsis designed
to help you create such afile by utilizing a point-and-click interface.

I mportant

Some prepackaged server bundles, such as Zend Server CE, and some live hosts do not allow using .htaccess
filesto override server settings. If it isalocal server, edit your ht t pd. conf file (for Zend Server CE this
islocated in C: \ Program Fi | es\ Zend\ Apache2?\ conf or C:\ Program Fi |l es (x86)\ Zend
\ Apache?2\ conf ) and modify all AllowOverride linesto read:

Al l owOverride All

If you areon alive host, please consult your host about the possibility of them allowing you to usethisfeature
on your site.

Tip

If you ever want to revert to a"safe default”, just set all of the options on this pageto "Off" and click on"Save
and create .htaccess'. Thiswill create a. ht access file which is essentially the same as the one shipped
with Joomlal (ht access. t xt).

The top part of the .htaccess maker page contains the standard toolbar buttons you'd expect:

The .htaccess M aker'stoolbar

+ Save without creating .htaccess & Preview Back

© Will the .htaccess Maker work with my server?

Most likely yes. We have detected that your web server type is Apache which supports .htaccess files. If the options below have no effect or turning them all off still results in a 500 Internal Server Error or
blank page please contact your host and ask them to enable .htaccess file support.

» Save without creating .htaccess saves the changes you have made in this page's options without actually creating
the customized . ht access file. This should be used when you have not decided on some options yet, or if you
want to preview the generated . ht access file before writing it to disk.

» Saveand create .htaccessisthelogical next step to the previous button. It not only saves the changes you made, but
also creates and writesthe new . ht access fileto the disk. If you aready had a. ht access file on your site, it
will berenamed to . ht access. adni nt ool s before the new fileiswritten to disk.
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 Preview pops up a dialog where you can see how the generated . ht access file will look like without writing it
to disk. This dialog shows the saved configuration. If you have modified any settings they will not be reflected in
there until you click either of the previous two buttons.

» The Back button takes you back to the Control Panel page.

Below the toolbar there are five panes with different options, described below. Before you do that, please read and
understand the following warning. Support requests which indicate that you have not read it will be replied with a
link back to this page.

Warning

Depending on your web server settings, some of these options may be incompatible with your site. In this
case you will get a blank page or an Internal Server Error 500 error page when trying to access any part of
your site. I this happens, you have to remove the . ht access file from your site's root directory using an
FTP application or the File Manager feature of your hosting control panel. Since Admin Tools 1.2, your old
. htaccess fileissaved as. ht access. adm nt ool s. You can rename that file back to . ht access
torevert to the last known good state. If you are unsure how thisworks, please consult your host beforetrying
to create anew . ht access fileusing thistool.

Some prepackaged server environments, like WAM Pserver, do not enable Apache's mod_rewrite module by
default, which will alwaysresult in an Internal Server Error upon applying the .htaccessfile. In this case you
are strongly suggested to enable it. On WAMPserver you can click on its tray icon, go to Apache, Modules
and make surerewrite_moduleis checked. On other server environments you have to edit your httpd.conf file
and make sure that the LoadModule mod_rewrite lineis not commented out (there is no hash sign in front of
it). Once you do either of these changes, you must restart your server for the change to become effective.

We strongly suggest that you begin by setting all options to No and then enable them one by one, creating a
new .htaccess file after you have enabled each one of them. If you bump into a blank or error page you will
know that the last option you tried is incompatible with your host. In that case, remove the .htaccessfile, set
the option to No and continue with the next one. Unfortunately, there is no other way than trial and error to
deduce which options may be incompatible with your server.
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6.1. Basic Security

Basic security

Basic security

Disable directory listings (recommended) Yes =
Protect against common file injection attacks Yes :
Disable PHP Easter Eggs Yes —
Block access to configuration.php-dist and Yes =

htaccess.txt

Block access from specific user agents Yes

4k

User agents to block, one per line Indy Library

Disable directory
listings (recom-
mended)

Protect against
common filein-
jection attacks

Disable PHP
Easter Eggs

Block accessto
configuration.php-
dist and
htaccess.txt

libwww-perl
Download Demon
GetRight
GetWeb!

GolZilla
Go-Ahead-Got-It
GrabMet
TurnitinBot

When disabled, your web server might list the files and subdirectories of any directory on your
site if there is no index.html file inside it. This can pose a security risk, so you should always
enable this option to avoid this from happening.

Many attackers try to exploit vulnerable extensions on your site by tricking them into including
malicious code hosted on the attacker's server. Enabling thisoption will protect your server against
thiskind of attacks. Thisworksby preventing any URL which referencesan http:// or https:// URL
in the query string. Sometimes these are legitimate requests. For example, some gallery compo-
nents use them. In this case you are recommended to use the RFIShield (Remote File Inclusion
protection) in the Web Application Firewall and turn this .htaccess Maker option OFF.

PHP hasafun and annoying feature known as " Easter Eggs". By passing aspecial URL parameter,
PHPwill display apictureinstead of the actual page requested. Whereasthisisconsidered fun, itis
also widely exploited by attackersto figure out the version of your PHP installation (these images
change between different versions of PHP) and launch hacking attacks targeting your specific
PHP version. By enabling this option you completely disable access to those Easter Eggs and
make it even more difficult for attackers to figure out the details of your server.

Note: You are advised to also set expose_php to O f inyour php. i ni file to prevent acci-
dental leaks of your PHP version.

These two files are left behind after any Joomlal installation or upgrade and can be directly ac-
cessed from the web. They are used by attackersto tell the Joomlal version you are using, so that
they can tailor an attack targeting your specific Joomlal version. Enabling this option will "hide"
those files when accessed from the web (a 404 Not Found page is returned), tricking attackers
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Block access
from specific us-
er agents

User agentsto
block, one per
line

into believing that these files do not exist and making it slightly more difficult for them to deduce
information about your site. This option also hides the web.config.txt file included in Joomlal 3
and later for use with the I1S server.

When enabled, it will block any site access attempt if the remote program sends one of the user
agent strings in the User agents to block, one per line option. This feature is designed to protect
your site agai nst common bandwidth-hogging downl oad bots and otherwise legitimatetool swhich
are more usually used for hacking sites than their benign intended functionality.

The user agent strings to block from accessing your site. You don't have to enter the whole UA
string, just apart of it. The default setting includes several usual suspects. Separate multiple entries
by a single newline character (that isasingle press of the ENTER key). Do note that some server
with mod_security or mod_evasive installed will throw an "Access forbidden" messageif you try
to save the configuration settings when this field contains the word "WGet". If you come across
thisissueitisnot abug with Admin Toolsor Joomlal, itisaserver-level protection featurekicking
in. Just avoid including the word Wget and you should be out of harm's way.

Default list of user agents to block

The following is the default list of user agents to block, as of Admin Tools 3. It is very thorough and seems to be
reducing the number of attacks enormously. If you are upgrading from an earlier version you might want to try it out.
Just copy it and paste it in the User agents to block, one per line are in the .htaccess Maker configuration. Remember
to enable the Block access from specific user agents to enable the feature and then click on Save and create .htaccess
to generate the .htaccess file which applies this setting on your site.
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6.2. Server protection

Server protection

Server protection

Protection Toggles

Back-end protection
Front-end protection
Fine-tuning

Back-end directories where file type exceptions are
allowed

Back-end file types allowed in selected directories

Front-end directories where file type exceptions are
allowed

Front-end file types allowed in selected directories

Ak

Yes

4k

Yes

componants
modules
templates
images
plugins

jpe
ipg
jpeg
jp2
jpe2
png
gif
bmp
Cs5
is

components
modules
templates
images
plugins

media

libraries
media/juiffonts

jpe
jrg
jpeg
jp2
jpe2
png
gif
bmp
C55
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Thisisthe most coveted feature of our software, offering anear-inclusive protection against the vast majority of known
threats when enabled. This feature's mission statement can be summed up with a single phrase: nothing executes on
your site unless you allowed it to. By blocking access to front-end and back-end elements (media files, Javascript,
CSSand PHPfiles) it makes it extremely hard —but not outright impossible— for an attacker to hack your site, even
if he manages to exploit a security vulnerability to upload malicious PHP code to your site. Additionally, it will deny
direct access to resources not designed to be directly accessible from the web, such astrandation INI files, which are
usually used by attackers to find out which version of Joomlal you are running on your site to tailor an attack to your
site. On the downside, you have to explicitly enable access to some extensions' PHP files which are designed to be
called directly from the web and not through Joomlal's main file, i ndex. php andi ndex2. php.

Do note that enabling this feature will kill the functionality of some extensions which create arbitrarily named PHP
filesthroughout your site, such as RokGZipper. In our humble opinion the security risk of having your site unprotected
outweighs the benefits of such solutions by adramatic factor. As aresult, we strongly suggest disabling RokGZipper
and other similar software using similarly questionable security practices.

There are three sections of configuration settings controlling the functionality of the Server Protection feature. The
first one isthe Protection Toggles which allows you to enable or disable the four main aspects of protection:

Back-end protec-
tion

Disables direct access to most back-end resources, except those in the exceptions lists. It is gen-
erally recommended to turn it on to enhance the protection of your site, unless you have enabled
the administrator password protection feature. In the latter case this option is redundant and we
recommend turning it off.

Front-end protec-
tion

Disables direct access to most front-end resources, except those in the exceptions lists. It is gen-
erally recommended to turn it on to enhance the protection of your site.

The next section is called Fine-tuning and contains the necessary options to tweak the protection's behaviour to suit
your site. Before describing what each option does, a small explanation of how the protection worksisin order. The
protection codeinthegenerated . ht access fileblocksdirect web accessto all files. Joomlal's standard "entry point"
or "main" files, i ndex. php and i ndex2. php, are automatically exempt from this rule. However, your site also
contains images, media, CSS and Javascript files inside certain directories. For each of the back-end and front-end
protection we need a set of directories where such files are allowed and the file extensions of those files. These are
what those options are all about. The default settings contain the most common file types you'd expect to find on asite
and the standard Joomla! directories where they should be located. Y ou only have to tweak them if you want to add
more file extensions or have such static files in locations other than the default.

Back-end direc-

torieswherefile
type exceptions

are allowed

Back-end file
types alowed in
selected directo-
ries

Front-end direc-
torieswherefile
type exceptions

are dlowed

Front-end file
typesalowed in

Thisisalist of back-end directories (that is, subdirectories of your site's administrator directory)
where you expect media files to be present. Place one directory on each line. Subdirectories of
those directories are automatically added to the exceptions list without having to explicitly list
them here.

The extensions of back-end fileswhich allowed to passthrough the server protection filter, aslong
asthefileswith those extensionsarein thelist above. Place onefile extension per line, without the
dot. For example, if youwant to allow accessto all PDFfilesyou havetotypein "pdf" (without the
quotes) on anew line of thislist. Do note that file extensions are case-sensitive. This means that
PDF, Pdf, pdf and pDF are four different file extensions as far as your web server is concerned.
Asarule of thumb, type in the extensions in lowercase and make sure that the extensions of the
filesyou upload are also in lowercase.

Thisis alist of front-end directories (that is, directories in your site's root) where you expect
mediafilesto be present. Place one directory on each line. Subdirectories of those directories are
automatically added to the exceptions list without having to explicitly list them here.

The extensions of front-end fileswhich allowed to passthrough the server protection filter, aslong
asthefileswith those extensionsarein thelist above. Place onefile extension per line, without the
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selected directo-  dot. For example, if youwant to allow accessto all PDF filesyou havetotypein "pdf" (without the

ries quotes) on anew line of thislist. Do note that file extensions are case-sensitive. This means that
PDF, Pdf, pdf and pDF are four different file extensions as far as your web server is concerned.
Asarule of thumb, type in the extensions in lowercase and make sure that the extensions of the
filesyou upload are also in lowercase.

Exceptions

Exceptions

Allow direct access to these files administrator/components/com_akeeba/restore.php
administrator/components/com_admintools/restore.php
administrator/components/com_joomlaupdate/restore.php
administrator/components/com_cmsupdate/restore.php

Allow direct access, except .php files, to these
directories

Allow direct access, including .php files, to these templates/your_template_name_here
directories

Finally, we have the Exceptions section. Thisallows specific files or all filesin specific directoriesto pass through the
Server Protection filter without further questions. Thisis required for several reasons. For starters, some extensions
need to directly access PHP files, without passing them through Joomlal's main files. One such example is Akeeba
Backup Professional’'s r est or e. php used in the integrated restoration feature, as it would be impossible to use
the index.php of a site which isin a state of flux while the restoration is underway. Other prime examples are CSS
and Javscript minifiers, either included in your template or installed on top of your site. Forum attachments are also
part of the same problem, as they tend to create a dedicated directory for their attachments, avatar icons and so forth.
Moreover, some extensions place PHPfilesinsideyour site'st np and cac he directoriesand expect themto bedirectly
accessible from the web. While thisis a stupid behaviour, contrary to the design goals of Joomla! itself, you still need
away to work around them and we have to provide it. Finally, you may have athird party script (e.g. Coppermine
gallery, phpBB forum, WordPress blog, or even another Joomlal site in a subdirectory) which doesn't install as a
Joomlal extension. The Server Protection feature would normally block access to it and you still need a way around
this limitation. So here we have those workarounds:
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Allow direct ac-
cess to these files

Allow direct ac-

cess, except .php
files, to these di-
rectories

Allow di-

rect access,
including .php
files, to these di-
rectories

Place one file per line which should be exempt from filtering, therefore accessible directly from
the web. The default settings include Akeeba Backup Professional and, of course, Admin Tools
itsalf.

Direct accessto all files (except for .php files) will be granted if they are inside any of the direc-
toriesin this list. Normally you should only need to add your forum's attachments, avatars and
image galleries directories, or other directories where you only intend to store media files. The
example is Agora forum's user files directory. As with al similar options, add one directory per
line, without atrailing slash.

This option should be used as sparingly as possible. Each and every directory placed inthislistis
no longer protected by Server Protection and can be potentially used as an entry point to hacking
your site. Asfar aswe know there are only three caseswhen itsuseis even marginally justifiable:

« If you have installed another Joomla!, WordPress, phpBB, Coppermine gallery or any other
PHP application in a subdirectory of your site. For example, if you are trying to restore a copy
of your siteinside adirectory namedt est inyour site'sroot you haveto addt est tothislist.
Thisisthe one and only usage scenario which doesn't compromise your site's security.

» Sometemplates and template frameworks may wrap their CSS and Javscript inside PHPfilesin
order to deliver them compressed to your browser. Whilethisis avalid technique, it's possible
that the list of PHP filesis too big to track down and include in the first list of the Exceptions
section. In this case you may consider putting the template subdirectory containing those files
inthislist.

» Someextensionsdo something silly: they placefilesinsideyour site'st np or cache directories
and expect them to be directly accessible from the web. This is plain wrong because these
directories are designed to be protected system directories where direct access should not be
allowed, most notably because they might contain sensitive information. However, if you have
such extensions—most notably certain Javascript and CSS minifiers— you need away to allow
direct access to those directories.

If you decide that convenience is better than security we can't stop you. Add tmp and cache
to this list and wish for the best. Y ou are opening a security hole on your site and you do it at
your own risk and potential peril.

While it might seem very tempting to put several Joomlal system directoriesin here, like compo-
nents and templates, don't. That's right. Do not do that. It islike using a tactical weapon to kill a
mosquito in the same room as you. The mosqguito will hardly ever survive, but you will go down
with it. Or, in computing terms, you alow potential hackers to use any security vulnerabilities
you haven't had the chance to fix yet in order to upload and execute malicious code. You killed
the mosquito (the access problems you had with an extension) but you accidentally helped to take
down your site. Ouch! Even if the chance of this happening is about one in ten thousand, are you
willing to take that risk on your own site?

In order to figure out which custom exceptions you need to add on your site, take a look at the How to determine
which exceptions are required section.

Warning

Windows users beware! Do not use Windows' path separator (the backlash - \) to separate directories! We are
talking about directories as they appear in URLSs, so you should always use the URL path separator (forward
dlash - /) in those settings. In other words sone/ | ong/ pat h iscorrect, sone\ | ong\ pat h isWRONG.
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6.2.1. How to determine which exceptions are required

After applying the Server Protection script you may notice that some of your extensions do no longer work properly or,
even worse, at all. Sometimes your site may even look like something's missing or like CSS and Javascript no longer
loads. Don't be afraid and don't rush into turning off the Server Protection. Determining which exceptions are required
is easy and takes only a few minutes of your time. | promiseg, it's as exciting, fancy and fulfilling as the televised
CSl work. On the upside, once you determine them on one site you can reuse them on all sites having that extension
installed. You will quickly end up with your "master" exceptions list which you'll be able to apply to al of your sites
without a second thought.

In the following example we are going to use Google Chrome to detect access issues on asite. Similar tools are built-
in in other major browsers, such as Safari and Internet Explorer 8. If you are using Firefox you can install FireBug
and use its Net panel to detect the access issues.

Our first test case will be a site with the great CssJsCompress JS/CSS minifier plugin installed. The first indication
that something went awry isthat our site looks like all the CSSis gone:

A broken sitefor many, a chanceto figure out exceptionsfor the smart

Joomla! 1.5 - 'Experience the Freedom'l. It has never been easier to create your own dynamic Web site. Manage all vour content from the best CMS admin
interface and in virtually any language vou speak.

¢ About Joomlal
¢ Features

¢ News

¢ The Community

Home
Main Menu

Home
Joomla! Overview
Joomlal License

More about Joomlal
TAN

In order to figure out what is going wrong, we have to find out which of the files referenced by the page are throwing
a 404 error (this means that they are filtered out by Server Protection), their naming pattern and location. Provided
that you are using Chrome open up the Developer Tools pane by typing CTRL-SHIFT-J while viewing that broken
page. Click on the Resources tab and, if prompted, enable tracking resources for this session. The page reloads and
alist of filesthe browser tried to access appears:
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Thelist of referenced files

B B B¢ @ F QK

Elements Resourc Timeline Profiles e Audits Console

(I} | Documents Stylesheets Images Scripts XHR Fonts  Other

GRAPHS

. | e
° Time ---- i,
Documents [ Stylesheets Images Scripts Total

m Size = SE4ms Sms 211ms :

|

RESOURCES

m

<> demo - ~
js.php n A
Jdemalplugins/systemiCss . -

css.php 1
oSS J/demaofpluginsisystemiCss. .. o 905ms =
pdf_button.png =

idemafimages/M_images -
printButton.png —
@ fdemofimages/M_images - IR
# | 2= | Sort by Response Time &
@ Failed to load resource: the server responded with a status of 484 (Not Found) is.php
@ Failed to load resource: the server responded with a status of 484 (Not Found) £ss.php

>

Thelower part of the window isthe console. It kindly informs us that two files, js.php and css.php, failed to load with
a status of 404. Bingo! We found the culprits, now let's take alook where they are coming from. Click on the js.php
link in the console. The top part of the window changes to display some debugging info about that file:

Theculprit under the microscope

(Al ] Stylesheets Images Scripts XHR Fonts  Other
GRAPHS ~| [[ETES) Content
@ Time: Request URL: http://localhost/demo/plugins/system/CssIsCompress/js.php?js=8e5793F¥64bd8a5d46C2028
B986ch2ked. iz
] . Request Method: GET
,-m = Status Code: @484 Not Found
RESOURCES ¥ Request Headers
= Accept: */*
< | demo Referer: http://localhost/demo/

User-Agent: Mozilla/5.8 (Windows; U; Windows NT 6.1; en-US) AppleWebKit/534.3 (KHTML, like Geck
o) Chrome/6.8.472.55 Safari/534.3

B /demolpluginsisystem... o ¥ Query String Parameters
=T js: Be5799F¥64bd885d46c20280986c626e4 . s
@ Jdemaiplugins/systemd_... o = ¥ Response Headers
Connection: Keep-Alive
L ﬂg;—:-?g;g%mm& Content-Length:DZBS
Content-Type: text/html; charset=iso-8859-1
@ printButton. png Date: Sun, 12 Sep 2818 15:43:48 GMT
fEniEiE L _TEE > Keep-Alive: timeout=5, max=93

the interesting part is the request URL: http://1 ocal host/deno/ pl ugi ns/ syst em CssJsCom
press/js. php?j s=0e5799f 64bd805d46c20200986c626€e4. j s. Asyou guessed, the part after the ques-
tionmark isaURL parameter and can be removed. We'releft withht t p: / /| ocal host / deno/ pl ugi ns/ sys-
tem CssJsConpress/js. php, but we know that http://localhost/demo is our site's base URL. Remove it and
you're left with pl ugi ns/ syst enf CssJsConpr ess/ j s. php. Bullseye! Isthere any change that this file can
have avariable name? Nope. Doesthefileexistin our file system? Y es. Thismeansthat thisisthe exact filewe need to
put in our Allow direct accessto these fileslist. Doing the exact same process for the css.php ends up with yet another
filewe haveto exclude: pl ugi ns/ syst enf CssJsConpr ess/ css. php. Notethe capitalization, OK? Copying
and pasting thosefilesin that exceptions option and regenerating the . ht access filealowsour siteto load properly:
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Problem solved instantly, just likein the" CSI" TV series

The one thing about a Web site, it always changes! Joomlal makes it easy to add Articles, content, images,

I videos, and more. Site administrators can edit and manage content ‘in-context’ by clicking the "Edit' link.
OOI I I O - \Webmasters can also edit content through a graphical Control Panel that gives you complete control aver your
site.
..beca ; urce matters

About Joomla! Features News The Community
Home search...
(T et News Popular
« Home + Joomlal License Guidelines + Joomlal Qverview
« Joomla! Overview + Content Layouts ) . Eﬂengigns .
« Joomlal License + The Joomla! Community + Joomla! License Guidelines
« More about Joomla! + Welcome to Joomlal . '_"ngc.jmgt.j.J.j.erm!
* Mewsflash 4 * \What's Mew in 1.57
+ FAQ
+ The News
+ Web Links
* Wewstens Welcome to the Frontpage Polls
Joomla! Community Portal I SE=g=] Joomia! is used for?

@ Community Sites
m @ PublicBrand Sites

+ Joomla! Home _

+ Joomla! Forums The Joomlal Community Portal is now online. There, you will find a constant source of ) eCommerce

« Joomla! Documentation information about the activities of contributors powering the Joomla! Project. Learn about ) Blogs

+ Joomla! Community Joomlal Events worldwide, and see ifthere is a Joomlal User Group nearby, . Intranets

+ Joomla! Magazine The Joomlal Community Magazine promises an interesting overview of feature articles, ) o

+ OSM Home community accomplishments, learning topics, and project updates each month. Also, check ) Fhota and bisdia Sites
+ Administrator out JoomlaConnect™. This aggregated RS5 feed brings together Joomla! news from all over @ All ofthe Above!

the world in your language. Getthe latest and greatest by clicking here

' IR . S VN S N Who's Online

That said, sometimes you will see something like along list of hard to guess filenames like js-abc123456789fedO.php
and so on. If the file extension is anything but .php you can add the extension to the front-end or back-end allowed
file types list and the directory in the respective list of directories where file type exceptions are allowed. If the cul-
prits are PHP files, you have two options: stop using that extension or add the directory in the "Allow direct access,
including .php files, to these directories” list.

How about another example?

The previous example was dead easy to spot as the page looked like a big ugly mess which immediately made us
figure out where the culprit is. Thisis not aways the case. Sometimes a feature of an extension stops working with
seemingly no explanation. In thistest case we'll be using UddelM. That was areal-world issue | had to deal with and
thisisthe story of how | solved it.

Note

An exception for UddelM is already present in the default configuration. For the sake of documenting the
procedure | removed it in order to demonstrate what is going on and how to fix it.

After installing the Server Protection users started complaining that they could not send me messages through UddelM
any more. At first | couldn't understand why, because | could use it without any problem at all. Then, | decided to
create a simple unprivileged registered user with the intention to send a message to myself in order to test that. Then,
| spotted the problem:
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The hidden problem

To:

[Al[4][2] [a][A][A] [-][a](A] A &[] A
©0 @ ® 6 OB vy0Oe@®O O

Message

2500 characters left
Password

Security Code:

@

D copy to me Add CC: line
Send

Tip
When trying to figure out an issue affecting your users but not yourself, alwaystry using auser with the same
attributes as an afflicted user. Idedlly, log in with the reporting user's account —with their permission, asyou

have to change their password— to witnesstheissue yourself. | got that piece of experiencethisthe hard way.

Notice that broken image icon next to the Security Code? This is where a CAPTCHA should display - but only for

Registered users. Hm... Why doesn't it get displayed? Time to use the Developer Tools in the browser, again. And
here what it says:

One step closer to the problem

@ emoticon_wondering. gif —
idemao/components.com_uddsi... b
=5/| captchal5.php = =
@ demolcomponents/com_ud. .. o = L
| mw_shadow_|.png =
idemaitemplatesthuk_milkyws. . . -

http://localhost/demo/templates/rhuk_milkyway/
irmages/blue/mw_shadow_l.png

| mw_header_tpng

~ Sort by Response Time %
(]
>

Failed to load resource: the server responded with a status of 484 (Not Found) captchal5.php

There is a captchal5.php file not loading. Right. Where is it located? Let's click on the filename in the console to
figure out:

36



Using Admin Tools

Theissueisnow triangulated

| 1] nts Stylesheets [i] Scripts XHR Fonts Other

" jdemo/componentsicom_ud... L Headers e

@ emuticun_kiss.?_if Request URL: http://localhost/demo/components/com_uddeim/captchals.php
ot Request Method: GET

“?| shop-ad jog Status Code: @ 484 Not Found
st i S = Flmimnt U dnen

So there it isl conponent s/ com uddei m capt chal5. php. Add it to the Allow direct access to these files
exceptions list, generate anew . ht access and let's see the results:

...and solved.

Security Code:

D copy to me Add CC: line

Send
That was it. Solved!
6.3. Custom .htaccess rules

Custom .htaccessrules

Custom .htaccess rules

Custom .htaccess rules at the top of the file

Custom .htaccess rules at the bottom of the file

Sometimes you just need to add custom .htaccess rules beyond what the .htaccess Maker can offer. Such examples can
be special directives your host told you to include in your .htaccess file to enable PHP5, change the server's default
error documents and so on. If you are an advanced user you may also want to write your own advanced rulesto further
customize the behaviour of the Server Protection. The two options in this section allow you to do that.
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The contents of the Custom .htaccess rules at the top of the file text areawill be output at the top of thefile, just after
the RewriteEngine On directive. You should put custom exception rules and, generaly, anything which should run
before the protection and security rulesin here.

The contents of the Custom .htaccess rules at the bottom of the file text area are appended to the end of the .htaccess
file. Thisisthe place to put stuff like directives to enable PHP5 and any optimizations which should run only after the
request has passed through the security and server protection rules.

6.4. Optimisation and utility
Optimisation and utility

Optimisation and utility

Force index.php parsing before index.html Yes .
Set default expiration time to 1 hour No =
Automatically compress static resources No H
Redirect index.php to the site's root No =
Redirect www and non-www adresses Do not redirect B

Redirect this {old) domain name to the new one

Force HTTPS for these URLs (do not include the
domain name)

HSTS Header (for HTTPS-only sites)

This section contains directives which are of utilitarian value and bound to save you some time:

Forceindex.php  Some serversattempt to serve index.html before index.php. This hasthe implication that trying to

parsing before accessyour sitesroot, eg. ht t p: / / www. exanpl e. com will attempt to serve an index.html

index.html first. If thisfile doesn't exist, it will try to serveindex.php. However, all of our Joomla! sites only
have the index.php, so this checking slows them down unnecessarily on each page request. This
rule works around this problem. Do note that some servers do not allow this and will result in a
blank page or Internal Server Error page.

Set default expi-  If your server hasmod_expiresinstalled and activated, enabling this option will cause all filesand
rationtimeto 1 pages served from the site to have an expiration time of 1 hour, which means that the browser will
hour
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Automatically
compress static
resources

Redirect
index.php to the
site'sroot

Redirect www
and non-www
adresses

Redirect this
(old) domain
name to the new
one

Force HTTPS for
these URLs (do
not include the
domain name)

HSTS Header
(for HTTP-only
sites)

not try to load them over the network before one hour elapses. Thisis a very desirable feature,
asit speeds up your site.

Enabling this option instructsthe server to send plain text, HTML, XML, CSS, XHTML, RSSand
Javascript pages and files to the browser after compressing them with GZip. This significantly
reduces the amount of data transferred and speeds up the site. On the downside some very old
browsers, like Internet Explorer 6, might have trouble loading the site.

Normally, accessing your site as http://ww. exanple.com and http://
www. exanpl e. cont i ndex. php will result in the same page being loaded. Except for the
cosmetic issue of this behaviour it may aso be bad for search engine optimization as search en-
gines understand this astwo different pages with the same content ("duplicate content™). Enabling
this option will redirect requests to index.php, without additional parameter, to your site's root
overriding thisissue.

Most web servers are designed to treat www and non-www URLs in the same way. For example,
if your siteisht t p: / / wwv. exanpl e. comthen most servers will also display it if called as
htt p: // exanpl e. com Thishasmany adverseeffects. For starters, if auser accessesthewww
site, logs in and then visits the non-www site he's no longer logged in, causing a functional issue
with your site's users. Moreover, the duplicate content rules also apply in this case. That'swhy we
suggest that you enable on of the redirection settings of this option. The different settings are:

» Do not redirect. It does no redirection (turns this feature off)

» Redirect non-www to www. Requests to the non-www site will be redirected to the www site,
eg. http://exanpl e. comwill beredirectedto ht t p: / / ww. exanpl e. com

¢ Redirect www to non-www. Requests to the www site will be redirected to the non-www site,
eg. http://ww. exanpl e. comwill beredirectedto ht t p: / / exanpl e. com

Sometimes you have to migrate your site to a new domain, as we did migrating from
joomlapack.net to akeebabackup.com. Usually this is done transparently, having both domains
attached to the same site on the hosting level. However, while avisitor can access the old domain
name, the address bar on his browser will still show the old domain name and search engines
will believe that you have set up a duplicate content site, sending to the darkest hole of search
engine results. Not good! So, you'd better redirect the old domain to the new domain with a 301
redirection to alert both users and search engines about the name change. This iswhat this option
does. You can include several old domains separated by commas. For example:

j oom apack. net, www. j oom apack. net

will redirect all access attempts to joomlapack.net and www.joomlapack.net to the new domain.

Under regular circumstances Joomlal should be able to automatically redirect certain menu items
to a secure (HTTPS) address. However, thisis not possible if the HTTPS domain name and the
HTTP domain nameare not the same, asis casual with many shared hosts. Since Admin Toolssup-
ports custom HTTPS domain names you can use this feature to make up for the lack of function-
aity in Joomlal itself. Use one URL per site and do not include http:// and your domain name. For
example, if youwant toredirectht t p: / / www. exanpl e. com eshop. ht ml tohttps://
www. exanpl e. coni eshop. ht M youhavetoenter eshop. ht m inanew lineof thisfield.
Easy, isn'tit?

Assuming that you have a site which is only supposed to be accessed over HTTPS, your visitor's
web browser has no idea that the site should not be ever accessed over HTTP. Joomlal of-
fers a Global Configuration setting to force SSL throughout the entire site, but this is merely a
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Forbid display-
ingin FRAME
(for HTTPS-only
sites)

Disable HTTP
methods TRACE
and TRACK
(protect against
XST)

workaround: if it seesarequest coming through HTTP it will forward it to HTTPS. There are two
privacy implications for your users:

« If you have not enabled the SSL option in Global Configuration a man-in-the-middle attack
known as "SSL Stripping" is possible. In this case the user will access your site over plain
HTTP without having any ideathat they should be using HTTPS instead.

« Even if Joomlal forwards your user to HTTPS the unencrypted (HTTP) request can still be
logged by an attacker. With a moderate amount of sophistication on the part of the attacker
(basically, some $200 hardware an widely availableinformation) they can efficiently eavesdrop
at thevery least the URL svisited by your user —undetected but to the most vigilant geeksamong
your users— and probably infer information about them.

The HSTS header can fix SSL Stripping attacks by instructing the browser to awaysuse HTTPS
for thiswebsite, evenif the protocol usedinaURL isHTTP. The browser, having seen thisheader,
will always use HTTPS for your site. An SSL Stripping and other man-in-the-middl e attacks are
possible only if your user visitsyour sitefor thefirst timein ahostile environment. Thisisusually
not the case, therefore the HSTS header can provide real benefits to the privacy of your users.

For more information on what the HSTS header is and how it can protect your site
visitors privacy you can read the Wikipedia entry on HSTS [http://en.wikipedia.org/wi-
ki/HTTP_Strict_Transport_Security].

This is your basic defense against click-jacking. For technical information please con-
sult the Mozilla Developer Network on the X-Frame-Options response header [https:.//
devel oper.mozilla.org/en-US/docs/Web/HT TP/ X -Frame-Options]. When you enable this option
your server will set the X-Frame-Options HTTP header to SAMEORIGIN. This tells the
browsers that your site is only allowed to appear in <f r ane> or <i f r ame> elements orig-
inating from the site itself. The corollary is that third party sites are not allowed to display
your site's pages in a <f r ame> or <i f r ane> element, therefore reducing your exposure to
clickjacking attacks [http://blogs.msdn.com/b/ie/archive/2009/01/27/ie8-security-part-vii-click-
jacking-defenses.aspx].

Enabling this option will prevent remote clients from using the HTTP methods TRACE
and TRACK to connect to your site. These can be used by hackers to perform privilege
escalation attacks known as Cross Site Tracing (XST) [https.//www.owasp.org/index.php/
Cross_Site Tracing]. To the best of our knowledge there are no side-effects to enabling this fea-
ture.

6.5. System configuration

Warning

If you backup and restore your site on anew host you MUST change these configuration parametersto reflect
your new server configuration manually. In fact, you must remove your .htaccessfile, change this parameters
and then let Admin Tools create a new .htaccess file before you can use your site's front-end.
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Optimisation and utility

System configuration

Host name for HTTPS requests (without https://) dev31.local.web
Host name for HTTP requests (without http/) dev31.local.web
Follow symlinks (may cause a blank page or 500 Yes, alway 5

Internal Server Error)

Base directory of your site / for domain's root) /

This final section contains all the options which let the .htaccess maker know some of the most basic information
pertaining your site and which are used to create the rules for some of the options in the previous section.

Host name for Enter the site's domain name for secure (HTTPS) connections. By default, Admin Tools assumes

HTTPSrequests it is the same as your site's domain, but you have to verify it as it may be different on some

(without https://)  hosts, especialy on shared hosts. Do hot use the https:// prefix, just the domain name and path
toyour site. For example, if theaddressisht t ps: / / www. exanpl e. coni j oonl a thentype
inwww. exanpl e. cont j oonl a.

Host name for Enter the site'sdomain namefor regular (HTTP) connections. By default, Admin Tools assumesit
HTTP requests isthe same as the address you are connected to right now, but you have to verify it. Do not use the
(without http://) http:// prefix, just the domain name and path to your site. For example, if the addressto your site's

rootisht t p: / / www. exanpl e. coni j oom a thentypeinwww. exanpl e. coni j ooni a.

Follow Symlinks  Joomlal normally does not create symlinks and does not need symlinks. At the sasmetime, hackers
who haveinfiltrated a site do use symlinksto get read accessto filesthat are normally outside the
reach of the web site they have hacked. Thisiswhy this option exists. Y ou can set it to:

e Default. It's up to your host to determine if symlinks will be followed. Use this if the other
options cause problemsto your site.

* Yes, always. Thisistheinsecure option. If you useit keep in mind that in the event of ahack all
world-readabl e files on the server may be compromised. Readlly, it'sa BAD idea. Worse than
bad, it'sahorrible idea. Don't useit.

* Only if owner matches. That's the safe approach to enabling symlinks. They will be followed
only if the owner of the symlink matches the owner of the file/directory it links to.

If you have no idea what that means, first try setting this option to "Only if owner matches". If
this results in a blank page or an Internal Server Error 500 then set this to "Default". For more
information please consult Apache's documentation or Joomlal's htaccess.txt file.

Basedirectory of  Thisisthedirectory whereyour siteisinstalled. For example, if itisinstalled in adirectory named

your site j oom a and you accessit onaURL similar to ht t p: / / www. exanpl e. conl j oom a you
havetotypein/j ooml a in here. If your siteisinstalled on the root of your domain, please use
asingle forward slash for thisfield: /
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7. The NginX configuration maker

Note

Thisfeature is only available in the Professional release

Warning

This feature is only available on servers running the NginX web server. If your server is using Apache or
I1S the button to launch this feature will not be shown. If the server type cannot be detected you will seethis
feature but you should consult with your host whether it will have any effect and how to useit..

One of the most important aspects of managing a web site hosted on an NginX server is being able to fine-tune your
site configuration file. This file is responsible for many web server level tweaks, such as enabling the use of search
engine friendly (SEF) URLSs, blocking access to system files which should not be accessible from the web, redirecting
between pages based on custom criteria and even optimising the performance of your site. On the downside, learning
how to tweak all those settingsis akin to learning aforeign language. The NginX Configuration Maker tool of Admin
Toolsisdesigned to help you create the part of such afile used for security and performance optimisation by utilizing
apoint-and-click interface.

Tip

If you ever want to revert to a"safe default”, just set all of the options on this pageto "Off" and click on"Save
and create nginx.conf". Thiswill create an empty nginx.conf file.

One very important aspect of NginX isthat, unlike Apache, the site configuration file is not magically loaded on every
request. When using this feature you will have to do two things:

1. Make sure NginX can load the nginx.conf file. Admin Tools writes the (partial) NginX configuration file
ngi nx. conf intheroot of your site. By default, NginX won't even know this fileisthere! You need to include
it in your site's definition file by adding adirective like this:

i ncl ude / home/ myuser/ww/ ngi nx. conf;

The exact path to the file is shown in Admin Tools NginX Configuration Maker page itself. Y ou only need to do
this ONCE.

If your host doesn't allow you to do that they might be giving you away to add custom NginX configuration vari-
ables. In this case use the Preview button in the NginX Configuration Maker page to get the raw NginX configura
tion commands and give them to your host for inclusion in the NginX configuration.

If you have a choi ce between these two methods of providing the custom NginX configuration to your server please
use the second one. It's harder to manage but it's far more secure. The first method of having your NginX server
include a configuration file off the web root is not a good idea as far as security is concerned: a sy attacker could
modify that file to their benefit and just wait for the NginX server to restart. Ideally, that first method should only
be used on a private test server which is not accessible from the Internet and only for debugging and devel opment
purposes.

If your host doesn't allow you to provide custom NginX configuration, sorry, you're out of luck: you will not be
able to use this feature of Admin Tools.

2. Reload or restart your NginX server. Remember that modifying the NginX configuration has NO EFFECT until
you reload or restart the NginX server. Thisis part of what makes NginX so incredibly fast.
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FInally, do note that the NginX configuration maker makes the assumption that you've configured PHP to run through
FastCGI using the exact method described in NginX's documentation [http://wiki.nginx.org/PHPFcgiExample]. If
you're using a different method to enable PHP on your NginX server the generated configuration may not work on
your server or even cause problems accessing your web site.

The top part of the NginX configuration maker page contains the standard toolbar buttons you'd expect:

The NginX Configuration Maker'stoolbar

e & provew || pack

@ Will the NginX Configuration Maker work with my server?

Most likely yes. We have detected that your web server type is NginX. Support for custom per-site configuration is, however, up to your host. Please consult with your host about the proper way to use a
custom nginx.conf file with your site.

include /usr/share/nginx/html/dev31/nginx.conf;

 Save without creating nginx.conf saves the changes you have made in this page's options without actually creating
the customized ngi nx. conf file. This should be used when you have not decided on some options yet, or if you
want to preview the generated ngi nx. conf file before writing it to disk.

» Save and create nginx.conf is the logical next step to the previous button. It not only saves the changes you made,
but also creates and writesthe new ngi nx. conf fileto thedisk. If you already had angi nx. conf file onyour
site, it will be renamed to ngi nx. admi nt ool s before the new fileiswritten to disk.

 Preview pops up adialog where you can see how the generated ngi nx. conf file will look like without writing
it to disk. This dialog shows the saved configuration. If you have modified any settings they will not be reflected
in there until you click either of the previous two buttons.

» The Back button takes you back to the Control Panel page.

Below the toolbar there are five panes with different options, described below. Before you do that, please read and
understand the following warning. Support requests which indicate that you have not read it will be replied with a
link back to this page.

Warning

Depending on your web server settings, some of these options may beincompatiblewith your site. Inthiscase
you will get a blank page or an Internal Server Error 500 error page when trying to access any part of your
site. If this happens, you have to remove the contents of ngi nx. conf file from your site's root directory
using an FTP application or the File Manager feature of your hosting control panel OR remove all custom
configuration from your NginX site configuration file (depending on which method you chose). Then you
MUST reload or restart NginX for the changes to take effect.

We strongly suggest that you begin by setting all options to No and then enable them one by one, creating
a new configuration (and reloading your NginX server) after you have enabled each one of them. If you
bump into a blank or error page you will know that the last option you tried is incompatible with your host.
Unfortunately, there is no other way than trial and error to deduce which options may be incompatible with
your server.
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7.1. Basic Security

Basic security

Basic security

Disable directory listings (recommended) Yes -
Protect against common file injection attacks Yes H
Disable PHP Easter Eggs Yes H
Block access to configuration.php-dist and Yes .

htaccess.txt

Block access from specific user agents No -

User agents to block, one per line

Block common exploits Yes

Enable SEF URLs

Disable directory
listings (recom-
mended)

Protect against
common filein-
jection attacks

Disable PHP
Easter Eggs

BlackWidow

Bolt 0

Bot mailto:craftbot@yahoo.com
BOT for JCE

casper

checkprivacy

ChinaClaw

clshttp

cmsworldmap

comodo

Cnetn -

Yes

When disabled, your web server might list the files and subdirectories of any directory on your
site if there is no index.html file inside it. This can pose a security risk, so you should always
enable this option to avoid this from happening.

Many attackers try to exploit vulnerable extensions on your site by tricking them into including
malicious code hosted on the attacker's server. Enabling thisoption will protect your server against
thiskind of attacks. Thisworks by preventing any URL which references an http:// or https:// URL
in the query string. Sometimes these are legitimate requests. For example, some gallery compo-
nents use them. In this case you are recommended to use the RFIShield (Remote File Inclusion
protection) inthe Web Application Firewall and turn thisNginX Configuration Maker option OFF.

PHP hasafun and annoying feature known as " Easter Eggs". By passing aspecial URL parameter,
PHPwill display apictureinstead of the actual page requested. Whereasthisisconsidered fun, itis
also widely exploited by attackersto figure out the version of your PHP installation (these images
change between different versions of PHP) and launch hacking attacks targeting your specific
PHP version. By enabling this option you completely disable access to those Easter Eggs and
make it even more difficult for attackers to figure out the details of your server.

Note: You are advised to also set expose_php toOf f inyour php. i ni fileto prevent acci-
dental leaks of your PHP version.




Using Admin Tools

Block accessto
configuration.php-
dist and
htaccess.txt

Block access
from specific us-
er agents

User agentsto
block, one per
line

Block common
exploits

Enable SEF
URLs

These two files are left behind after any Joomlal installation or upgrade and can be directly ac-
cessed from the web. They are used by attackersto tell the Joomlal version you are using, so that
they can tailor an attack targeting your specific Joomlal version. Enabling this option will "hide"
those files when accessed from the web (a 404 Not Found page is returned), tricking attackers
into believing that these files do not exist and making it slightly more difficult for them to deduce
information about your site. This option also hides the web.config.txt file included in Joomlal 3
and later for use with the I1S server.

When enabled, it will block any site access attempt if the remote program sends one of the user
agent strings in the User agents to block, one per line option. This feature is designed to protect
your site agai nst common bandwidth-hogging downl oad bots and otherwiselegitimatetool swhich
are more usually used for hacking sites than their benign intended functionality.

The user agent strings to block from accessing your site. Y ou don't have to enter the whole UA
string, just apart of it. The default setting includes several usual suspects. Separate multiple entries
by asingle newline character (that isasingle press of the ENTER key). Do note that some server
with mod_security or mod_evasive installed will throw an " Access forbidden" message if you try
to save the configuration settings when this field contains the word "WGet". If you come across
thisissueitisnot abug with Admin Toolsor Joomlal, itisaserver-level protection featurekicking
in. Just avoid including the word Wget and you should be out of harm's way.

Enabling this option will include a set of options recommended by Joomlal to protect against
(obsolete) common exploits which no longer have any effect on Joomlal 2.5 and later. It's still a
good idea to enable this option.

Enabling this option will allow your site to use SEF (ak.a. "beautiful") URLS, with or without
index.php in them. Y ou are recommended to |eave this option turned on unless you have a custom
URL forwarding setup already in place.
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7.2. Server protection

Server protection
Server protection

Protection Toggles

4k

Back-end protection Yes

4k

Front-end protection Yes

Fine-tuning

Back-end directories where file type exceptions are components

allowed modules
templates
images
plugins

Back-end file types allowed in selected directories ipe
irg
jpeg
ip2
jpe2
png
gif
bmp
css
is

Front-end directories where file type exceptions are components
allowed modules
templates
images
plugins
media
libraries
media/juiffonts

Front-end file types allowed in selected directories ipe
irg
ipeg
jp2
jpe2
png
gif
bmp
cs5
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Thisisthe most coveted feature of our software, offering anear-inclusive protection against the vast majority of known
threats when enabled. This feature's mission statement can be summed up with a single phrase: nothing executes on
your site unless you allowed it to. By blocking access to front-end and back-end elements (media files, Javascript,
CSSand PHPfiles) it makes it extremely hard —but not outright impossible— for an attacker to hack your site, even
if he manages to exploit a security vulnerability to upload malicious PHP code to your site. Additionally, it will deny
direct access to resources not designed to be directly accessible from the web, such astrandation INI files, which are
usually used by attackers to find out which version of Joomlal you are running on your site to tailor an attack to your
site. On the downside, you have to explicitly enable access to some extensions' PHP files which are designed to be
called directly from the web and not through Joomlal's main file, i ndex. php.

Do note that enabling this feature will kill the functionality of some extensions which create arbitrarily named PHP
filesthroughout your site, such as RokGZipper. In our humble opinion the security risk of having your site unprotected
outweighs the benefits of such solutions by adramatic factor. As aresult, we strongly suggest disabling RokGZipper
and other similar software using similarly questionable security practices.

There are three sections of configuration settings controlling the functionality of the Server Protection feature. The
first one isthe Protection Toggles which allows you to enable or disable the four main aspects of protection:

Back-end protec-
tion

Disables direct access to most back-end resources, except those in the exceptions lists. It is gen-
erally recommended to turn it on to enhance the protection of your site, unless you have enabled
the administrator password protection feature. In the latter case this option is redundant and we
recommend turning it off.

Front-end protec-
tion

Disables direct access to most front-end resources, except those in the exceptions lists. It is gen-
erally recommended to turn it on to enhance the protection of your site.

The next section is called Fine-tuning and contains the necessary options to tweak the protection's behaviour to suit
your site. Before describing what each option does, a small explanation of how the protection worksisin order. The
protection code in the generated ngi nx. conf file blocks direct web access to al files. Joomlal's standard "entry
point" or "main" files, i ndex. php andi ndex2. php, are automatically exempt from this rule. However, your site
also contains images, media, CSS and Javascript files inside certain directories. For each of the back-end and front-
end protection we need a set of directories where such files are allowed and the file extensions of those files. These
are what those options are all about. The default settings contain the most common file types you'd expect to find on
asite and the standard Joomla! directories where they should be located. Y ou only have to tweak them if you want to
add more file extensions or have such static filesin locations other than the default.

Back-end direc-

torieswherefile
type exceptions

are allowed

Back-end file
types alowed in
selected directo-
ries

Front-end direc-
torieswherefile
type exceptions

are dlowed

Front-end file
typesalowed in

Thisisalist of back-end directories (that is, subdirectories of your site's administrator directory)
where you expect media files to be present. Place one directory on each line. Subdirectories of
those directories are automatically added to the exceptions list without having to explicitly list
them here.

The extensions of back-end fileswhich allowed to passthrough the server protection filter, aslong
asthefileswith those extensionsarein thelist above. Place onefile extension per line, without the
dot. For example, if youwant to allow accessto all PDFfilesyou havetotypein "pdf" (without the
quotes) on anew line of thislist. Do note that file extensions are case-sensitive. This means that
PDF, Pdf, pdf and pDF are four different file extensions as far as your web server is concerned.
Asarule of thumb, type in the extensions in lowercase and make sure that the extensions of the
filesyou upload are also in lowercase.

Thisis alist of front-end directories (that is, directories in your site's root) where you expect
mediafilesto be present. Place one directory on each line. Subdirectories of those directories are
automatically added to the exceptions list without having to explicitly list them here.

The extensions of front-end fileswhich allowed to passthrough the server protection filter, aslong
asthefileswith those extensionsarein thelist above. Place onefile extension per line, without the
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selected directo-  dot. For example, if youwant to allow accessto all PDF filesyou havetotypein "pdf" (without the

ries quotes) on anew line of thislist. Do note that file extensions are case-sensitive. This means that
PDF, Pdf, pdf and pDF are four different file extensions as far as your web server is concerned.
Asarule of thumb, type in the extensions in lowercase and make sure that the extensions of the
filesyou upload are also in lowercase.

Exceptions

Exceptions

Allow direct access to these files administrator/components/com_akeeba/restore.php
administrator/components/com_admintools/restore.php
administrator/components/com_joomlaupdate/restore.php

Allow direct access, except .php files, to these
directories

Allow direct access, including .php files, to these templates/vour_template_name_here
directories

Finally, we have the Exceptions section. This allows specific filesor all filesin specific directories to pass through the
Server Protection filter without further questions. This is required for several reasons. For starters, some extensions
need to directly access PHP files, without passing them through Joomlal's main files. One such example is Akeeba
Backup Professional's r est or e. php used in the integrated restoration feature, as it would be impossible to use
the index.php of a site which isin a state of flux while the restoration is underway. Other prime examples are CSS
and Javscript minifiers, either included in your template or installed on top of your site. Forum attachments are also
part of the same problem, as they tend to create a dedicated directory for their attachments, avatar icons and so forth.
Moreover, some extensions place PHPfilesinside your site'st np and cac he directoriesand expect themto bedirectly
accessible from the web. While thisis a stupid behaviour, contrary to the design goals of Joomla! itself, you still need
away to work around them and we have to provide it. Finally, you may have a third party script (e.g. Coppermine
gallery, phpBB forum, WordPress blog, or even another Joomlal site in a subdirectory) which doesn't install as a
Joomlal extension. The Server Protection feature would normally block access to it and you still need a way around
this limitation. So here we have those workarounds:
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Allow direct ac-
cess to these files

Allow direct ac-

cess, except .php
files, to these di-
rectories

Allow di-

rect access,
including .php
files, to these di-
rectories

Place one file per line which should be exempt from filtering, therefore accessible directly from
the web. The default settings include Akeeba Backup Professional and, of course, Admin Tools
itsalf.

Direct accessto all files (except for .php files) will be granted if they are inside any of the direc-
toriesin this list. Normally you should only need to add your forum's attachments, avatars and
image galleries directories, or other directories where you only intend to store media files. The
example is Agora forum's user files directory. As with al similar options, add one directory per
line, without atrailing slash.

This option should be used as sparingly as possible. Each and every directory placed inthislistis
no longer protected by Server Protection and can be potentially used as an entry point to hacking
your site. Asfar aswe know there are only three caseswhen itsuseis even marginally justifiable:

« If you have installed another Joomla!, WordPress, phpBB, Coppermine gallery or any other
PHP application in a subdirectory of your site. For example, if you are trying to restore a copy
of your siteinside adirectory namedt est inyour site'sroot you haveto addt est tothislist.
Thisisthe one and only usage scenario which doesn't compromise your site's security.

» Sometemplates and template frameworks may wrap their CSS and Javscript inside PHPfilesin
order to deliver them compressed to your browser. Whilethisis avalid technique, it's possible
that the list of PHP filesis too big to track down and include in the first list of the Exceptions
section. In this case you may consider putting the template subdirectory containing those files
inthislist.

» Someextensionsdo something silly: they placefilesinsideyour site'st np or cache directories
and expect them to be directly accessible from the web. This is plain wrong because these
directories are designed to be protected system directories where direct access should not be
allowed, most notably because they might contain sensitive information. However, if you have
such extensions—most notably certain Javascript and CSS minifiers— you need away to allow
direct access to those directories.

If you decide that convenience is better than security we can't stop you. Add tmp and cache
to this list and wish for the best. Y ou are opening a security hole on your site and you do it at
your own risk and potential peril.

While it might seem very tempting to put several Joomlal system directoriesin here, like compo-
nents and templates, don't. That's right. Do not do that. It islike using a tactical weapon to kill a
mosquito in the same room as you. The mosqguito will hardly ever survive, but you will go down
with it. Or, in computing terms, you alow potential hackers to use any security vulnerabilities
you haven't had the chance to fix yet in order to upload and execute malicious code. You killed
the mosquito (the access problems you had with an extension) but you accidentally helped to take
down your site. Ouch! Even if the chance of this happening is about one in ten thousand, are you
willing to take that risk on your own site?

In order to figure out which custom exceptions you need to add on your site, take a look at the How to determine
which exceptions are required section.

Warning

Windows users beware! Do not use Windows' path separator (the backlash - \) to separate directories! We are
talking about directories as they appear in URLSs, so you should always use the URL path separator (forward
dlash - /) in those settings. In other words sone/ | ong/ pat h iscorrect, sone\ | ong\ pat h isWRONG.
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7.2.1. How to determine which exceptions are required

After applying the Server Protection script you may notice that some of your extensions do no longer work properly or,
even worse, at all. Sometimes your site may even look like something's missing or like CSS and Javascript no longer
loads. Don't be afraid and don't rush into turning off the Server Protection. Determining which exceptions are required
is easy and takes only a few minutes of your time. | promiseg, it's as exciting, fancy and fulfilling as the televised
CSl work. On the upside, once you determine them on one site you can reuse them on all sites having that extension
installed. You will quickly end up with your "master" exceptions list which you'll be able to apply to al of your sites
without a second thought.

In the following example we are going to use Safari to detect access issues on asite. Similar tools are built-in in other
major browsers, such as Google Chrome and Internet Explorer 8 or later. If you are using Firefox you can install
FireBug and use its Net panel to detect the access issues.

Our first test case will be a site with the great CssJsCompress JS/CSS minifier plugin installed. The first indication
that something went awry isthat our site looks like all the CSSis gone:

A broken sitefor many, a chanceto figure out exceptionsfor the smart

Joomla! 1.5 - 'Experience the Freedom'l. It has never been easier to create your own dynamic Web site. Manage all vour content from the best CMS admin
interface and in virtually any language vou speak.

¢ About Joomlal
¢ Features

¢ News

¢ The Community

Home
Main Menu

Home
Joomla! Overview
Joomlal License

More about Joomlal
TAN

In order to figure out what is going wrong, we have to find out which of the files referenced by the page are throwing
a 404 error (this means that they are filtered out by Server Protection), their naming pattern and location. Provided
that you are using Chrome open up the Developer Tools pane by typing CTRL-SHIFT-J while viewing that broken
page. Click on the Resources tab and, if prompted, enable tracking resources for this session. The page reloads and
alist of filesthe browser tried to access appears:
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Thelist of referenced files

B 8 Pe¢e @ F2 K

Elements Resources 5 Timeline Profies e Audits Console

(I} | Documents Stylesheets Images Scripts XHR Fonts  Other

Documents [ Stylesheets Images
SE4ms Sms

RESOURCES 235ms 485ms T4ms 538ms 1.17s 1.41s 1.64s 1.88s 2.11s 2.35s 259

<> demo - >
js.php n 3
[demo/plugins/system/Css... e

m

css.php 1
C__S_S idemolplegins/systemsCss... o 905ms {—
pdf_button.png =
idemafimages/M_images -
printButton.png —
@ fdemofimages/M_images - IR
# | 2= | Sort by Response Time &
@ Failed to load resource: the server responded with a status of 484 (Not Found) is.php
@ Failed to load resource: the server responded with a status of 484 (Not Found) £ss.php

>

Thelower part of the window isthe console. It kindly informs us that two files, js.php and css.php, failed to load with
a status of 404. Bingo! We found the culprits, now let's take alook where they are coming from. Click on the js.php
link in the console. The top part of the window changes to display some debugging info about that file:

Theculprit under the microscope

(Al ] Stylesheets Images Scripts XHR Fonts  Other
GRAPHS ~| [[ETES) Content
@ Time: Request URL: http://localhost/demo/plugins/system/CssIsCompress/js.php?js=8e5799F64bd305d46C2820
B986ch2ked. iz
] . Request Method: GET
,-m = Status Code: @484 Not Found
RESOURCES ¥ Request Headers
= Accept: */*
< | demo Referer: http://localhost/demo/

User-Agent: Mozilla/5.8 (Windows; U; Windows NT 6.1; en-US) AppleWebKit/534.3 (KHTML, like Geck
o) Chrome/6.8.472.55 Safari/534.3

= /demo/plugins/system... o ¥ Query String Parameters
js: @e5799F64bdB850d46C20200986C62624 . s
css czs.ph o

= | /demoiplugins/systemd...

— ¥ Response Headers

pdf_button.pn Connection: Keep-Alive
i ;‘denTm'imagéJp'MgimaQE Content-Length: 238

Content-Type: text/html; charset=iso-8859-1
= printE_l_.lﬁun.p_ng_ Date: Sun, 12 Sep 2818 15:43:48 GMT
fEniEiE L _TEE > Keep-Alive: timeout=5, max=93

the interesting part is the request URL: http://1 ocal host/deno/ pl ugi ns/ syst em CssJsCom
press/js. php?j s=0e5799f 64bd805d46c20200986c626€e4. j s. Asyou guessed, the part after the ques-
tionmark isaURL parameter and can be removed. We'releft withht t p: / /| ocal host / deno/ pl ugi ns/ sys-
tem CssJsConpress/js. php, but we know that http://localhost/demo is our site's base URL. Remove it and
you're left with pl ugi ns/ syst enf CssJsConpr ess/ j s. php. Bullseye! Isthere any change that this file can
have a variable name? Nope. Does the file exist in our file system? Y es. This meansthat thisisthe exact file we need
to put in our Allow direct access to these files list. Doing the exact same process for the css.php ends up with yet
another file we have to exclude: pl ugi ns/ syst em CssJsConpr ess/ css. php. Note the capitalization, OK?
Copying and pasting those files in that exceptions option, regenerating the configuration file and restarting the server
allows our siteto load properly:
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Problem solved instantly, just likein the" CSI" TV series

The one thing about a Web site, it always changes! Joomlal makes it easy to add Articles, content, images,

I videos, and more. Site administrators can edit and manage content ‘in-context’ by clicking the "Edit' link.
OOI I I O - \Webmasters can also edit content through a graphical Control Panel that gives you complete control aver your
site.
..beca ; urce matters

About Joomla! Features News The Community
Home search...
(T et News Popular
« Home + Joomlal License Guidelines + Joomlal Qverview
« Joomla! Overview + Content Layouts ) . Eﬂengigns .
« Joomlal License + The Joomla! Community + Joomla! License Guidelines
« More about Joomla! + Welcome to Joomlal . '_"ngc.jmgt.j.J.j.erm!
* Mewsflash 4 * \What's Mew in 1.57
+ FAQ
+ The News
+ Web Links
* Wewstens Welcome to the Frontpage Polls
Joomla! Community Portal I SE=g=] Joomia! is used for?

@ Community Sites
m @ PublicBrand Sites

+ Joomla! Home _

+ Joomla! Forums The Joomlal Community Portal is now online. There, you will find a constant source of ) eCommerce

« Joomla! Documentation information about the activities of contributors powering the Joomla! Project. Learn about ) Blogs

+ Joomla! Community Joomlal Events worldwide, and see ifthere is a Joomlal User Group nearby, . Intranets

+ Joomla! Magazine The Joomlal Community Magazine promises an interesting overview of feature articles, ) o

+ OSM Home community accomplishments, learning topics, and project updates each month. Also, check ) Fhota and bisdia Sites
+ Administrator out JoomlaConnect™. This aggregated RS5 feed brings together Joomla! news from all over @ All ofthe Above!

the world in your language. Getthe latest and greatest by clicking here

' IR . S VN S N Who's Online

That said, sometimes you will see something like along list of hard to guess filenames like js-abc123456789fedO.php
and so on. If the file extension is anything but .php you can add the extension to the front-end or back-end allowed
file types list and the directory in the respective list of directories where file type exceptions are allowed. If the cul-
prits are PHP files, you have two options: stop using that extension or add the directory in the "Allow direct access,
including .php files, to these directories” list.

How about another example?

The previous example was dead easy to spot as the page looked like a big ugly mess which immediately made us
figure out where the culprit is. Thisis not aways the case. Sometimes a feature of an extension stops working with
seemingly no explanation. In thistest case we'll be using UddelM. That was areal-world issue | had to deal with and
thisisthe story of how | solved it.

Note

An exception for UddelM is already present in the default configuration. For the sake of documenting the
procedure | removed it in order to demonstrate what is going on and how to fix it.

After installing the Server Protection users started complaining that they could not send me messages through UddelM
any more. At first | couldn't understand why, because | could use it without any problem at all. Then, | decided to
create a simple unprivileged registered user with the intention to send a message to myself in order to test that. Then,
| spotted the problem:
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The hidden problem

To:

[Al[4][2] [a][A][A] [-][a](A] A &[] A
©0 @ ® 6 OB vy0Oe@®O O

Message

2500 characters left
Password

Security Code:

@

D copy to me Add CC: line
Send

Tip
When trying to figure out an issue affecting your users but not yourself, alwaystry using auser with the same
attributes as an afflicted user. Idedlly, log in with the reporting user's account —with their permission, asyou

have to change their password— to witnesstheissue yourself. | got that piece of experiencethisthe hard way.

Notice that broken image icon next to the Security Code? This is where a CAPTCHA should display - but only for

Registered users. Hm... Why doesn't it get displayed? Time to use the Developer Tools in the browser, again. And
here what it says:

One step closer to the problem

@ emoticon_wondering. gif —
idemao/components.com_uddsi... b
=5/| captchal5.php = =
@ demolcomponents/com_ud. .. o = L
| mw_shadow_|.png =
idemaitemplatesthuk_milkyws. . . -

http://localhost/demo/templates/rhuk_milkyway/
irmages/blue/mw_shadow_l.png

| mw_header_tpng

~ Sort by Response Time %
(]
>

Failed to load resource: the server responded with a status of 484 (Not Found) captchal5.php

There is a captchal5.php file not loading. Right. Where is it located? Let's click on the filename in the console to
figure out:
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Theissueisnow triangulated

| 1] nts  Stylesheets q Scripts XHR Fonts Other

" jdemo/componentsicom_ud... L Headers o

® emoticon_kiss. gif Request URL: http://localhost/demo/components/com_uddeim/captchals.php
Jdemo/components/com_ud...

Request Method: GET

_A?| shop-ad.jpg Status Code: @ 484 Not Found
e

So there it isl conponent s/ com uddei m capt chal5s. php. Add it to the Allow direct access to these files
exceptions list, generate anew ngi nx. conf and let's see the resullts:

...and solved.

Security Code:

D copy to me Add CC: line

That was it. Solved!
7.3. The Kitchen Sink (Expert Settings)

Exceptions

The Kitchen Sink (Expert Settings)

Cloudflare IP forwarding Yes r
Optimise timeout handling Mo =
Optimise socket settings No r
Optimise TCP performance No r
Optimise output buffering No v
Optimise file handle cache No v
Set the default character enceding to utf-8 Mo =
Tighten NginX security settings Yes =
Set maximum client body size to 1 Gb Yes r

Thissection contains advanced configuration optionsfor use by expert users. If you are unsure you are recommended to
leavethem asthey are. If you are an expert user you are advised to review the values used in the generated configuration
file and further tweak them based on the capabilities of your server and the traffic on your site.

Cloudflare IPfor- Enableif you are using the CloudFlare CDN service. Enabling this option will allow your NginX
warding server to "see" theread visitor's |Pinstead of the CloudFlare CDN proxy IP. Thisisvery important
for the correct operation of the Web Application Firewall of Admin Tools.




Using Admin Tools

Optimise timeout
handling

Optimise socket
settings

Optimise TCP
performance

Optimise output
buffering

Optimisefile
handle cache

Set the default
character encod-
ing to utf-8

Tighten NginX
security settings

Set maximum
client body size
to 1Gb

Warning

This feature REQUIRES the ngx_http_realip_module module to be enabled in NginX,
see http://nginx.org/en/docs/http/ngx_http_realip_module.html for more information. If
the module is not enabled (default) your site will fail to load once you try reloading
NginX with the new configuration.

Enabling this option will create a set of rules which optimise the connection timeout. If you run
into problems with lengthy processes (e.g. backups) you are advised to turn this off.

Enabling this option will create a set of rules which optimise the NginX connection pool size.

Enabling this option will create a set of rules which optimise the TCP/IP performance of NginX
and turn the sendfile feature on.

Enabling this option will create a set of rules which optimise the output buffers of NginX for
typical servers.

Enabling this option will create a set of ruleswhich optimise the NginX file handle cache for sites
serving large amounts of static content (most Joomla! sites do that: images, CSS and JS are all
static content).

Enabling this option will set the default output encoding to UTF-8. Thisis not strictly necessary
as Joomlal will do that by default inits output. Thisis primarily used when serving static content,
e.g. CSS and JSfileswhich may contain international characters.

Enabling this option will create a set of rules which tighten NginX security: server names are
hidden from redirects, the version of NginX is hidden from the output headers and invalid HTTP
headers will be ignored.

Enabling this option will set the maximum acceptable client body (usually this means POST and
PUT) sizeto 1 Gb. Please note that you still need to set up the maximum POST size and maximum
file upload size in php.ini to accept large uploads on your server.
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7.4. Optimisation and utility

Optimisation and utility

Optimisation and utility

Force index.php parsing before index.htmi Yes =
Set default expiration time to 1 hour No =
Automatically compress static resources Mo =
Redirect www and non-www adresses Do not redirect H

Redirect this (old) domain name to the new one

HSTS Header (for HTTPS-only sites)

Mo

Forbid displaying in FRAME {for HTTPS-only sites)

Mo

This section contains directives which are of utilitarian value and bound to save you some time:

Force index.php
parsing before
index.html

Set default expi-
rationtimeto 1
hour

Automatically
compress static
resources

Redirect www
and non-www
adresses

Some servers attempt to serve index.html before index.php. This hasthe implication that trying to
accessyour site'sroot, e.g. ht t p: / / www. exanpl e. com will attempt to serve an index.html
first. If thisfile doesn't exist, it will try to serve index.php. However, all of our Joomla! sites only
have the index.php, so this checking slows them down unnecessarily on each page request. This
rule works around this problem. Do note that some servers do not allow this and will result in a
blank page or Internal Server Error page.

If your server hasmod_expiresinstalled and activated, enabling this option will cause all filesand
pages served from the site to have an expiration time of 1 hour, which means that the browser will
not try to load them over the network before one hour elapses. Thisis avery desirable feature, as
it speeds up your site. Note: some files types have a higher expiration time of 1 week or 1 month.

Enabling this option instructsthe server to send plain text, HTML, XML, CSS, XHTML, RSSand
Javascript pages and files to the browser after compressing them with GZip. This significantly
reduces the amount of data transferred and speeds up the site. On the downside some very old
browsers, like Internet Explorer 6, might have trouble loading the site. We do add a directive
which instructs NginX to not compress the output when accessed by 1E6 but all bets are off with
abrowser that hasn't been updated for over a decade...

Most web servers are designed to treat www and non-www URLSs in the same way. For example,
if your siteisht t p: / / wwv. exanpl e. comthen most servers will also display it if called as
htt p: // exanpl e. com Thishasmany adverseeffects. For starters, if auser accessesthewww
site, logs in and then visits the non-www site he's no longer logged in, causing a functional issue
with your site's users. Moreover, the duplicate content rules also apply in this case. That'swhy we
suggest that you enable on of the redirection settings of this option. The different settings are:
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Redirect this
(old) domain
name to the new
one

HSTS Header
(for HTTP-only
sites)

Forbid display-
ingin FRAME
(for HTTPS-only
sites)

« Do not redirect. It does no redirection (turns this feature off)

» Redirect non-www to www. Requests to the non-www site will be redirected to the www site,
eg. http://exanpl e. comwill beredirectedto ht t p: / / www. exanpl e. com

» Redirect www to non-www. Requests to the www site will be redirected to the non-www site,
eg. http://ww. exanpl e. comwill beredirectedtohtt p: / / exanpl e. com

Sometimes you have to migrate your site to a new domain, as we did migrating from
joomlapack.net to akeebabackup.com. Usually this is done transparently, having both domains
attached to the same site on the hosting level. However, while avisitor can access the old domain
name, the address bar on his browser will still show the old domain name and search engines
will believe that you have set up a duplicate content site, sending to the darkest hole of search
engine results. Not good! So, you'd better redirect the old domain to the new domain with a 301
redirection to alert both users and search engines about the name change. Thisiswhat this option
does. You can include several old domains separated by commas. For example;

j ooml apack. net, www. j oom apack. net
will redirect all access attempts to joomlapack.net and www.joomlapack.net to the new domain.

Assuming that you have a site which is only supposed to be accessed over HTTPS, your visitor's
web browser has no idea that the site should not be ever accessed over HTTP. Joomlal of-
fers a Global Configuration setting to force SSL throughout the entire site, but thisis merely a
workaround: if it seesarequest coming through HTTP it will forward it to HTTPS. There are two
privacy implications for your users:

« If you have not enabled the SSL option in Global Configuration a man-in-the-middle attack
known as "SSL Stripping" is possible. In this case the user will access your site over plain
HTTP without having any ideathat they should be using HTTPS instead.

« Even if Joomlal forwards your user to HTTPS the unencrypted (HTTP) request can still be
logged by an attacker. With a moderate amount of sophistication on the part of the attacker
(basically, some $200 hardware an widely availableinformation) they can efficiently eavesdrop
at thevery least the URL svisited by your user —undetected but to the most vigilant geeksamong
your users— and probably infer information about them.

The HSTS header can fix SSL Stripping attacks by instructing the browser to alwaysuse HTTPS
for thiswebsite, evenif the protocol usedinaURL isHTTP. The browser, having seen thisheader,
will always use HTTPS for your site. An SSL Stripping and other man-in-the-middl e attacks are
possible only if your user visitsyour sitefor thefirst timein ahostile environment. Thisisusually
not the case, therefore the HSTS header can provide real benefits to the privacy of your users.

For more information on what the HSTS header is and how it can protect your site
visitors privacy you can read the Wikipedia entry on HSTS [http://en.wikipedia.org/wi-
ki/HTTP_Strict_Transport_Security].

This is your basic defense against click-jacking. For technical information please con-
sult the Mozilla Developer Network on the X-Frame-Options response header [https.//
devel oper.mozilla.org/en-US/docs/Web/HT TP/ X -Frame-Options]. When you enable this option
your server will set the X-Frame-Options HTTP header to SAMEORIGIN. This tells the
browsers that your site is only allowed to appear in <f r ane> or <i f r ame> elements orig-
inating from the site itself. The corollary is that third party sites are not allowed to display
your site's pages in a <f rame> or <i f r ane> element, therefore reducing your exposure to
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Disable HTTP
methods TRACE
and TRACK
(protect against
XST)

clickjacking attacks [http://blogs.msdn.com/b/ie/archive/2009/01/27/ie8-security-part-vii-click-
jacking-defenses.aspx].

Enabling this option will prevent remote clients from using the HTTP methods TRACE
and TRACK to connect to your site. These can be used by hackers to perform privilege
escalation attacks known as Cross Site Tracing (XST) [https.//www.owasp.org/index.php/
Cross_Site Tracing]. To the best of our knowledge there are no side-effects to enabling this fea-
ture.

7.5. System configuration

Warning

If you backup and restore your site on anew host you MUST change these configuration parametersto reflect
your new server configuration manually. Remember to reconfigure and restart your NginX server.

System configuration

System configuration

Host name for HTTPS requests (without https://) dev31.ubuntu.web
Host name for HTTP requests (without hitp:/) dev31.ubuntu.web
Follow symlinks (may cause a blank page or 500 Default -

Internal Server Error)

Base directory of your site {/ for domain's root) !

This final section contains all the options which let the NginX Configuration Maker know some of the most basic
information pertaining your site and which are used to create the rules for some of the optionsin the previous section.

Host name for
HTTPS requests
(without https://)

Host name for
HTTP requests
(without http://)

Follow Symlinks

Enter the site's domain name for secure (HTTPS) connections. By default, Admin Tools assumes
it is the same as your site's domain, but you have to verify it as it may be different on some
hosts, especially on shared hosts. Do not use the https:// prefix, just the domain name and path
toyour site. For example, if theaddressisht t ps: / / www. exanpl e. coni j oonl a thentype
inwwv. exanpl e. com j ool a.

Enter the site'sdomain namefor regular (HTTP) connections. By default, Admin Tools assumesit
isthe same as the address you are connected to right now, but you haveto verify it. Do not use the
http:// prefix, just the domain name and path to your site. For example, if the addressto your site's
rootisht t p: / / www. exanpl e. coni j oom a thentypeinwww. exanpl e. cont j ooni a.

Joomlal normally does not create symlinks and does not need symlinks. At the sametime, hackers
who haveinfiltrated asite do use symlinksto get read accessto filesthat are normally outside the
reach of the web site they have hacked. Thisiswhy this option exists. You can set it to:

» Default. It's up to your host to determine if symlinks will be followed. Use this if the other
options cause problemsto your site.
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Base directory of
your site

fastcgi_pass set-
ting (read the
documentation)

* Yes, always. Thisistheinsecureoption. If you useit keep in mind that in the event of ahack all
world-readable files on the server may be compromised. Really, it'sa BAD idea. Worse than
bad, it'sahorrible idea. Don't useit.

« Only if owner matches. That's the safe approach to enabling symlinks. They will be followed
only if the owner of the symlink matches the owner of the file/directory it links to.

If you have no idea what that means, first try setting this option to "Only if owner matches'. If
this results in a blank page or an Internal Server Error 500 then set this to "Default”. For more
information please consult Apache's documentation or Joomlal's htaccess.txt file.

Thisisthedirectory whereyour siteisinstalled. For example, if itisinstalled in adirectory named
j oom a and you accessit onaURL similartoht t p: / / www. exanpl e. coml j oonml a you
havetotypein/j oom a inhere. If your siteisinstalled on the root of your domain, please use
asingle forward slash for thisfield: /

Please enter the value of the fastcgi_pass setting required by your server setup, i.e. the listening
FastCGI Process Manager of PHP. Thisisusually 127. 0. 0. 1: 9000 on most servers. If you
are not sure ask your host or, if you are your own host, examine the configuration files of NginX.
Y ou will probably see ablock like this:

| ocation ~ .php$ {
try_files $uri =404;
fastcgi _pass 127. 0. 0. 1: 9000;
fastcgi _i ndex index. php;
i ncl ude [ Appl i cati ons/ MNPP/ conf/ ngi nx/ f ast cgi _par ans;

}

The value you are looking for is what follows fastcgi_pass right up to, but not including, the
semicolon at the end of theline.

8. Web Application Firewall

Note

Thisfeatureis only available in the Professional release

The Web Application Firewall feature of Admin Tools is designed to offer real-time protection against the most
common fingerprinting attacks, used by attackers to deduce information about your site in order to tailor an attack
to it, and the most common attacks. The real-time protection is performed by the "System - Admin Tools" plugin
(pl g_adm nt ool s). Before configuring Admin Tools WAF you have to make sure that the plugin is published and
it'sthefirsttorun, i.e. it should appear first in the ordering menu. These conditions are automatically applied when you
install the Admin Tools bundle. However, if you have installed more system plugins make sure that plg_admintools
is published before all other system plugins. If not, the protection offered will not be thorough.

When you launch the Web Application Firewall feature of Admin Tools you are presented with its panel page:
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The Web Application Firewall page

For further protection of your site, also use the .htaccess Maker feature of this component

s -
% I E - o ®
b @ il
Configure WAF Two-Factor WAF Exceptions Administrator IP Site IP Blacklist Anti-spam Bad Geographic Security Exceptions Auto IP Blocking
Authentication Whitelist Words Blocking Log Administration

@ ®

Auto P Blocking Email Templates
History

Clicking on any icon will launch the respective sub-tool. The Back button on the upper right-hand corner will get you
back to the Control Panel page.

8.1. Configure
This sub-tool is where all the configuration fine-tuning of the firewall takes place. By default, none of these options
are enabled during installation. Y ou will have to enable them manually. Once you are content with your options click

on Save to save the changes and return to the WAF panel page, or Back to return without saving.

I mportant

If you do something wrong and you inadvertently lock yourself out of the administrator area of your site, do
not panic! Read this section about regaining entrance.

The Configure WAF page is split into several tabs (or option groups, if you enabled the Long Configure WAF Page
parameter in the component's Options page) to make it easier for you to locate the correct option.

WAF: Basic Protection Features

Basic Protection Features

Allow administrator access only to IPs in Whitelist Mo =
Disallow site access to |Ps in Blacklist MNo =

Administrator secret URL parameter

The Basic Protection Features section contains the very basic options which allow you to control who can access your
site.

Allow admin- When enabled, only IPsin the Whitelist (see the following sections of this documentation about
istrator access configuring it) will be allowed to access the administrator area of the site. All other attempts to
only to IPsin access the administrator pages will be redirected to the site's home page. Be careful when using
Whitelist this feature! If you haven't added your own IP to the Whitelist you will get locked out of your

administrator areal
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Disallow site ac-
cessto IPsin
Blacklist

Administrator se-
cret URL param-
eter

Change adminis-
trator login direc-
tory to

| mportant

Since Admin Tools 2.1.7, irrespective of whether this option is enabled, 1Ps added to
the administrator 1P whitelist are fully white-listed as far as Admin Tools is concerned.
Thismeansthat no security measurewill be applied against them. Please place only very
well trusted IPs in this list! If an attack is launched from this IP, it will not be blocked
by Admin Tools!

When enabled, if the visitor's P isin the Blacklist (see the following sections of this documenta
tion about configuring it) they will immediately get a 403 Forbidden error message upon trying
to access your site.

Normally, you can access your site's administrator area using a URL similar to http://
www. exanpl e. conf admi ni st rat or . Potential hackers already know that and will try to
access your site's administrator area the same way. From that point they can try to brute force
their way in (guess your username and password) or simply use the fact that an administrator area
exists to deduce that your site is running Joomlal and attack it. By entering aword here, you are
required to include it asa URL parameter in order to access your administrator area. For instance,
if you enter the word test here you will only be able to access your site's administrator areawith a
URL similartoht t p: / / www. exanpl e. coni admi ni strat or ?t est . All other attempts
to access the administrator area will be redirected to the site's home page. If you do not wish to
use thisfeature, leave thisfield blank.

| mportant

The secret URL parameter must start with a letter. If it starts with a number, you will
immediately get a"lllegal variable filesor _envor _getor postor cookieor _server or
_session or global s passed to script” error when trying to access your site's administrator
back-end. It should also contain only lowercase and uppercase ASCII characters and
numbers (a-z, A-Z, 0-9) in order to ensure the widest compatibility with all possible
browser and server combinations.

Tip

Some servers do not work with http://ww. exanpl e. com adni ni str a-
tor?t est due to their configuration. You may want to try using http://
www. exanpl e. coni admi ni strat or/ ?test (add adash right before the ques-
tion mark) or http://ww. exanpl e. conf adm ni strator/i ndex. php?
t est (add /index.php right before the question mark). One of them is bound to work
on your server. Unfortunately, there is no way to know which ones will work on your
server except for trying them out. Thefirst one (ht t p: / / www. exanpl e. coni ad-
m ni st rat or ?t est ) workson 95% of serversand that'swhat we recommend trying
out first.

THIS FEATURE IS PROVIDED WITHOUT SUPPORT. We had completely removed this fea-
turein version 3.5.0. It was only restored at the insistence of some clients. Since we cannot guar-
antee its correct operation, we offer no support for it. Please note that many servers are severely
misconfigured and will not process the redirection to /administrator correctly. This may causethis
feature to perform erratically or even prevent you from logging in to your site. Use at your own
risk and keep in mind that NO SUPPORT will be provided for it. We recommend using Admin-
istrator Directory Password Protection instead. It's more secure and doesn't cause the problems
the "Change administrator login directory" feature does.
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Away Schedule

As explained in the option above, you can normally access your site's administrator area using
aURL similartoht t p: / / www. exanpl e. com admi ni st r at or whichisknown to hack-
ers with potentially negative consequences. This Admin Tools feature allows you to "cloak" the
administrator login URL.

It's easier to explain this with an example. Let's say you use the setting f oobar in this Admin
Tools option. When someone who is not already logged in to the administrator back-end tries to
accesshtt p: // www. exanpl e. coni admi ni st rat or they will be redirected to the home
page of your site and a security exception will be logged. When they try to access htt p: //
www. exanpl e. coni f oobar they will see the administrator login page.

A few important notices regarding this feature:

It REQUIRES Search Engine Friendly URLs and Use URL Rewriting to be set to Yes in your
Joomlal Global Configuration page.

¢ You MUST NOT have any menu item with an alias which is the same as this option. If you do
you will lose access to that menu item from the front-end of your site.

» This setting works by setting a session variable. After the first time you visit the cloaked lo-
gin URL (e.g. htt p: // www. exanpl e. cont f oobar ) you will then be able to access the
regular administrator URL (htt p: / / www. exanpl e. coni adni ni st rat or) until your
back-end session expires. Session expiration is controlled by the Session Lifetime value you
have set in your Joomlal Global Configuration page. This behaviour is not a bug, it is how it
isintended to function.

» By using this option you are NOT renaming the administrator directory. Doing so is not sup-
ported by Joomla! and its extensions and would lead to grave issueswith your site. Thisfeature
is a URL manipulation trick, a sort of smoke and mirrors to confuse hackers trying to brute
force your administrator login. Even though it'satrick it isavery effective one indeed!

¢ You CAN combine it with the Administrator secret URL parameter feature. In this case you
need to access the login page as htt p: //ww. exanpl e. cont f oobar ?t est where
"foobar" is the setting of Change administrator login directory to and "test” is the setting of
Administrator secret URL parameter.

Unlike using the Administrator secret URL parameter on its own you MUST NOT put aslash
or /index.php before the question mark even if your server required it before enabling the
change administrator login directory option. Remember that what you are accessing is not a
real directory on your server, it ismerely a URL manipulation trick.

* You CAN combine it with the Password-protect Administrator feature (assuming that you are
using Apache or another server compatible with .htaccess and .htpasswd files). In fact, we sug-
gest that you enableall three administrator login protection features on your site: password-pro-
tect administrator, secret URL parameter and change administrator login directory. Combined
with two-factor authentication (either Admin Tools' or the one shipped with Joomlal 3.2) you
will have a quintuple protection before anyone can access your administrator area. That's para-
noialevel protection.

By default, Joomlal allows users with back-end access to log in to the site any time of the day.
On smaller sites which have only a handful, or even just one, administrators on the same zone
this means that someone can try to log in with a stolen username / password while you are fast
asleep and unable to respond to the unexpected login. This where the Away Schedule comesinto
play. If auser with back-end login privilegestriesto log in to the front- or back-end of your sute
between the "from" and "to" hour of the day they will be denied login. Moreover, if someonetries
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to access the administrator login page during that time they will be redirected to the front-end of
the site — even if the have used the correct Administrator secret URL parameter.

Please note that this feature does not affect your regular users logging in to the front-end of your
site. It only prevents usersbelonging to agroup withthe Adm n Logi n privilege. Y ou can check
which groups have that privilege by clicking on the System, Global Configuration menu of your
site and visiting the Permissions tab.

The From and To time has to to be entered in 24-hour format with trailing zeros, e.g. 09:15 for
aquarter past 9 am. and 21:30 for half past 9 p.m. Thetimeis entered in your server's timezone

which may be different than the timezone you live in. For your convenience, the server'stime at
the time of the page load (in 24 hour format) is shown to you right below the Away Schedule.

WAF: Active Request Filtering

Active Request Filtering

SQLiShield protection against SQL injection Yes =
attacks

Cross Site Scripting block (XSSShield) Yes =
Allow PHP tags in request Mo =
AS55-safe request parameters password, passwd, token, _token, ¢
Malicious User Agent block (MUAShield) Yesg =
CSRF/Anti-spam form protection (CSARFShield) Mo =
Remeote File Inclusion block (RFIShield) Yesg =
Direct File Inclusion shield (DF1Shield) Yes ,
Uploads scanner (UploadShield) Yesg =
Anti-spam filtering based on Bad Words list No v
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The Active Request Filtering section containsthe optionswhich are the heart and soul of the Web Application Firewall.
Admin Tools will monitor incoming requests and their variables, filter them using these options and decide which
requests seem to be nefarious, blocking them.

SQLiShield pro-
tection against
SQL injection at-
tacks

Cross Site
Scripting block
(XSSShield)

Allow PHP tags
in request

XSS-safe request
parameters

Malicious Us-
er Agent block
(MUAShield)

CSRF/Anti-spam
form protection
(CSRFShield)

When enabled, Admin Tools will try to detect common SQL injection attacks against your site
and block them. Do note that thisis not awatertight solution. Some attacks may still pass through
and there isavery low chance of false positives, i.e. legitimate requests being identified as SQLI
attacks.

When enabled, Admintoolswill try to detect common cross-site scripting (X SS) attacks and block
them. The filtering is able to detect many such attacks, comprising of malicious Javascript and
PHP code, but it can not be exhaustive. Hackers find new types of attack every day. You are
advised to follow sane security practices (like updating al of your extensions and templates to
their latest releases immediately) on top of using this feature.

Warning

This feature uses heuristicsin order to determine if the incoming request is a Cross Site
Scripting (X SS) attack. Dueto the tricky nature of X SS attacks, the algorithmisnot fool -
proof. In fact, thisfeature has a high tendency of marking legitimate requests—especialy
forum posts with lots of links, smilies and uncommon use of punctuation— as attacks
(false positives). You can either try to use the WAF Exceptions feature to work around
thisissue, or disable this feature. We consider this feature a " paranoid security" feature
and usually don't use it on our own sites.

This option affects how Cross Site Scripting block (X SSShield) will work.

When this option is set to No (default) the XSSShield filter will be triggered if any request pa
rameter passed to the page contains a PHP open tag, namely an |eft angular quote immediately
followed by a question mark: <?

When this option is set to Y es the XSSShield filter will NOT be triggered by request parameters
containing open PHP tags. THIS IS DANGEROUS and you should only use it if you have a
particular need to alow open PHP tags in request parameters sent to the front-end of your site.
We STRONGLY advise you against enabling this option.

This option affects how Cross Site Scripting block (X SSShield) will work.

Some request parameters may be in need of accepting information that is very complex and looks
likeaCross Site Scripting attack but really isn't. Such parametersare usually password and session
token fields. You can enter a commar-separated list of the names of such request parameters that
should never trigger the X SSShield protection. Do not modify this unless you are fully aware of
therisksinvolved.

Default: password, passwd, token, _token, passwordl, password2, text

Many hackerswill try to access your site using a browser configured to send malicious PHP code
in its user agent string (a small piece of text used to describe the browser to your server). The
idea is that buggy log processing software will parse it and allow the hacker to gain control of
your website. When enabled, this feature allows Admin Tools to detect such attacks and block
the request.

One of the mgjor concerns regarding web forms—like login forms, contact forms, etc—isthat they
can be exploited by automated scripts (bots). This is usually performed to send spam messages
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Remote File In-
clusion block
(RFIShield)

Direct File In-
clusion shield
(DFIShield)

Uploads scanner
(UploadShield)

or brute-force passwords. Admin Tools has two methods to prevent such abuse, depending on the
setting of this option:

* No. Turns off this feature.

» Basi c. Performs basic referer filtering. If the browser of the visitor reports that the previous
page was not one belonging to your site, Admin Tools will block processing of the form. This
is enough to thwart script kiddies and unsophisticated spam bots, but will do nothing for more
serious attacks.

« Advanced. On top of the basic protection, Admin Tools will automatically inject a hidden
field on all forms. Spambots will usualy try to fill al fields on a form, including the hidden
one. WHen this happens, Admin Tools will block the request. Thisis a better method, but it's
much slower and not recommended for high-traffic (several dozen of thousands of visitors per
day) websites.

Warning

If you expect external sites to be performing POST requests to your site, e.g. PayPal
posting back IPN notifications, please DISABLE thisfeature or usethe WAF Exceptions
to work around it, otherwise all such requests will be marked as security exceptions.
Alternatively, if you expect such requests to come only from specific | P addresses (e.g.
PayPal), then please add these IPs in the Never block this IPs whitelist.

Some hackers will try to force a vulnerable extension into loading PHP code directly from their
server. Thisis done by passing an http(s):// or ftp:// URL in their request, pointing to their mali-
cious site. When this option is enabled, Admin Tools will look for such cases, try to fetch the
remote URL and scan its contents. If it is found to contain PHP code, it will block the request.

| mportant

If your site starts throwing white pages when submitting a URL in your site's front-end,
please disable this option. The white page means that your server is not susceptible to
thiskind of attack and doesn't properly advertise thisto Admin Toolswhen requested. In
this case, Admin Tools crashes while trying to scan the contents of the remote location,
causing the white page error. Disabling this option is such a case poses no security risk.

Some hackers try to trick vulnerable components into loading arbitrary files. Depending on the
vulnerable component, the file will either be output verbatim or parsed asaPHP file. Thisallows
attackers to disclose sensitive information about your site or run malicious code uploaded to your
site through another vulnerable vector, e.g. an unfiltered upload of executable PHP code. When
this option is enabled, Admin Tools will search the request parameters for anything which looks
like afile path. If oneisfound, it will be scanned. If it isfound to contain PHP